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Abstract  

Internet traffic keeps increasing in the past years and it is dominated by various 

multimedia applications with different requirements. Due to the explosion of information, 

traditional network architecture cannot meet the requirement of the traffic trends. Dense 

Wavelength Division Multiplexing (DWDM) technology has greatly increased the 

bandwidth of the optical network by merging hundreds of wavelengths into a single fiber. 

However, the traditional topology of the network restricts the development of advanced 

network technologies. Software-Defined Optical Networking (SDON), inspired by 

Software-Defined Networking (SDN), is a promising solution for the problem. In this 

dissertation, self-resilient reconfigurable optical network is proposed to support multiple 

switching modes in SDON. A reliable retransmission mathematical model is developed in 

the proposed network to evaluate the delay of the transmission and the buffer occupancy 

in the router.  

Besides, network security becomes more and more important in information 

transmission. Classical cryptography is based on the complexity of computation. With the 

increasing power of supercomputers and the development of quantum computers, 

classical cryptography is becoming more and more vulnerable. Compared to classical 

cryptography, quantum cryptography is based on the law of physics, and in the only 

means with provable security. This dissertation is the first to analyze the impact of noise 

as well as practical attenuated laser sources on multi-photon quantum cryptography 

protocols. The results provide insights in developing practical quantum cryptography 

hardware systems. 
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Chapter 1 Introduction 

The data traffic on the Internet is keeping increasing since the birth of Internet. 

Global IP traffic has increased fivefold over the past five years, and will increase 

threefold over the next five years. Overall, IP traffic will grow at a compound annual 

growth rate of 23 percent from 2014 to 2019. Busy-hour Internet traffic is growing more 

rapidly than average Internet traffic. More and more multimedia applications such as 

video streams, cloud storage, and cloud computing are big stimulations to the Internet, 

which have brought tremendous traffic load into the network. Besides, the rapidly 

increasing number of mobile devices such as smart phones and tablets with blooming of 

applications has also stimulated the Internet, which requires higher bandwidth. Research 

has shown that the mobile traffic now accounts for more than half of the traffic on the 

Internet.  

On the other side, network security is more and more important in the transmission 

of data. Classical cryptography is based on computational complexity. Due to the 

increasing computation power of supercomputers and the development of quantum 

computers, classical cryptography is more and more vulnerable. Millions of dollars get 

lost because of the security breach in the Internet every year. In recent years, this number 

keeps increasing. 

All of the above have driven changes that need to be made on both network 

architecture and security. For the network architecture, software-defined network is more 

and more popular and fits the trends of Internet traffic. Dense Wavelengths Division 

Multiplexing (DWDM) has greatly increased the bandwidth by carrying hundreds of 
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wavelengths in a single fiber. However, the current switching technology may not catch 

up with the increasing traffic. Electrical Packet Switching (EPS) has been widely used 

but both the switching delay and cost are very high. Optical switching technologies 

including Optical Circuit Switching (OCS), Optical Packet Switching (OPS), and Optical 

Burst Switching (OBS) are more transparent in the optical domain. Each switching 

technology has its own advantages and disadvantages. Devices with a single switching 

technology cannot meet all the demands today. For the network security, quantum 

cryptography is considered as the most promising security technology in information 

transmission. 

This dissertation addresses several critical issues in the optical switching networks 

for the fast growing Internet. More specifically, this work provides a framework for a 

self-resilient network where different switching modes can be seamlessly managed and 

shared under a common interface. Mathematical analysis is also understand the impact of 

the proposed network architecture on network latency and buffer usage, two key elements 

in building practical routers. Besides, some advanced quantum cryptography technologies 

are investigated and analyzed. In particular, multi-photon tolerant quantum cryptography 

methods are examined and the impact noise on such protocols is analyzed. In addition, 

the effect of practical attenuated laser sources is analyzed under the impact of noise. Such 

investigations provide insight in designing and implementing practical multi-photon 

based quantum cryptography systems. The rest of the dissertation is organized as follows. 

In Chapter 2, an overview of the optical communication systems is presented 

including the history and the evolution process. Four types of the most popular switching 

technologies are described. 
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In Chapter 3, current trends of Internet traffic and the limitation of traditional 

network architecture are discussed. Then the concepts of Software-Defined Networking 

(SDN) and Software-Defined Optical networking (SDON) are introduced. Self-resilient 

reconfigurable optical network architecture is proposed. Both of the edge router module 

and core router module are described. Besides, a retransmission mathematical model 

based on this network architecture is developed. Analytical model and numerical results 

are shown in this section, as well as the buffer occupancy, which is very important for 

deploying edge routers in optical switching networks. 

In Chapter 4, an overview of the quantum cryptography is presented. The classical 

cryptography technology is described and the limitation is demonstrated. Several 

quantum cryptography protocols are introduced including the three-stage quantum 

cryptography protocol, which is multi-photon tolerant. 

In Chapter 5, several noise models are proposed for multi-photon quantum 

cryptography protocols. Analysis has been made with these noise models and numerical 

results are shown. In addition, the impact of noise is further analyzed under practical 

attenuated laser sources. Besides, the potential security risks of Pseudo-Random Number 

Generator (PRNG) in quantum key distribution is pointed out and analyzed. 

Chapter 6 summarized the proposed work. The proposed network architecture can 

be the unified solution to the next generation networks. The multi-photon tolerant 

quantum cryptography protocols will have a great impact on the Internet security. 
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Chapter 2 Optical Communication Systems   

Optical communication [1], which is also known as optical telecommunication, 

uses light as carrier to transmit information. There are several forms of optical 

communication such as semaphore line, semaphore signal flags, optical fiber, signal 

lamps, free-space optical communication and heliograph. This dissertation is focused on 

the form of optical fibers, which is also named as fiber-optic Communication. Before the 

transmission of information, an optical link (or lightpath) is established between the 

source and destination. The light carried by the fiber is modulated into certain frequency 

(or wavelength) at the source to get better performance. As the effect of attenuation and 

dispersion, not all the wavelengths are favorable for transmission. Several wavelength 

bands (or windows), which have the least negative effect, have been standardized as 

showed in Table 1. In fiber-optic communication systems, C band and L band are the 

most used wavelengths because the chromatic dispersion is minimal at these two bands. 

In this dissertation, the wavelengths used are in the C band and can be extended to other 

bands. The invention of fiber-optic communication system is a great success and the first 

system reached a data rate at 44.7 Mbps in 1976. In order to improve the transmission 

Table 1. Fiber-optic communication transmission windows 

Band Description Wavelength Range 

O band original 1260 to 1360 nm 

E band extended 1360 to 1460 nm 

S band short wavelengths 1460 to 1530 nm 

C band conventional 1530 to 1565 nm 

L band long wave lengths 1565 to 1625 nm 

U band ultralong wavelengths 1625 to 1675 nm 
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capacity of fiber-optic communication system, two approaches are proposed and 

researchers have been working on these two approaches since the system was invented. 

One approach is to increase the transmission rate in a single channel and another one is to 

enable multiple channels transmitting the information at the same time within one 

physical fiber. Both of these two approaches have achieved significant progress recent 

years. Currently the bandwidth of a single channel can reach 26 Tbps. On the other hand, 

with Wavelength Division Multiplexing (WDM) [2], multiple wavelengths can be 

multiplexed and transmitted in a single physical fiber while keeping each channel 

operated independently. Table 2 shows some speed records of these two approaches. 

WDM technique allows enterprise and service provider to expand the network capacity 

by adding more channels (or wavelengths) without changing physical infrastructure. Due 

to the effect of attenuation and power split, early WDM can only multiplex several 

wavelength and the distance is also limited. Nowadays with advanced optical modulators, 

the transmission capacity of WDM network has been greatly increased, which also drives 

the development of Dense Wavelength Division Multiplexing (DWDM) technology.  

2.1 Dense Wavelength Division Multiplexing (DWDM) Technology  

Dense Wavelength Division Multiplexing (DWDM) technology allows hundreds of 

laser light signals to be multiplexed in one physical optical fiber. Each signal has its own 

Table 2. Fiber-optic communication speed records 

Year Organization 
Effective 

Speed 
WDM 

channels 
Per Channel 

speed 
Distance 

2009 Alcatel-Lucent 15 Tbps 155 100 Gbps 90 km 
2010 NTT 69.1 Tbps 432 171 Gbps 240 km 
2011 KIT 26 Tbps 1 26 Tbps 50 km 
2011 NEC 101 Tbps 370 273 Gbps 165 km 
2012 NEC, Corning 1.5 Pbps 12 core fibers  52.4 km 
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wavelength and carries separate information. The bandwidth has been greatly increased 

by using DWDM technology, which meets the demand of today’s Internet traffic. 

Originally, DWDM refers to optical signals multiplexed with the 1550 nm 

wavelengths band to promote the capabilities of Erbium Doped Fiber Amplifier (EDFA), 

which is the most deployed fiber amplifier. EDFA is effective for C band or L band. 

EDFA was originally developed to replace Synchronous Optical Networking and 

Synchronous Digital Hierarchy (SONET/SDH), which are used as optical-electrical-

optical regenerators. Any optical signal in its operating range can be amplified by EDFAs, 

independent of the bit rate. In a multi-wavelength situation, EDFA has the capability to 

amplify all the optical signals multiplexed into its amplification band. Therefore, a single 

channel optical link can be upgraded in the transmission rate by upgrading the device at 

the ends of the link, while keeping EFDAs along the transmission route. Furthermore, 

single wavelengths links using EFDAs can also be upgraded to WDM links without 

changing EFDAs deployed on the routes. 

For a basic DWDM system, there are several main components: A DWDM terminal 

multiplexer, an intermediate line repeater, an intermediate optical terminal/optical add-

drop multiplexer, a DWDM terminal demultiplexer and an Optical Supervisory Channel 

(OSC). At the transmitting side, the DWDM system uses a wavelength-converting 

transponder for each channel (wavelength) and an optical multiplexer to combine all the 

wavelengths together. At the receiving side, the DWDM system uses an optical 

demultiplexer to separate all the wavelengths and one or more wavelength-converting 

transponders are used to transform the optical signal back into individual data. 
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To compensate for the loss of optical power, an intermediate line repeater is 

deployed every 80-100 kilometers during transmission. EFDAs are used to amplify the 

multi-wavelength optical signals. When the multi-wavelength signal has traversed 140 

kilometers or more, an intermediate or optical add-drop multiplexer is needed as a remote 

amplification site to amplify the signals. Optical add-drop multiplexer also allows one or 

more wavelengths to be added to the multi-wavelength signal or be dropped from the 

multi-wavelength signal. 

2.1.1 Reconfigurable optical add-drop multiplexer (ROADM) 

In WDM systems, an optical add-drop multiplexer (OADM) is used to multiplex 

and route different wavelengths of light into or out of a single fiber. This type of optical 

node is generally used in the optical telecommunication networks construction. “Add” 

here means the capability to add one or more wavelengths to an existing WDM signal and 

“drop” refers to the capability to remove one or more channels. An OADM can be 

considered as a specific type of cross-connect in optical networks. 

There are three stages in a traditional OADM: an optical demultiplexer, an optical 

multiplexer and a method of configuring the paths between the demultiplexer, the 

multiplexer and the ports used to add and drop signals. The demultiplexer is used to 

separate different wavelengths in the incoming signal onto different ports. The method of 

configuration can be achieved by optical switches or a fiber patch panel to direct the 

wavelengths to the multiplexer or drop ports. The function of multiplexer is to multiplex 

the wavelengths from demultiplexer ports or add ports onto a single fiber. 
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2.1.2 Micro-Electro-Mechanical Systems (MEMS) Optical Switch 

Micro-Electro-Mechanical Systems (MEMS) is a technology that integrates 

micrometer-scale mechanical and electrical components in very small devices, which has 

various applications in different areas. It was first proposed to be used in optical 

switching in [3]. As the rapid growing demand on the cross-connect services in the core 

network, service providers deploy a mash connected wavelength-based network to 

provide high bandwidth to the clients with stability, flexibility and QoS provisioning. 

Optical switching devices can provide faster and cheaper solutions with lower operation 

power. The all-optical cross-connect components are considered as key devices for the 

next generation optical networks. 

The optical cross-connect switches in current networks rely on electronic cores, 

which means optical signals need to be converted into electronic signals for operation and 

converted back to optical signals after the operation. Due to the increasing data rates and 

port numbers, it becomes more and more difficult for electronic switches to meet future 

demands, which stimulates the development of all-optical cross-connect technology. 

Compared to traditional electronic switching networks, all-optical networks are 

more cost-effective without the optical-to-electronic and electronic-to-optical conversion. 

Besides, all-optical networks are immune to electromagnetic interference and the 

protocols are transparent. WDM can be implemented in all-optical networks with relative 

ease. The optical switches can also be used to reconfigure the network, which can act as 

the ROADM. 

In addition to the advantages mentioned above, MEMS switches are good 

candidates for large-scale optical cross-connects. The 2D MEMS approach and 3D 

MEMS approach [3] provide different solutions for different application situations. 
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The architecture of OPS is illustrated in Figure 4. The payload and the header of the 

packet are sent by the edge router together through an all-optical network. At the core 

router, the header is extracted at the ingress port while the payload is routed to the fiber 

delay line, which is used to compensate the optical header processing time and switching 

configuration time. Once the switching path is configured, the payload will be switched 

to the destination port and the updated header will be inserted to the payload at the egress 

port. 

There are three options for the scheduler to solve the contention problem: fiber 

delay lines, wavelength conversion and path deflection. If multiple simultaneously 

arriving packets are destined for the same egress port, the optical switching fabric will 

process one packet first and route the rest into dedicated fiber delay lines, which can let 

the traffic circulate through in it to make rooms for other waiting traffic. The number of 

fiber delay lines is limited in an optical switching fabric. If all the optical buffers are used 

up, the optical switching fabric will route the packet to another wavelength in the same 

fiber. If no wavelength is available for the wavelength conversion, the packet will be 

routed to a neighboring node. In the worst case, if all these resources in optical switching 

fabric have been occupied, this packet will be dropped and application level 

retransmission is required. Although OPS can potentially address the bandwidth 

underutilization problem encountered in OCS, the fiber delay lines can only hold several 

packets and the traffic bouncing to different paths could cause congestion in other links. 

Most importantly, OPS requires tight synchronization between the header and the payload 

of the packet to reconstruct the optical packet at the egress port when the packet header is 

converted to optical signals.  
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The key part in burst assembly is the burst assembly algorithm, which is used to 

aggregate data and attach packets to form a burst. Generally, there are two options for the 

burst assembler: time-based assembly and length-based assembly. For the time-based 

assembly algorithm, a timer is set at the assembly queue, which is used to trigger the 

burst formation once it times out. For the length-based algorithm, the burst formation is 

triggered when the assembly queue reaches the pre-defined length. Both of these two 

algorithms have advantages and disadvantages. Longer burst can improve the bandwidth 

utilization efficiency and reduce the traffic overhead in the network. However, some 

applications such as video stream or voice communication have a tighter requirement in 

the time delay than other applications. In this situation, time-base algorithm is more 

suitable for time sensitive applications. In a practical implementation, a hybrid scheme 

containing both of these two algorithms can be achieved, which means that for some 

assembly queues, time-based algorithm is used and for other queues, length-based 

algorithm is used. Alternatively, a burst can be formed when the maximum burst length is 

reached or the timer expires, whichever comes earlier. The classifier will determine the 

algorithm to use according to the requirements of different applications. 
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Chapter 3 Self-Resilient Reconfigurable Optical Switching 

Network 

3.1 Internet Traffic Trends   

Conventional network architecture was designed to meet the requirements of client-

server models. With the increasing number of mobile devices and the advent of cloud 

computing and storage, the traditional network is ill-suited to the new trends which are 

shown in the following aspects: 

First of all, the traffic patterns have changed significantly. In a traditional client-

server model, the communication usually occurs between one client and one server. The 

client sends some requests to the server and the server will respond some data to the 

client after processing the request. However, nowadays, applications always get access to 

different servers and databases. An application may get authentication from one server 

while getting the content from another sever. At the same time, the data from the 

application will not always be a simple request like a command, and will also send a large 

amount of data to the server. So today’s communication is more of a machine-to-machine 

model than a client-server model. This change increases the complexity of data across the 

wide area network, and more traditional hardware resources are needed to process the 

data. 

Second, cloud services are widely accepted by the public. The application of cloud 

storage and computing significantly increases the amount and complexity of data on the 

Internet. Besides, cloud services should be operated in a more secure and consolidated 

environment while at the same time providing quick response to the dynamic changes in 
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the Internet. To provide this kind of self-service provisioning, regardless of private or 

public cloud services, elastic scaling of storage, computing and network resources are 

required. 

Third, big data implies more bandwidth. To process big data, parallel processing 

among thousands of servers are required. All these servers need connections between 

each other to exchange information as well as the results, which requires additional 

network capacity. Besides, the network needs to maintain the connectivity between 

thousands of servers to keep the services going on. 

Fourth, more and more consumers are enjoying the benefits of Internet. With the 

ever increasing number of personal mobile devices such as smart phones, tablets and 

laptops, mobile data on the Internet are taking more and more portion. The network is 

under the pressure to accommodate these personal mobile devices while protecting 

corporate data at the same time. 

3.2 Limitation of Traditional Network Architecture 

Enterprise IT departments try to reduce the budget by using manual processes and 

device-level management tools. Service providers and carries face similar challenges as 

the explosive number of mobile devices and requirement of bandwidth. Although it is not 

impossible to remedy the traditional network to meet current market requirements, 

existing network architecture can no longer efficiently meet current requirements of 

mobile users, enterprises and service providers in the following aspects: 

Current networking technology relies on a large number of discrete sets of 

protocols to connect servers, clients, routers, and switches over arbitrary network 

topologies, link speed and distances. In the past few decades, in order to meet the needs 



 19

of business and technology, the industry has developed thousands of different protocols to 

improve the performance and reliability of network, as well as to provide broad 

connectivity and security. A specific protocol is designed to solve a certain problem in the 

network without any benefits to solve other problems, which has significantly increased 

the complexity of networks. In order to add or remove a device in the network, network 

administrator needs to touch every device (switches, routers and web authentication 

portals) connected with that device and consider the compatibility of all the protocols 

implemented and managed at the device level. Besides, software version and network 

topology also need to be taken into account. Due to these limitations, current networks 

are relatively static to guarantee continuous services of the networks. Compared to the 

dynamic nature of current server environment, the static networks obviously have too 

many potential issues to deal with. The development of server virtualization technology 

has greatly increased the required network connectivity. Besides, current applications are 

no longer resided on a single server but distributed over multiple virtual machines. In 

order to optimize and rebalance workloads of the servers, virtual machines need to 

exchange traffic flows with each other, which greatly challenges tradition networks in 

many aspects such as addressing schemes and routing algorithms. 

Traditional network does not have consistent policies. Network administrator needs 

to configure thousands of devices and apply a larger amount of mechanisms to implement 

a network-wide policy. In the complex environment of nowadays networks, it is very 

difficult for network administrators to apply a consistent set of authentication, quality of 

service and security schemes, which may lead to security breaches and non-compliance 

with regulations. 



 20

Traditional network does not have the ability to scale. Network has greatly grown 

with the rapidly growth of data centers. The network becomes much more complex with 

more devices added to the network to be configured and managed. Compared to 

traditional predictable traffic patterns, today’s traffic patterns are more dynamic and 

unpredictable, which makes network administrators harder to scale the network based on 

link oversubscription. Besides, the number of computing elements has greatly exploded 

with the increase of end-user applications. The bandwidth for data exchange among 

nodes can reach petabytes. So the service providers need to implement high-performance 

connectivity with low cost among thousands of physical servers, which cannot be done in 

traditional networks by manual configurations. 

Most of the devices in current networks are vendor dependent. Service providers 

and carries always want to deploy new services and features as soon as business needs or 

user demands change. However, their response time is limited by vendors’ product cycles. 

Without a standard, it is hard for network operators to quickly deploy new equipment in 

their own network environments. 

3.3 Software-Defined Networking (SDN)  

The traffic on the Internet is changing all the time. Traditional network architecture 

can hardly meet the requirements of nowadays’ enterprises, service providers and end 

users. The industry realized the mismatch between current market requirements and 

traditional network capabilities. Software-Defined Networking (SDN) [4] architecture 

was proposed to adjust to the new trends and associated standards are being developed. In 

the SDN architecture, the control planes and data planes are separated, which makes 

network functions and states logically centralized and independent. The physical network 
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single logic point. Furthermore, SDN significantly simplifies the physical network 

devices themselves, since they only need to accept commands from the SDN controllers 

and forward the data but no longer need to understand and process thousands of protocols. 

The key point is that network administrators can simply configure the entire 

network by programming the software controllers rather than setting thousands of 

physical devices separately. Besides, when the network administrators want to deploy 

some new applications, they can modify the network function in real time, which costs 

anywhere from a couple of hours to a couple of days rather than weeks or months in 

traditional networks. SDN provides more flexibility to configure and manage the entire 

network for administrators in a dynamic way. 

Although the network is abstracted with the SDN architecture, they can still support 

traditional network services including routing, switching, multicast, broadcast, security, 

quality of service, bandwidth management, authentication and storage optimization by 

using a set of APIs. 

In the absence of a standard interfaces to the forwarding plane, today’s networking 

devices are closed and monolithic. OpenFlow [5] was proposed as the first standard 

communication interface defined between the control layer and the infrastructure layer, 

which allows direct access to the forwarding plane as well as manipulation of physical 

network devices. A protocol like OpenFlow is in need to move the control of the network 

from networking routers and switches to logically centralized control software.  

3.4 Software-Defined Optical Networking (SDON) 

Traditional electrical networks cannot meet the increasing requirements of current 

traffic. Due to the limitation of traditional IP networks, optical networks have been 
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widely implemented around the world to supporting the increasing data streams on the 

Internet. Although the above mentioned Software-Defined Network can be used in 

packet-switched IP network, it is not available in optical circuit-switched networks. 

Optical networks provide many unique advantages compared to traditional IP 

networks. First of all, optical networks offer much larger capacity than traditional IP 

networks, and their capacity [6, 7, 8] has been demonstrated in Table 2 in Chapter 2. 

Secondly, the power consummation in optical switching technologies is much less than 

those in traditional IP networks. Furthermore, operations in optical networks such as 

adding or dropping a wavelength are completely passive. 

However, in current optical networks, hardware equipment is manufactured by 

different vendors, which have independent interfaces and different protocols. Hardware 

equipment from different vendors complicates the configuration, which leads to a very 

complex network. Besides, current SDN technologies in traditional IP networks cannot be 

transferred and implemented in optical networks because of the significant differences in 

the two networks. 

Therefore, software-defined optical network (SDON) [9] was proposed to solve 

above problems. Figure 8 illustrates the structure of SDON. In fact, it has many similar 

features as SDN. The software network controller and the physical hardware system are 

separated, which are connected by the common interface. The control system is highly 

centralized and physical hardware is flexible to support different network configurations 

and demands.  
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[13]. The third scheme is based on the multi-carrier signal to form high capacity super 

channels [6]. At both the transmitting side and the receiving side, transmitters and 

receivers can support flexible optical channels with variable characteristics. 

In SDON, the network controller and the physical hardware are separated from 

each other, which are connected by the common open interface. The SDON allows 

application from different resources to program the flexible hardware equipment and 

implement the following specific functions in the network: impairment-aware routing 

[14, 15, 16], network defragmentation [17], optical grooming [18], resource allocation 

[19, 20] and protection [21]. In addition to the software application, the SDON controller 

also has the following components: a network hypervisor, an operating system and a 

debugger and manager. 

The OpenFlow protocol, as the common open interface in SDN, is very successful. 

The developer of OpenFlow has made efforts to extend the OpenFlow to circuit 

switching to develop a common interface for SDON [22], which consists of a cross-

connect table and a secure channel to an external controller. However, until now there is 

no standard protocol and interface for the SDON. Even for the latest version, the number 

of channels is limited and it cannot support flexible grid DWDM systems. 

3.5 Proposed Self-Resilient Reconfigurable Optical Networks 

As part of the development effort of SDN and SDON to support the increasing 

demands of the current Internet, self-resilient reconfigurable optical networks are 

proposed in this dissertation to redefine the architecture of optical networks. Self-resilient 

reconfigurable optical networks make the entire network more flexible and easier for 

control and maintenance. 
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The architecture of self-resilient reconfigurable optical networks is illustrated in 

Figure 9. The topology of the network consists of edge routers and core routers. Edge 

routers are connected with metro networks with different web services such as VPN, 

cloud computing and video streaming. Core routers connect edge routers/core routers 

with other edge routers/core routers. 

Three different types of traffic are supported simultaneously in the network: 

electrical packet switching (EPS) packets, optical circuit switching (OCS) connections 

and optical burst switching (OBS) containing control headers and data bursts. Different 

wavelengths can be independently configured or reconfigured into one of the three types 

of switching modes. The edge router aggregates and classifies traffic according to the 

dynamic traffic loads and link conditions. The scheduler in the core router switches traffic 

according to the traffic type. The EPS mode switches data based on electronic packets; 

OCS mode is operated according to the optical link reserved by the software application; 

OBS mode will first convert the control header into the electrical domain and then switch 

the burst data optically according to the information in the control header.  

3.5.2 Software Control System Architecture 

Figure 10 shows the software control system architecture. The physical 

infrastructure information can be stored in the Random Access Memory (RAM) of the 

controller. Various devices can be used to build the controller. High performance Field 

Programmable Gate Arrays (FPGAs) can be a good choice due to its high performance 

and reconfigurability. Usually the physical infrastructure will not change frequently. Once 

there is change in the physical infrastructure, a notification is sent to the FPGA and new 

physical infrastructure information will be transmitted to the FPGA to replace the old 

information in the RAM.  
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different queues according to their destinations. Once a queue reaches some thresholds 

according to the burst assembly algorithms, these packets will form a burst and a burst 

control header is generated. Both the header and burst will be converted to the optical 

domain and transmitted to the next node.  

Compared to traditional edge routers, self-resilient routers have several advantages. 

First of all, the entire network in more flexible. Three different switching modes are 

supported in one single router, which means that the logically centralized control 

software can maximize the bandwidth utilization based on the requirements of various 

applications and network conditions. Besides, this architecture simplifies the design of 

hardware. The hardware module of each switching mode can be designed independently. 

When deployed in the edge router, the modules are connected with other parts in edge 

router by common interfaces. Furthermore, this architecture reduces the cost of upgrading 

the devices. Every hardware module can be designed in the form of an expansion card. 

When new features are added to one of the switching hardware modules, only that one 

piece of card needs to be replaced while the other ones remain the same. 

 Another feature of the self-resilient edge router is that the switching modes can be 

dynamically reconfigured by the control software. If fiber failure happens at the hardware 

level during the transmission, the edge router can dynamically reroute the traffic in this 

fiber into other fibers, even if they may not be in the same switching mode. Suppose there 

are some errors in the fiber for the OBS mode. Once the control software detects the 

problems, the rest of traffic in the OBS mode can be rerouted to the fiber in the EPS 

mode to continue the transmission. This is named as OBS over EPS mode. Similarly, 

there are dynamical switching modes such as OBS over OCS, EPS over OBS, EPS over 
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be transmitted to the optical switching fabric and cross-connections are made according 

to the configuration from the optics defining software. The optical switching fabric 

connects with input/output DWDM wavelengths as well as a pool of O/E and E/O 

converters, which are connected with the electronic switching fabric. The function of the 

electronic switching fabric is to perform electronic packets switching. 

The wavelengths which are used to transmit EPS packets will be automatically 

switched to the available O/E converters through the optical switching fabric and the EPS 

packets will be electronically processed at the incoming ports for proper configurations 

and switching. The routing information of EPS is stored in the EPS packet itself and 

could be different for different packets. The electronic switching fabric switches the EPS 

packets directly to the destination output ports, which are converted to the optical signal 

using E/O converters. The wavelengths coming out of the E/O converter are directed to 

the DWDM link according to the configuration in the node through the cross-connections 

in the optical switching fabric. 

Optical circuit is supported in the core node in self-resilient reconfigurable optical 

networks. If a wavelength is configured as the OCS mode, a circuit request will be 

generated by the optics defining software. If the same wavelength is available in the 

destination output port, the incoming wavelength will be directed to the output port. If 

there is a conflict in the destination output port, which means that the wavelength has 

been occupied by other resource in the destination port, there are two options here. One 

option is using O/E/O converters to convert the wavelength to a different one and 

continue to transmit the data in a different wavelength. Another option is to drop the 

circuit request and the optics defining software will schedule the retransmission. 
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In the OBS mode, the control header and the data burst are separated into the 

electrical domain and the optical domain respectively. The OBS header can be processed 

in the electrical switching fabric while the data burst is switched in the optical switching 

fabric transparently. In the OBS mode, the control header will be routed to the O/E 

converter through the optical switching fabric. Optics defining software will extract the 

control information of the associated data burst stored in the control header and then 

schedule the switching path of data burst in the optical switching fabric, which can 

remain in the optical domain and can be transmitted according to the configured 

lightpath. 

3.6 Reliable Retransmission Model 

Similar to Reconfigurable Asymmetric Optical Burst Switching (RA-OBS) [23, 

24], self-resilient reconfigurable optical network is proposed as a solution to scaling 

Dense Wavelength Division Multiplexing (DWDM) channels cost effectively. The 

proposed networks can simultaneously support three switching modes, namely, electronic 

packet switching, optical circuit switching, and optical burst switching on the same router 

platform. In the proposed networks, the optical burst switching (OBS) [24, 25, 26] mode 

is the primary means to handle dynamic traffic, while the electronic packet switching 

mode and the optical circuit switching mode are used for short control packets and long 

lasting static traffic, respectively. In the OBS mode, packets are assembled into data 

bursts at the ingress edge router, and they are transported as an optical entity in the core 

network. Since the bursts are transmitted before an acknowledgment is received, bursts 

can be dropped in the core network due to contention. Burst retransmission at the ingress 
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edge router has been positioned as an effective means to compensate for burst loss 

without the involvement of the end hosts. 

Retransmission at the OBS layer has been evaluated in [27] as a mechanism to 

reduce burst loss probability. In the retransmission scheme, when a burst encounters 

contention at a core node and gets dropped or lost, the core node sends an Automatic 

Retransmission Request (ARQ) back to the ingress node to notify the situation. Once the 

ingress router gets ARQ, it may retransmit the burst multiple times until either the egress 

router receives the burst successfully or the burst exceeds retransmission time constraint 

or delay constraint. Retransmission bursts are retransmitted by their source OBS nodes, 

thereby reducing end to end burst loss probability in OBS network.  

In reference [27], the author evaluated the performance of a burst retransmission 

scheme caused by contentions [28] in an OBS network at the burst layer. And in [29], a 

framework for burst level retransmission was proposed in a controlled manner to adjust 

the increase of the network load. However, the impact of burst retransmission on latency 

that packets experience has not been well understood. Previous literature on burst 

retransmission has focused on burst loss probability. Latency is an important factor that 

affects performance experienced by the end user. As the Internet evolves toward serving a 

diverse range of applications, including mission-critical applications, the importance of 

network latency continues to assume an increasingly important role. 

In this section, a reliable transmission model is developed to quantitatively evaluate 

the impact of burst retransmission on the latency contributed by the network. The model 

can be used to determine the system parameters that will meet defined latency 

constraints. 
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where /p p    is the network load. 

Figure 13 shows the path loss probability under different network loads with 

different numbers of wavelengths. Note that the path loss probability with 32 available 

wavelengths does not show in the figure because the path loss probability under such a 

condition is close to zero. As shown in the figure, the path loss probability increases 

when the load is getting heavier. It is understandable since more packets are competing 

for the same output wavelength, causing much higher probability of packet drop and/or 

lose. Also, the path loss probability decreases rapidly when more wavelengths are 

available for wavelength conversion. 

The probability that there are or higher number of packets within time interval maxT  

is evaluated. Using Poisson distribution, the probability of having exactly maxpL   

packets in the burst is given by 

 
max max

max
max

max

( )
( )

( )!

p pT L

p
p

p

e T
P L

L

 






 . (2) 

It has been shown in [31] that there is an interesting connection between a random 

variable X  having the gamma density ( , )m   and a random variable Y  having a 

Poisson distribution with parameter X . More specifically, the summation in Equation 

(2) can be expressed in terms of the gamma density function max( , )p pL  . 

The probability that there are max 1pL   packets can be similarly calculated. Let eP  

be the probability that there are less than maxpL  arrivals within maxT . Then eP  can be 

written as 



 37

 
 p maxp max

iλμ 1
p max

e
i 0

e λ

i!

TL T
P
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The probability that there are maxpL  or more packet arrivals in the time interval 

maxT  is equal to 1 eP . The average burst size B  is thus given by 

  e e / (1 )p max p maxT LB P P    . (4) 

Now the average inter-burst time intT  can be calculated as follows. If burst dose not 

reach the maximum burst length during maxT , the inter-burst time is maxT . This happens 

with probability eP . If the maximum burst length maxL  is reached before the maximum 

timeout value maxT , the inter-burst time is 
maxp

p

L


, which happens with probability 1 eP . 

Therefore, the average inter-burst time is 

 
max

int max (1 ) p
e e

p

L
T PT P




   . (5) 

When no burst retransmission is needed, burst loss probability is 1 P . According 

to Equation (4) and Equation (5), the average burst duration is  int/ 2 / 2B T . The delay 

between each node is set to be d  and the delay from the first node to last node is set to be 

D . Considering that the burst might be dropped at any node during the transmission, let 

the one-way propagation delay to be a constant aved , which is the average delay during 

the retransmission. It is calculated using the following equation 
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The total delay for successful reception is int/ 2 / 2B D T   with relative 

throughput to be (B/ 2) / (B/ 2) 1 . For some bursts, it is possible that they get dropped or 

lost in the core router during transmission. These bursts require retransmission. Under 

such circumstances, burst loss probability changes to (1 )P P , and total delay becomes 

int2 / 2aveB d D T    with relative throughput equals to (B/ 2) / B 1/ 2 . 

Suppose a burst requires m retransmissions before a successful reception. The total 

delay equals     int1 / 2 2 1 / 2m B m D T     with burst loss probability (1 )mP P . And 

relative throughput is ( / 2) / (( 1) B/ 2) 1/ 1B m m   . 

The mean delay for burst retransmission can be calculated as 
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  (7) 

Figure 14 shows the mean delay ratio of the analytical model. In an ideal situation, 

where the burst is transmitted successfully without retransmission, the delay only consists 

of the time for the light to travel the distance and the transmission time of the burst itself. 

This delay is used as the base number to plot the delay ration for different network loads. 

The part exceeding 100% is the delay associated with retransmission. When the network 

load is 0.4, there is a little drop on the delay ratio. That is because the average burst 

length increases at this network load while the retransmission delay does not increase 

significantly at that load. Mean delay increases along with the network load is simply 

because more packets in the network cause higher probability of retransmission, which 
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Therefore, the impact of the interplay is less visible. The proposed mathematical model 

accurately captures these two superimposed behaviors.  

The mean delay for burst retransmission is 

 int

/ 2 2
/ 2

1
aveB d

MeanDelay D T
P


  


, (8) 

where P  can be obtained from Equation (2). The total delay for a successful reception 

after m retransmissions is  

 
  int

1
2

2 2T ave

m B T
D md D


    , (9) 

with probability   (1 )mP PProb m   . 

In the previous discussion, each router has been set with the same network load. 

But usually traffic load varies along the path. That is, the loss probability in each hop is 

different. In this case, the path loss probability with n routers is 
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. (10) 

Figure 15 shows the path loss probability in a non-uniform network. To evaluate 

the performance in a non-uniform network, router 2 and router 4 are randomly chosen to 

have different network loads and other routers remain the same network load. Path loss 

probability increases as router 2’s and router 4’s network loads increase. The surface in 

the above figure shows that either router 2’s or router 4’s network load increases, the path 

loss probability will increase along with the network load. That is because a heavier 

network load means more packets go through the router and for each packet it has a 

larger probability to be dropped. So the path loss probability will increase. 
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delay will increase along with the network load. That is because according to previous 

analysis, the drop probability will increase along with the network load, which will lead 

to more bursts to be retransmitted.  

3.6.2 Numerical Results 

The numerical results from the above derived analytical model are presented in this 

section. The impact of the input traffic load on the burst retransmission latency is 

evaluated. All calculation is respect to 10 Gb/s DWDM channels with propagation delay 

D  set to different values according to various environments. For a nationwide network, 

D  is set to 15 ms; for metro network, D  is set to 1.5ms; and for a data center network, 

D  is set to 0.00015 ms. More specifically, the maximum burst length maxL  and the 

average burst size B  is expressed in terms of the retransmission time on a 10 Gb/s 

channel. In this dissertation,  maxL is set to 1 ms and maxT is set to 2 ms. 

 

Figure 16. Total delay versus retransmission time with N=5 and W=8 
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The simulation of the buffer occupancy is based on the algorithm mentioned above. 

Figure 21(a)(b)(c)(d) shows the simulation results of the buffer occupancy when network 

load is 0.2, 0.4, 0.6 and 0.8 respectively. The requirement of buffer size increases along 

with the network load because when network load is increasing, more packets are coming 

into the switch, which makes the number of bursts increase. Then the drop probability 

increases along with the number of bursts and more bursts need to be retransmitted. For 

bursts that need to be retransmitted, they should be stored in the buffer until the switch 

receives the acknowledgement from the destination node. As shown in Figure 21, the 

required buffer space is minimal with current technology, even at high network loads.  

3.7 Summary 

In this chapter, self-resilient network supporting three switching modes is proposed. 

In this network architecture, multiple switching modes can be implemented in the same 

device under the control of logically centralized software, which makes the network more 

flexible and efficient. A reliable transmission model under the network architecture is 

proposed to understand and quantify the impact of burst retransmission on the latency of 

the networks. The results of the analytical model allow us to determine the system 

parameters that will meet defined latency constraints to achieve the best performance. 

The results of software simulation verify the reliability of the analytical model. In 

addition, the buffer occupancy provides insights in setting the parameters of the buffers 

of the devices. 
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Chapter 4 Quantum Cryptography Overview 

With self-resilient reconfigurable optical networks, the bandwidth utilization and 

the efficiency of the whole network have been greatly increased. On the other side, 

security is an important factor that cannot be ignored. The application of photons not only 

can improve the transmission speed, but also can make the transmission more secure and 

reliable. 

4.1 Introduction to Cryptography  

Cryptography technology is a technology that uses encryption methods to convert 

plaintext (ordinary information) into ciphertext (unintelligible text). Correspondingly, 

there is a decryption process that can convert the encrypted information back into original 

information. The encryption and decryption methods are a pair of algorithms called 

cipher. In this pair of algorithms, the detail operation is controlled by a key, which is 

usually a secret string characters to encrypt and decrypt the information. Keys are very 

important to the cryptography technology because the encrypted information can be 

trivially broken without viable keys. 

Since cryptography technology was invented, people are keeping pursing secure 

ways to transmit the message. However, from the development history of cryptography 

technology, all the algorithms are based on the complexity of computation. In another 

word, the computation ability of today’s computer is not powerful enough to crack the 

key in a very short time. However, as the development of multi-core technology, 

supercomputers are more and more powerful, which means the computation capability 

has been greatly increased in recent years, posting a potential threat to classical 
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cryptography technology. Another potential threat is the quantum computer. If quantum 

computers can be successfully implemented, current cryptograph technology will 

collapse in a few minutes. So in order to protect the security transmission from potential 

risks in classical cryptography technology, quantum cryptography was proposed to solve 

this problem. 

4.2 Classical Cryptography  

4.2.1 Asymmetric Cryptography 

In an asymmetric cryptosystem, different keys are used to encrypt and decrypt 

messages. As shown in Figure 22, when Alice sends some data to Bob, she will encrypt 

the data using Bob’s public key. After Bob receives the data, he will decrypt the message 

using his private key. This principle was first proposed by Whitfield Diffie and Martin 

Hellman in 1976. And in 1978, Ronald Rivest, Adi Shamir, and Leonard Adleman 

developed the actual implementation of this principle, which is known as RSA. Now this 

algorithm is still widely used around the world. If Bob wants to get some encrypted 

messages from Alice, first he needs to compute a group of public key and private key. He 

will tell Alice to encrypt the message with the public key and keep the private key a 

 

Figure 22. Asymmetric cryptography 
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secret to himself and use it when receiving the encrypted message. An example is shown 

below to explain how it works: 

1. Choose two distinct prime numbers 61p  and 53q   

2. Compute 61 53 3233n pq     

3. Compute the totient of the product ( ) ( 1)( 1) (61 1)(53 1) 3120n p q         

4. Choose any number 1 3120e  that is coprime to 3120 and let 17e   

5. Compute d, the modular multiplicative inverse of     e mod n and 2753d   

The public key is ( 3233, 17)n e   and the private key is ( 3233, 2753)n d  . 

Suppose the number 65 is going to be encrypted and transmitted, the encrypted message 

is 1765 mod 3233 2790c   . To decrypt the message, 27532790 mod 3233 65m   . 

4.2.2 Symmetric Cryptography 

In a symmetric cryptosystem, a single key is used for both encryption and 

decryption. When Alice wants to send a message to Bob, she will encrypt her message 

using a randomly generated key. Every bit of the message will be added to the 

 

Figure 23. Symmetric cryptography 
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corresponding bit of the key to get the encrypted message. Then the message will be 

transmitted to Bob and decrypted using the reversed way, which means that every bit of 

the encrypted message will be decrypted using the corresponding bit of the key. This 

algorithm is called one-time pad and was first proposed by Gilbert Vernam in the year of 

1926. This cryptosystem is the only provable secure one today and it is provably secure 

by Shannon’s information theory. 

Although one-time pad is proved perfectly secure, there are still some problems in 

this system. First, it is required that Alice and Bob share a key that has the same length as 

the message. Furthermore, they can only use the key for a single time. Otherwise, the 

eavesdropper can find certain patterns between the messages encrypted with the same key 

and then crack the message and key. Besides, the key needs to be transmitted by some 

secure methods such as a face to face meeting between Alice and Bob or another secure 

transmission routine, which is inconvenient and expensive. Because of the length of the 

key and the limitation of one time use for a single transmission, currently one-time pad is 

only used in the most critical situations. 

4.2.3 Limitation of Classical Cryptography 

Classical cryptography’s strength depends on eavesdropper’s computation 

capability. According to the Moore’s law, the computation power will double for 

approximately every 18 months and the cost of computation is reducing significantly with 

the time. 

Table 4 shows some examples of the expected lift time of classical cryptography 

algorithms [33]. By the year of 2030, most popular encryption algorithms will face the 

challenge of increasing power of computation capability, which means classical 

cryptography is no longer secure. 
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Table 4. Expected lift time for classical cryptography algorithms 

Algorithm Bit Length Expected Lift Time 

Triple Key DES 112 Through 2030 

256-bit AES 256 Beyond 2030 

DSA(p=7680,q=384) 192 Beyond 2030 

DSA(p=2048,q=224) 128 Through 2030 

SHA-512 256 Beyond 2030 

SHA-224 112 Through 2030 

 

Another challenge comes from the development of quantum computing. A 1024-bit 

RSA key can be cracked with a 3000 qubits quantum computer in a few seconds. 

Although with current technology it is difficult to get 3000 qubits operating at the same 

time, the development speed of quantum computing keeps increasing in recently years, 

which can be a potential threat to the classical cryptography. 

4.3  Quantum Cryptography  

Quantum Cryptography, also known as Quantum Key Distribution (QKD), 

comprises all possible takes related to secrecy which are implemented with quantum 

physics. The basic idea of quantum cryptography is to implement the quantum 

mechanical principle that the general observation disturbs the systems being observed. If 

an eavesdropper listens in the transmission process between Alice and Bob, the 

eavesdropper will be visible as a disturbance to the communication channel. Once Alice 

and Bob realize the existence of eavesdropper, they can throw out the current established 

key bits and start over. 

The first connection between secrecy and quantum physics was the idea of 

quantum money by Wiesner [34]. The original manuscript of that paper was written in 
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1970, although the publication came more than ten years after. After that, Bennett and 

Brassard picked up the subject and proposed the first QKD protocol, BB84 [35]. 

The two theory bases for quantum cryptographic systems are Heisenberg’s 

uncertainty principle and No-cloning theorem. According to Heisenberg’s uncertainty 

principle, measuring a quantum system in general will disturb the system and yield 

incomplete information on its quantum states before the correct measurement. 

Eavesdropping on a quantum communication channel will cause an unavoidable 

disturbance, which will be detected by the legitimate users. According to No-cloning 

theorem, it is impossible to create an identical copy of an arbitrary unknown quantum 

state. This theorem of quantum mechanics was articulated by Wootters & Zurek [36] and 

Dieks [37] in 1982, and it has profound implications in quantum computing and related 

fields. Therefore, it is impossible for the eavesdropper to get a copy of the quantum bit of 

unknown state and descript the message by using the copy of the original one. In a 

classical communication channel, the eavesdropper can get a fully copy of the encryption 

message and crack the algorithm without letting the legitimate user know about the 

leakage of the encrypted message. 

In general, quantum cryptography performs tasks that are intractable or impossible 

with classical cryptography. Quantum cryptography takes advantages of the subtle 

properties of quantum mechanics such as Heisenberg’s uncertainty principle and No-

cloning theorem. Classical cryptography’s security strength is based on unproven 

computational assumptions, while quantum cryptography’s security is based on the laws 

of physics. Proposed applications of quantum cryptography such as QKD, quantum 
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4.3.2 Entanglement-Based Quantum Cryptography Protocol 

Quantum entanglement is a physical phenomenon that pairs of particles are 

generated or interacted with each other inside the group and cannot be described 

independently, which means one particle’s quantum state can describe the whole system. 

Ekert proposed a quantum key distribution protocol implemented using the 

quantum entangled states [39]. The proposed protocol is based on the Bohm’s version of 

the Einstein-Podolsky-Rosen gedanken experiment [40]. In Ekert’s protocol, Alice will 

not send any particles to Bob. A central source is used to create entangled particles and 

send Alice and Bob one of the particles respectively. 

Ekert used quantum states named spin states to explain the creation of quantum 

entanglement. If two particles are quantum entangled, it is impossible to define the 

quantum state of one particle without reference to the quantum state of another one. Ekert 

set up the protocol so that the source emits pairs of spin-1/2 particles in single states: 

 
1

( )
2

      . (16) 

Equation 16 demonstrates that in state one (the first bracket), particle A has a spin 

pointing up and particle B has a spin pointing down. In state two (the second bracket), the 

spin of particle A and B is reversed, which can be called the superposition of states. 

Similarly to BB84, the protocol needs a private measurement before detecting the 

presence of eavesdropper. The measurement stage involves Alice measuring each photon 

she receives using some basis from the set 0Z , 
8

Z , 
4

Z  while Bob chooses from 0Z , 
8

Z , 

8

Z 


 where Z is the { , }   basis rotated by . They keep their series of basis 

choices private until measurements are completed. Two groups of photons are made: the 
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first group consists of photons measured using the same basis by Alice and Bob while the 

second one contains all other photons. To detect eavesdropping, they can compute the test 

statistics S using the correlation coefficients between Alice's basis and Bob's basis similar 

to that shown in the Bell test experiments. Maximally entangled photons would result in

2 2S   . If this were not the case, then Alice and Bob can conclude that Eve has 

introduced local realism to the system, violating Bell's Theorem. If the protocol is 

successful, the first group can be used to generate keys since those photons are 

completely anti-aligned between Alice and Bob. 

4.3.3 Continuous Variable Quantum Cryptography Protocol 

Several photon sources are needed in discrete-variable protocol implementation 

while photon-counting techniques are required. A faster and more efficient approach to 

quantum key distribution has been proposed, in which standard telecom PIN photodiodes 

replace the position of photon counters. These schemes are based on homodyne detection 

and real amplitudes data measuring is involved instead of discrete events so that these 

schemes are named as continuous-variable quantum key distribution protocol.  

The first protocols using homodyne detection in QKD are proposed by Hillery [41], 

Ralph [42] and Reid [43]. In particular, [41] is a squeezed-state version of BB84. These 

early protocols are called continuous variable protocols with discrete modulation because 

of the direct generalization of photons.  

At the same time, another class of continuous various protocols using a continuous 

modulation was proposed. These protocols usually use the Gaussian modulation as the 

modulation method. The first Gaussian protocol was proposed in [44] based on squeezed 

states of lights. The second Gaussian QKD protocol was devised by Grosshans [45], in 
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1
( 0 1 )

2
 , can also be used. The orthogonal states of X  represent 0 and 1 

respectively. The orthogonal states, as well as details such as which state represents 1 and 

0, are agreed upon prior to the transmission. 

Alice and Bob will apply secret rotation operators ( )AR   and ( )BR   on the qubit 

state X . ( )AR  and ( )BR   are commutative, which means 

( ) ( ) ( ) ( )A B B AR R X R R X    .  

The summarized steps shown in Figure 24 are described as follows: 

Step 1: Alice applies a unitary operator ( )AR   on quantum information   and sends 

the qubit to Bob. 

Step 2: Bob applies another unitary operator ( )AR   on the received qubit state

( )AR X , thereby giving ( ) ( )B AR R X   and sends it back to Alice. ( )AR   and 

( )BR   should be commutative transformations.  

Step 3: Alice applies ( )AR   (transpose of complex conjugate of ( )AR   on the 

received qubit state to get ( ) ( ) ( ) ( )A B A BR R R X R X      and sends it back to 

Bob. 

Step 4: Then Bob applies ( )BR   on ( )BR X  to get the information X . 

The angles of polarization rotation that both sides (Alice and Bob) select to apply 

to the information bits are arbitrary and independent values which vary from 0 to 180 

degrees. The eavesdropper cannot obtain correct information without the knowledge of 

the correct polarization rotation. Moreover, both Alice and Bob do not need to exchange 
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the encryption angle before the transmission. All they need to do is to apply their 

independent angle to the information (potentially, one unique rotation angle for each bit 

of information), and reverse the process independently. Then the receiver can recover the 

original information. 
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Chapter 5 Analysis of Multi-Photon Tolerant Quantum 

Cryptography Protocols 

5.1 Introduction 

The purpose of cryptography is to protect the secret message that is transmitted 

between the legitimate sender and the receiver from unauthorized reading or modifying 

of the message. The task of cryptographers is to develop secure and reliable 

cryptographic protocols. Classical cryptography techniques such as symmetric 

cryptography and asymmetric cryptography are widely used. However, since classical 

cryptography is based on the complexity of computation, it is facing more and more 

challenges due to the development of supercomputers and potentially quantum 

computers.  

The development of quantum cryptography provides a solution that is based on 

Heisenberg Uncertainty Principle and No-Cloning Theorem. In the year of 1984, Bennet 

and Brassard proposed the first quantum key distribution (QKD) protocol, which is 

known as the BB84 protocol [35]. In this protocol, two legitimate users can establish a 

secure channel by using quantum resources to generate an unconditionally secure key. 

After 1984, several variants [39, 49, 50] of BB84 protocols concentrated around QKD 

were proposed. In 1999, Buzek and Bertaiume proposed a protocol for quantum secret 

sharing (QSS) [51]. In the same year, a protocol for deterministic secure quantum 

communication (DSQC) was proposed by Shimizu and Imoto [52]. In a DSQC protocol, 

one bit of additional classical information transmission is required for each qubit; 

otherwise the receiver cannot read out the correct secret message. Essentially, secure 
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direct quantum communication does not require an exchange of classical information for 

encryption or decryption of the message. A protocol that does not require such a classical 

information exchange is named as quantum secure direct communication (QSDC) [53] 

[54]. In all QSDC and DSQC protocols, the secret message can be only transmitted one-

way from Alice to Bob. In the year of 2004, the first quantum dialogue protocol was 

proposed by Ba An using Bell states [55], which enables bidirectional quantum 

communications where Alice and Bob can transmit and receive their messages 

simultaneously. This protocol is a modification of the Ping-Pong protocol which starts 

with an initial state [53]. In 2006, Kak proposed the three-stage quantum cryptography 

protocol [48]. In this protocol, there is no need to have prior generation of keys and it 

does not need an initial state. Besides, multi-photons can be used to increase the stability 

and security of the transmission [56]. QSDC has been also extended to continuous-

variable systems [57, 58]. 

Most quantum protocols assume a noiseless channel. But in real applications and 

implementations, noise should be considered as it will have a critical impact on the 

performance of the transmission. The concept of collective noise on quantum 

cryptography was explained by Ball and Banaszek [59]. Several collective noise analyses 

have been performed on previous protocols. Authors in [60] proposed an efficient way for 

quantum key distribution over collective noise. An economical setup for faithful 

entanglement sharing against collective noise was presented in [61]. Paper [62] analyzed 

the security of the “Ping–Pong” protocol in a noisy environment. Two quantum dialogue 

protocols were proposed in [63], each of which is robust against one of the two kinds of 

collective noise: collective-dephasing noise and collective-rotation noise. Furthermore, 
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continuous-variable quantum cryptography with two-way quantum communication has 

shown to be very robust to the presence of noise [64, 65, 66]. 

In this chapter, the effect of collective-rotation noise in a multi-photon system 

under the three-stage protocol is analyzed. This work distinguishes itself from existing 

work in the following ways: The three-stage protocol is an interesting quantum protocol 

as it can be used either as QKD, or as QSDC. It maps information onto non-orthogonal 

polarization states of photons. In the simplest form, all communications in the three-stage 

protocol are performed using quantum channels. No classical information is exchanged 

between Alice and Bob. This dissertation is the first one to analyze the three-stage 

protocol in a noisy environment. Lastly, the three-stage protocol is a multi-photon 

tolerant protocol, which means that the protocol is provably secure when more than 

single photons are used in communication. This is also the first one to analyze the impact 

of noise on a multi-photon system, and should be instrumental to other potential multi-

photon tolerant quantum protocols [67]. 

5.2 Three-Stage Protocol under Collective-Rotation Noise 

Information security is increasingly important as the society migrates to the 

information age. Classical cryptography widely used nowadays are based on 

computational complexity, which means that it assumes that solving some particular 

mathematical problems is hard on a classical computer. With the development of 

supercomputers and potentially quantum computers, classical cryptography has more and 

more potential risks. Quantum cryptography provides a solution which is based on 

Heisenberg uncertainty principle and no-cloning theorem. While BB84-based quantum 

protocols are only secure when a single photon is used in communication, the three-stage 
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quantum protocol is multi-photon tolerant. However, existing analysis assumes perfect 

noiseless channels. In this dissertation, a multi-photon analysis is performed for the three-

stage quantum protocol under the collective-rotation noise model. The analysis provides 

insights into the impact of the noise level on a three-stage quantum cryptography system. 

5.2.1 Collective-Rotation Noise Model 
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Figure 25. Collective-rotation model on qubit states 1 , x  and 0   
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In this section, the effect of collective-rotation noise on the three-stage protocol is 

analyzed. In a real situation, the noise will fluctuate with time and space. In order to 

analyze conveniently, the environment noise is set as a constant using the maximum 

value of the noise as a upper bound to analyze the performance of the protocol under the 

collective-rotation noise model.  

Based on the collective-rotation noise model, each photon is deflected to either 

counterclockwise or clockwise by an angle of  , with a probability of 1/2 respectively. 

For a random qubit state x , clockwise deflection is denoted as x   and 

counterclockwise deflection is denoted as x  . The state 1 , x , 0  and their 

corresponding deflection states are shown in Figure 25.  

Parameter   denotes the noise in the collective-rotation channel. In the following 

analysis,   is considered as a constant for all three stages. However, the impact of 

different values of   is analyzed. Based on the value of information bit X , the initial 

qubit Alice prepares can be in one of the two states: 0  and 1 . Without considering the 

rotation operator, consider the case where 0  is sent. Because of the collective-rotation 

channel noise, qubit 0  has a probability of 1/2 to become 0   and a probability of 

1/2 to become 0  , which can be written as 

 
| 0 cos | 0 sin |1

| 0
| 0 cos | 0 sin |1

  

  

    
  

. (17) 
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The probability that qubit 0  is recognized as 0 is 2 2 21/ 2cos 1/ 2cos cos     

and the probability that qubit 0  is recognized as 1 is 2 2 21/ 2sin 1/ 2( sin) sin     . 

The error rate is given by 2sin  . 

Consider the case where 1  is sent. Similarly, qubit 1  has a probability of 1/2 to 

become 1   and a probability of 1/2 to become 1  , which can be written as 

 
|1 sin | 0 cos |1

|1
|1 sin | 0 cos |1

  

  

     
  

. (18) 

So the probability that qubit 1  is recognized as 1 is 

2 2 21/ 2cos 1/ 2cos cos     and the probability that qubit 1  is recognized as 0 is 

2 2 21/ 2( sin) 1/ 2sin sin     . The error rate is therefore given by 2sin  . 

For each qubit sent in a noisy quantum channel, the qubit error rate 0  is  

 2 2 2
0

1 1
sin sin sin

2 2
      . (19) 

5.2.2 Single-Photon Analysis 

In the three-stage protocol, a single photon is transmitted through the quantum 

channel three times between Alice and Bob, each of which is subject to collective-

rotation noise. In this section, the state of the photon in each of the stages is analyzed, and 

the error rate due to collective-rotation noise is derived. 

Based on the protocol described in Chapter 4, a rotation operator is applied to the 

qubit in each round to map the qubit to a non-orthogonal state. Therefore, the collective-

rotation noise changes the non-orthogonal quantum state by either   or  , respectively. 
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Since Alice and Bob will reverse their rotation operations eventually, the actual value of 

the rotation operator does not affect the results of the analysis. In order to make the 

derivation concise, the rotation operators are not shown in the derivation.  

After the first stage, the deflection angle can be either   or   with probability 1/2, 

as shown in Table 7. 

The states of the qubit can be written as 

| 0 cos | 0 sin |1
| 0 ,

| 0 cos | 0 sin |1

  

  

    
  

 

 
|1 sin | 0 cos |1

|1 .
|1 sin | 0 cos |1

  

  

     
  

 

(20)  

Because there are two possible deflection angles at the end of the first stage of 

transmission, there are three possible angles after the second stage, namely, 2 , 0 and 

2 . The probabilities of the angles are shown in Table 8. 

The possible qubit states can be written as 

| 0 2 cos 2 | 0 sin 2 |1

| 0 | 0 0 | 0 ,

| 0 2 cos 2 | 0 sin 2 |1

  

  

   


  
   

 (21)  

Table 7. Probabilities of each angle after first round of transmission 
Deflection Angle     

Probability 1/2 1/2 
 

Table 8. Probabilities of each angle after second round of transmission 
Deflection Angle 2  0  2  

Probability 1/4 1/2 1/4 
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|1 2 sin 2 | 0 cos 2 |1

|1 |1 0 |1 .

|1 2 sin 2 | 0 cos 2 |1

  

  

    


  
   

 

After the third stage, there are four possible angles: 3 ,  ,   and 3 . The 

probabilities of the angles are show in Table 9. 

The possible qubit states can be written as 

| 0 3 cos3 | 0 sin 3 |1

| 0 cos | 0 sin |1
| 0 ,

| 0 cos | 0 sin |1

| 0 3 cos3 | 0 sin 3 |1

  

  

  

  

   


  
 

  
   

 

|1 3 sin 3 | 0 cos3 |1

|1 sin | 0 cos |1
|1 .

|1 sin | 0 cos |1

|1 3 sin 3 | 0 cos3 |1

  

  

  

  

    


   
 

  
   

 

(22)  

Because each case in (22) occurs with probability 1 / 8 , the mean error probability is 

derived as 

2 2 2 2 2 2
0

1 3 3 1 1 3
sin 3 sin sin ( ) sin ( 3 ) sin sin 3

8 8 8 8 4 4
              . (23)  

5.2.3 Multi-Photon Analysis 

Since the three-stage protocol is multi-photon tolerant [11], multiple photons can be 

transmitted simultaneously to indicate one bit of information to improve the success rate 

of the transmission.  

Table 9. Probabilities of each angle after third round of transmission 
Deflection Angle 3      3  

Probability 1/8 3/8 3/8 1/8 
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It is assumed that each photon is independent from each other and all photons 

transmitted at the same time are affected by the same collective-rotation noise. As 

discussed in Section 5.2.2, the probability that a single photon is recognized as incorrect 

information is 0 , which is the mean error rate for a single photon transmitted in the 

noisy channel, as  shown in Equation (23). The probability that a single photon is 

recognized correctly is 

0 01   . (24) 

It is also assumed that the channel is lossless. Therefore, all photons sent by Alice 

reach the photon detector on Bob’s side. Bob will register a correct bit if a majority 

number of photons reach the correct photon detector. In the case of a tie, there is 50% of 

chance to register a correct bit. Let the total number of photons used in transmitting one 

bit be N , where 2 1, 0N k k    or 2 2, 0.N k k    Note that the notation 2 2k   is 

purposely used to indicate that an even number of photons are used in the communication, 

instead of the standard notation of 2k . This allows a relationship between the even and 

odd numbers of photons under the same value of k to be established. First, the error rates 

under the odd number and the even number of photons are derived, respectively.  

Case 1: 2 1, 0N k k   .  

In this situation, odd number photons are sent simultaneously by Alice. If more 

than k  photons reach the correct photon detector, Bob will receive the correct bit (either 

0 or 1). 

Let i  be the number of photons that reach the correct photon detector. The 

probability of this event is 
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odd 2 1
2 1 0 0( ) ( )i i k i

i kC    
  .  (25) 

 So the overall error rate odd  is 

2 1 2 1
odd odd 2 1

2 1 0 0
1 1

( ) (1 )
i k i k

i i k i
i k

i k i k

C   
   

 


   

    . (26) 

Using the results from Equation (23), the overall error rate odd  can be re-written 

as 

2 1
odd 2 2 2 2 2 1

2 1
1

1 3 1 3
( sin sin 3 ) (1 sin sin 3 )
4 4 4 4

i k
i i k i
k

i k

C    
 

 


 

    . (27) 

Case 2: 2 2, 0.N k k    

In this situation, even number photons are sent simultaneously. If more than 1k   

photons reach the correct photon detector, the receiver will receive the correct bit. In the 

case of a tie, where 1k   photons reach the correct detector and 1k   photons reach the 

wrong detector, it is assumed that the system will randomly choose between 1 or 0 with 

probability 1/2. 

Suppose the number of photons that reach the correct photon detector is i. The 

probability of this event is 

even 2
2 2 0 0( ) ( )i i k i

i kC   
 . (28) 

The overall error rate even  is 

2 2 2 2
even even 1 1 1 2 2

1 2 2 0 0 2 2 0 0
2 2

1 1
( ) (1 ) ( ) (1 )

2 2

i k i k
k k k i i k i

k i k k
i k i k

C C      
   

    
  

   

       . (29) 

It can be re-written as 
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even 1 2 2 1 2 2 1
2 2

2 2
2 2 2 2 2 2

2 2
2

1 1 3 1 3
( sin sin 3 ) (1 sin sin 3 )

2 4 4 4 4
1 3 1 3

( sin sin 3 ) (1 sin sin 3 ) .
4 4 4 4

k k k
k

i k
i i k i
k

i k

C

C

    

   

  


 
 


 

    

  
 

(30) 

Mathematically, Equation (27) is equivalent to Equation (30) when they have the 

same value of k , which means that sending 2 1k   photons has the same mean error rate 

as sending 2 2k   photons. It is counter-intuitive. The mathematical proof is shown and 

the physical meaning is explained. 

Suppose the mean error rate of sending an odd number of 2 1k   photons is 2 1k  . 

Suppose one more photon is added to make it even. The following derivation will show 

that whether the error rate will be affected if having one more photon joining the 

transmission. Denote the mean error rate of sending 2 2k   photons 2 2k  . 

To understand the effect of the added photon, the possible outcomes from the 

previous 2 1k   photons are first examined. Denote the number of photons reaching the 

correct photon detector cN , and denote the number of photons reaching the wrong 

photon detector wN . Based on the assumption, the information bit is correctly detected if 

c wN N ; or if c wN N , there is 50% chance the information is correctly detected. The 

following possibilities are discussed. 

1. More than 1k   photons out of the 2 1k   photons hit the correct photon 

detector ( c 2N k  ). In this case, it does not matter whether the added photon hits the 

correct or the wrong detector. In either cases, wN k . Therefore, c wN N . The 

information bit is detected correctly. 

2. More than 1k   photons out of the 2 1k   photons hit the wrong photon detector 

( w 2N k  ). In this case, it again does not matter whether the added photon hits the 
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correct or the wrong detector. In this case, the total number of photons reaching the 

correct detector cN k . Therefore, w cN N . The information bit is detected incorrectly. 

3. Out of 2 1k   photons, 1k  photons reach the correct detector and k  photons 

reach the wrong detector. In this case, there are two possibilities. If the added photon 

reaches the correct detector, this will make c 2N k  , and wN k . Therefore, c wN N  

and the information bit is detected correctly. On the other hand, if the added photon 

reaches the wrong detector, which will lead to c w 1N N k   . Based on the assumption, 

the probability to detect a correct information bit is 1 / 2  . 

4. Out of 2 1k   photons, k  photons reach the correct detector and 1k   photons 

reach the wrong detector. In this case, there are also two possibilities. If the added photon 

reaches the wrong detector, this will make w 2N k  , and cN k . Therefore, W CN N  

and the information bit is detected incorrectly. If the added photon reaches the correct 

detector, this will make c 1N k  , and w 1N k  . Therefore, c wN N  and the 

probability of detecting a correct information bit is 1 / 2 . 

The mean error rate 2 2k   can be written as 

odd odd odd odd odd odd odd odd
2 2 1 1 1 2 1 0 1 1 2 1 0

odd odd odd odd odd odd odd odd
1 1 0 1 0 0 1 0 2 2 1

1 1
( ... ... ) ( ... ... )

2 2
1 1

... ... .
2 2

k k k k k k k

k k k k k k k

          

           

     

    

         

         
 (31) 

From Equation (26), it is clear that 

odd odd0
1

0
k k

 
  . (32) 

Therefore, 
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odd odd odd
0 1 0 1 0

odd odd odd0
1 0 1 0 1 0

0

odd odd odd
1 0 1 0 1 0

odd
1

1 1

2 2

1 1

2 2

1 1

2 2

.

k k k

k k k

k k k

k

     

      


     



 

  

  



 

  

  



. (33) 

So 2 2k   will be written as 

2 1
odd odd odd

2 2 1 2 2 1 2 1
1

...
i k

k k k k i k
i k

     
 

    
 

      . (34) 

The error rate of using 2 1k   photons is the same as that of using 2 2k   photons 

under the same value of k has been proved. The physical meaning can be found in the 

possible scenarios above. Essentially, the (2 2)k th   photon either makes no 

contribution to the final outcome, or contributes to a tie situation. Therefore, it has no 

overall impact on the mean error rate. This only applies to the pair of photon numbers 

that share the same value of k . As k  increases, the mean error rate will drop, which is 

demonstrated in Section 3.4.  

In this section, the error rate of multi-photon transmission in three-stage protocol is 

analyzed under the collective-rotation noise model. The relationship between the error 

rate and the deflection angle is established. Numerical results will be shown in the 

following section. 

5.2.4 Numerical Results 

In this section, the numerical results of the three-stage protocol under the 

collective-rotation noise model are presented. The error rate of a single photon and the 

error rate of multiple photons are plotted in Figure 26. Only the results for odd number 
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5.4 Noise Analysis under Gaussian Distribution Model 

Assume that the noise angle for each stage transmission is an Gaussian distribution 

0(0, )N  . After the first stage, the noise function can be written as 

2

2
02

1

0

1
( )

2

x

GP e 
 



 . (43) 

After the second stage, the noise function is the convolution of two 1( )P  , which 

can be written as 

2 1 1( ) ( ) ( )GP P P d    



  . (44) 

The sum of two Gaussian distribution is still Gaussian distribution. The mean of the 

new Gaussian distribution is the sum of the mean of the previous two and the standard 

deviation of the new Gaussian distribution is the sum of the standard deviation of the 

previous two. So the noise function after the second stage transmission is 

2

2
02(2 )

2

0

1
( )

2 2

x

GP e 
 



 . (45) 

Similarly, the noise function after the third stage transmission is 

2

2
02(3 )

3

0

1
( )

3 2

x

GP e 
 



 . (46) 

The error rate at defection angle   is 

2
0 3( ) ( )sinG P    . (47) 

So the total error rate is 
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The cryptographic tasks are performed by using quantum mechanical properties in 

quantum cryptography. It is impossible for eavesdropper to get a copy of the message in 

an unknown quantum state. In general, Heisenberg Uncertainty Principle makes it hard to 

eavesdrop the message and No-Cloning theorem makes it impossible to copy a certain 

state of a qubit. 

The first quantum cryptography is BB84 [35], which was proposed by Charles 

Bennet and Gilles Brassard in the year of 1984. Eckert’s protocol [39] uses a single 

source which can emit pairs of entangled particles. Both of these two protocols need the 

unsecure classical channel in certain process. Paper [70] proposed a secure 

communication using intermediate energy (mesoscopic) coherent state theoretically and 

experimentally. Figure 41 shows how it works. When Alice wants to send some data to 

Bob, she will polarize her information data with a key and then send to Bob. After Bob 

get this message, he will depolarize the data and retrieve the original information from it. 

Eavesdropper cannot decrypt the message without knowing the correct key because once 

he tries to retrieve the message using a wrong depolarization angle, the quantum state 

will collapse the information will be corrupted. 

Alice’s Data

Polarization with 
Key K

Depolairization 
with Key K

Alice’s DataAlice BobChannel

 

Figure 41. Quantum cryptography using polarization 
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In quantum cryptography, random number generators are used in almost all 

protocols. A typical example is that in BB84 protocol, every time Alice needs to choose a 

base for the encryption, where a random generator can be used to make the decision. As 

shown in Figure 41, the polarization key can be generated by a random number generator. 

In most quantum cryptography protocols, true random number generator can be 

used, at least theoretically. However, there exist such protocols that rely on the sequence 

expansion from true random seeds. Sometimes such schemes will lead to some potential 

risks. In [71], a key generation method named pseudorandom number generator (PRNG) 

was proposed. A Linear Feedback Shift Register (LFSR) is used to generate the 

polarization key. The purpose of this section is to show from a different angle the finding 

of the length of the counter vs. security due to physical resolution of the quantum 

cryptography systems. 

In the pseudorandom number generator system, a LFSR with  bits is used and 

every clock cycle will generate a sequence 1 2 1 0( , ,..., , )l lM M M M M  . A k  bits key 

1 2 1 0( , ,..., , )k kN N N N N   will be chosen from this sequence to be the key for the 

polarization angle. Usually due to the limitation of the resolution of polarization devices, 

the bits of polarization key is limited, which means k l . And then there might be some 

hidden security risks when LFSR is used to generate the polarization key. 

5.6.1 Mathematical Model 

LFSR is a shift register whose input is a linear function of its previous state. For a  

k  bits LFSR, the maximum sequence length is 2 1k  . In order to get the maximum 

sequence length, a particular feedback function is needed. Take a 16-bit LFSR as an 
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example. The feedback function for the maximum length using XOR (excusive-or) gates 

is 

16 14 13 11 1x x x x    . (53)  

Obviously, the more bits the LFSR, the longer the maximum sequence length. 

In quantum cryptography, a key is generated by the output combination of a LFSR. 

However, due to the limitation of the resolution of the polarization device, the 

polarization angle cannot reach the accuracy much more than 82 / 2 . Usually a 256-bit 

LFSR is used for the key generation and 8 bits is randomly chosen from the 256 bits.  

For the sequence 1 2 1 0( , ,..., , )l lM M M M M   , it is a uniform distribution because 

for every 2l  cycles, every sequence combination will appear once. But for the sequence 

1 2 1 0( , ,..., , )k kN N N N N  , for every 2k  cycles, not all the combination sequence will 

appear once. Some combination sequence will appear more than once while some will be 

absent, which is the potential risk for the key security. So Sequence  is an uniform 

distribution if and only if N M . Hackers may find certain patterns in this non-uniform 

distribution and then hack the key generation system. 

In the probability theory and statistics, the variation coefficient is an efficient 

measurement of the dispersion of a distribution, which is defined as ration of the standard 

deviation  to the mean :  

vc
u


 . (54)  

Variation coefficient is also known as unitized risk. By calculating the unitized risk 

of the sequence N , potential risks of using pseudorandom sequence are analyzed. 
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 The distribution of the key sequence  under different lengths of l  is analyzed in 

both software and hardware simulation and the unitized risk of sequence N  is also 

inspected to identify any potential risks.  

5.6.2 Numerical Results 

In this experiment, the length of  is set to be 8 bits according to the resolution of 

the polarization device. LFSRs with 8, 16, 32 and 64 bits are chosen to test the 

distribution of k . For example, if the LFSR run for 128000 clock cycles, the ideal mean 

number times that each 8-bit number should appear as 500.  

In order to compare the distribution of above four situations, the standard deviation 

of  is plotted in Figure 42. For an 8-bit LFSR, since the width of the LFSR is the same 

as the number of bits used to control the polarization, it is a perfect uniform distribution, 

and the standard deviation is 0. When the number bits of the LFSR increases beyond the 

resolution of the polarization, the standard deviation increases significantly, which means 

that the distribution of k  is no longer close to a uniform distribution. 

Another important factor for the hacker to succeed is the short-time dependency, 

which is related to the key length, as opposed to the generally perceived extremely long 

 

Figure 42. Standard deviation for different length of LFSR 
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non-repeating sequences. So another experiment on the analysis of distribution over time 

dependency is implemented. The coefficient variation of sequence (unitized risk)  is 

calculated at 256 cycles, 512 cycles, 1024 cycles, 1536 cycles, 2048 cycles and 2560 

cycles respectively. Figure 43 shows the unitized risk along with the time. During the first 

256 cycles, the variation coefficient gets the maximum value, which means that at the 

beginning 256 clock cycles the unitized risk is 350%.  

An LFSR with l  bits just needs l  D flip-flop and several excusive-or gates to 

implement in hardware, which means that an ordinary FPGA can easily generate an 

LFSR with more than 1000 bits. The distribution of the random key generated by LFSR 

used in quantum cryptography is analyzed. Both software and hardware simulation are 

implemented. The result shows that if longer bits of the LFSR are used, the random key is 

less likely to be close to a uniform distribution. Also the variation coefficient versus time 

is analyzed and the result shows that in the short time period comparable to the key 

length, the united risk is very large, which will be a potential risk in the key generation. 

 

Figure 43. Variation coefficient versus time 
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5.7 Summary 

Multi-photon tolerant quantum cryptography solves the problem that it is very 

difficult to generate a single photon from the attenuated laser source. Three-stage 

quantum cryptography protocol does not need the classical channel and is multi-photon 

tolerated. Error rates for the protocol under different noise models are analyzed in this 

chapter and guidance is given for the hardware design for this protocol. In addition, the 

potential risk of using pseudo random number generator in quantum cryptography is 

discussed.  
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Chapter 6 Conclusion 

Internet is dominated by various applications with different requirements, which 

significantly increases the demand for the bandwidth. DWDM technology, which can 

merge thousands of wavelengths into one single fiber, has greatly improved the 

throughput in a single fiber.  

Several switching technologies have been proposed to adjust to the new trend of 

current Internet traffic. Electrical Packet Switching (EPS) is a widely used one. However, 

the optical-electrical-optical (O/E/O) conversion takes lots of resources. Optical Circuit 

Switching (OCS) avoids the O/E/O conversion but the bandwidth utilization is low due to 

the reservation of the entire link. Optical Burst Switching (OBS) assembles packets with 

the same destination into a burst and a burst control header is generated to store 

information such as the arrival time, duration and destination. During the transmission, 

only the burst control header needs to go through O/E/O conversion while the burst can 

be stay in the optical domain.  

However, one single switching mode cannot meet all the requirements in the 

network. The proposal of self-resilient reconfigurable optical networks provides a 

solution for this problem. Multiple switching modes are supported simultaneously in the 

network, which makes the network more flexible and efficient. Different applications can 

use different switching modes according to the requirements under the control of 

software. Besides, a reliable retransmission model is analyzed in the frame of this 

network, which can be used to understand and quantify the impact of burst retransmission 

on the latency of the networks. The delay time of the analytical model can help to 
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determine the system parameters to achieve the best performance. The results of software 

simulation verify the reliability of the analytical model. Besides the buffer occupancy is 

calculated in this model to evaluate the buffer resource usage in the system. 

Another issue in current networks is the security. Classical cryptography is based 

on computational complexity. Due to the increasing computing power of supercomputers 

and the development of quantum computers, classical cryptography is no longer secure. 

Quantum cryptography, which is based on the physics theory, provides a solution for this 

problem.  

Several quantum cryptography protocols have been proposed such as BB84 

quantum cryptography protocol, entanglement-based quantum cryptography protocol and 

continuous variable quantum cryptography protocol. Some of these protocols still need 

classical secure channels and some of these protocols are difficult to achieve using 

current devices. Among all the quantum cryptography protocols, the three-stage protocols 

is a promising quantum cryptography protocol. It does not need the traditional 

communication channel and is multi-photon tolerant.  

Analysis has been conducted on the performance of a multi-photon quantum 

cryptography system under three different noise models: collective-rotation noise model, 

uniform distribution noise model, and Gaussian distribution noise mode. The results of 

these models would guide the design of the quantum cryptography hardware to make the 

transmission secure and efficient. The multi-photon quantum cryptography system has 

been further analyzed under practical attenuated laser sources. Besides, the use of pseudo 

random number generator in some quantum cryptography protocols is not absolutely 
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secure. Analysis has been made to discuss the potential impact of using pseudo random 

number generator in quantum cryptography protocols. 
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