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Abstract 

 Organizations need to innovate and evolve or go into extinction- to cope with demands 

of being innovative and meet the current and future needs of customers, organizations must 

be prepared to embrace technologies in the cyberspace. Gartner’s 2016 Hype Cycle reveals 

distinct technology trends which are complimented by Forbes top 25 most innovative 

companies as factors responsible for companies’ consistent leadership and profitability in 

their respective industries. Imbibing technology innovations comes with inherent cyber 

security challenges owing to dynamic threat landscape and potential breaches. This research 

study proffers guides using a Risk assessment approach to technology innovation as means of 

balancing the need to imbibe technology innovations and remain cyber secured. It also 

designs a guide to integrate information security into an innovation process as a holistic 

approach to meeting the concerns of companies that want to technologically innovate while 

maintaining the information security and business needs of the organization.  
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1 Introduction 
The underlying interest of every organization can be summarized into three concerns -  

minimizing the risk of losing money, maximizing the opportunity to make money and 

consistently remaining compliant to regulations and laws that could hamper the profitability 

and sustenance of the establishment – keeping the business and its stakeholders out of jail. 

In business literatures, many factors are considered in achieving these goals but one keeps 

resounding through all, whether it’s a small or big company, multinational, limited liability 

company, corporation, etc., all types of businesses you can ever think of needs innovation 

irrespective of size or status. Innovation critically determines the growth and well-being of 

every organization. 

Companies have had to contend over the years with the fact that they either innovate 

and evolve or risk going into extinction. History have shown the biggest conglomerates in the 

world having to become out of vogue or destructively losing their competitive edge due to the 

inability to evolve and technologically innovate. 

Technology innovation has come to the heart of every organization over the years, 

seeing big organizations maintain their relative and competitive advantage in their different 

markets, and startups breaking the norms and projecting forward in an unprecedented growth 

evident in shareholders’ capacity, profitability, popularity and acceptance by consumers.  

We have experienced changes in business landscape and focus on what makes a company 

profitable as a function of how well they understand the essence of innovation and need to 

embrace technological innovations that gives the competitive edge and accelerates adoption 

of ideas to meaningful profits. “CEOs now regard innovation among the top three drivers of 

their companies’ future growth with market leaders in their respective industries attributing 

growth to innovation with a staggering 79% of correspondents in the 10th annual global 
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survey on state of innovation ranking innovation as top-most priority or top-three priority 

in their companies”. (Barsh, Capozzi, & Davidson, 2008; Andrew & al., 2010; BCG, 2015) 

Whether it is Fortune, Forbes or BCG, the world’s ranking of innovative companies 

shows evidently that these companies are distinct world leaders in their respective industries, 

meets the three concerns (making money, not losing money and staying compliant) 

satisfactorily and continues to show a strong financial and cultural backbone to remain 

around and accepted worldwide by consumers for a long time. This is evident in the factors 

considered in ranking them as world innovative companies; these factors among others have 

become yardsticks for measuring innovation and proofs of reasons why they have maintained 

their competitive advantage. Also evident amongst these industry leaders is their higher and 

more stable rates of return on Investment ROI and, their ability to have been through their 

growth phase in achieving their leadership position (Christensen, 2011)  

These figures and arguments goes to show that a viable business or organization is often 

measured by the same characteristics that makes them stick around through thick and thin and 

offer excellent services, products and goods in their respective industries; part of the reasons 

owned to their ability to innovate successfully and embrace evolutions which without, they 

won’t sustain competitive advantage and remain profitable. 

Apple, Google, Facebook, Tesla, Amazon, to mention just a few are some of the companies 

that have shown tremendous capability to grow and remain market leaders even in the 

presence of some traditional companies like Samsung, IBM, etc. This buttress the need for 

innovation for all type and age of companies. Pokémon Go, became a global phenomenon 

and was one of the most used mobile applications in 2016, having been downloaded more 

than 500 million times worldwide and it continues to change and challenge the landscape of 

mobile computing and gaming in the world. Amazon Web services AWS, Amazon’s biggest 

source of profit, continues to revolutionize computing and how businesses use infrastructure 
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to aid faster scalability, minimize cost and leverage on outsourceable services to maximize 

profit and concentrate on core business needs; just a decade old investment, is now on track 

to bring in more than $10 billion a year in revenue. “The operating income for A.W.S. more 

than tripled in the quarter to $604 million. The profits from A.W.S. represented 56 percent of 

Amazon’s total operating income, even though the $2.57 billion in revenue from A.W.S. — 

up 64 percent from a year earlier amounted to less than 9 percent of total revenue”. 

(WINGFIELD, 2016) 

There exists several examples of how innovative technologies and companies that have 

embraced innovation continue to challenge the status quo, break markets and sustain growth 

over the years thus sending out the clear signal and message to every company out there the 

need to innovate, evolve or risk going into extinction. 

The following companies have evolved through the life cycle of internet evolutions, from the 

days of just the ARPANET to the discovery and adoption of the World Wide Web WWW by 

Tim Berners-Lee. Several ideas have come up in the cyber space yet these companies have 

stayed through the test of time.  Apple, Microsoft, Google, IBM, HP, Toyota, Unilever, just 

to mention a few are companies that everyone identifies with, they have shaped our world 

over the years and continue to stick around even in the events of challenging economic 

climates and other rising technologies and businesses in their industries. Their strength 

affirms the notion that a company’s resilience to cope through thick and thin, evolve through 

world recessions and maintain competitive edge is a function of her understanding and 

successful practice of innovation. 

1.1 What is Innovation? 

Like many concepts, it begs for clarity and still undergoes several schools of thought at 

clearing misconceptions and ensuring the right understanding stands. 
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According to the online Business dictionary, “innovation can be defined as the process of 

translating an idea or invention into a good or service that creates value or for which 

customers will pay”.  

Innovation can also be defined as “the act or process of introducing new ideas, devices, or 

methods” (Source: Merriam-Webster's Learner's Dictionary) 

Perhaps the most complete definition is "Innovation is: production or adoption, assimilation, 

and exploitation of a value-added novelty in economic and social spheres; renewal and 

enlargement of products, services, and markets; development of new methods of production; 

and establishment of new management systems. It is both a process and an outcome (Edison, 

2013). It can also be simply defined - “Innovation is the adoption of a new practice in a 

community”. (See (Dunham, 2010)) 

Where Community is the set of people who adopt the new practice; often aligns with an 

existing practice, they start small and magnifies to a powerful noticeable set through 

successful implementations. 

An innovation for the purpose of this study can be perceived as any technological initiative 

that leverages the strength of a boundless space of connectivity to create broad sphere of 

values in forms of services, products, methods or practices which are embraced by a set of 

people that sustains such initiative.  

 

1.2 Innovation Methodologies/ Models 

A study of the innovation models, gives a summary of the Hansen’s Innovation Value 

Chain, the Eight Practices of Innovation and the Innovation Bingo model; Differences and 

Similarities –  
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Methodology: The Eight Practices offers a procedural, sequential approach using a series of 8 

practices to be followed by an innovator /team as skills to generate ideas, process it towards 

successful adoption in a community and sustain or drive practice. Innovation Bingo proposes 

an Innovation Bingo map - a blend of the 8 practices with an innovation value chain model 

(to leverage value from supply, partners, clients and the entire organization) to address the 

needs of the target community, while the Hansen’s approach presents a tailored end-to-end 

approach as a value chain of  3 phases (idea generation, conversion and diffusion) with 6 

linking tasks”(internal, external, cross-unit collaboration, idea selection and development and 

spread) in an attempt to identify the weakest link in an innovation process of an organization. 

(Raymond Cline Jr, Let’s Play Innovation Bingo! Part 2 – Bingo, Bango, Bongo, Boingo, and 

Beyond; Raymond Cline Jr, Technology and Innovation Practices Fall 2015 University of 

Houston,Technical Sessions 1 – 4, 2015; T & Birkinshaw, 2007) 

1.3 What does it take to innovate? 

Clearly, an x-ray of the models and methodologies summarizes innovation as involving 

the process of coming up with an idea, involving relevant stakeholders in forming and 

substantializing the idea, testing the idea, receiving and incorporating feedbacks and finally 

making sure it is adopted by a community that the idea was initially conceived from, then 

sustaining the practice. Innovation is explicitly measured by the adoption of the practice 

/concept, service or product in an intended community and the sustainability to meet set 

expectations and return on investment. (see Technology (or solution) adoption process, as 

described in Geoffrey Moore's book- “Crossing the Chasm”) (Moore & Moore, 1991) 

Organizations face different innovation hurdles emanating from understanding innovation 

concepts such as the difference between ideation and innovation, invention and innovation, 

essence of adoption, the technology lifecycle, idea diffusion, crossing the chasm, challenges 

of adoption, and so on, these impair successful innovation. Companies struggle to be truly 
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innovative and share characteristics of highly innovative ones as seen in the list of 50 top 

most innovative companies 2015 (BCG, 2015) 

To assist though in better understanding, this thesis study examines the factors responsible for 

their success stories.  

Several organizations desire to be seen innovative, though some really do not understand the 

concept fully and end up not showing the characteristics known with highly recognized ones. 

In a 10th successive year annual survey on innovation conducted by the Boston Consulting 

Group BCG, asking 1,500 survey respondents to rank innovators within their own industries 

and considering other relevant conditions, the following four factors have been identified as 

paying significant reasons why the top innovating companies lead their industries: “Science 

and technology continue to be seen as increasingly important bedrock of innovation, enabling 

four attributes that many executives identify as critical: an emphasis on speed, well-run (and 

very often lean) R&D processes, the use of technological platforms, and the systematic 

exploration of adjacent markets” (BCG, 2015). Over 10 years of survey, a staggering 90% of 

the times had companies with strong association with these factors and in general, science 

and technology, consistently made the list of 50 most innovative companies. Companies like 

Apple, Google, Microsoft, Samsung, Toyota, BMW, Amazon, IBM, Hewlett-Packard, 

General Electric, Cisco Systems, Nike, Sony, Intel, Procter & Gamble, and Walmart all 

strongly associated with many of those capabilities. The importance of Science and 

technology cannot be overemphasized as evident on the list having Apple and Google again 

hold the top two spots and Tesla Motors continuing its consistent upward strides to a 

significant 3rd positon owning to the tech-savviness. “Technology can no longer be perceived 

as a liability to executives and boards of organizations; the traditional notion that technology 

lies in its isolation as a business enabler or a functional part of every organization is gone. A 
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Paradigm shift has occurred setting technology as foundation for breakthrough innovation in 

products, services and business models” (BCG, 2015). 

IT and analytics have become centers of value rather than of service or cost. New tools are 

making significant difference and across all industries, new technologies especially digital 

and data-based technologies are at the center of highly innovative companies’ success factor 

as evident in the 2015 report. The report ranks technology platforms as most important 

factor driving innovation with special mention of big-data analytics attracting more than 

half of those who see tech platforms and big data as having a big impact and actively 

pursuing them as avenues of innovation. (see fig 1.3 for High Expectations for Technology 

Platforms) 

 

Figure 1.3: Technology Platforms 

Technology-enabled innovation has come in different modes from advance analytics, to 

retooling manufacturing using digital technologies, etc. in an effort to provide technology 

platforms that can be used repeatedly to make greater impacts that can reduce cost and 
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timeline (automations, business process transformations), also offer business model 

innovation throughout the creation of new types of products and services. 

“Examples of companies that have leveraged technology platforms for better innovation 

include General Electric’s additive manufacturing (3-D printing) that has aided in reducing 

cost of manufacturing transducer probes resulting to more production lines, reducing costs 

and setting competitive advantage in additional business including jet engine manufacturing. 

IBM also recently created a $7 billion business through its Smarter Planet initiative, 

leveraging technology advances in installing smart grids for water conservation and using 

big-data analytics to improve urban services. A combination of digital, mobile and 

geolocation technologies had given a major cement maker a competitive advantage in its 

delivery model reducing its fleet size by 35%, revolutionizing customer service through a 

90% faster delivery window and improving the whole logistics and supply chain process with 

an overwhelming 97% reduction in missed deliveries. This among others have propelled the 

likes of Google and Facebook to venture and test-out the idea of using drones and balloons to 

provide internet access to rural and hard-to-reach areas in developing countries”(BCG, 2015). 

“Half of all innovation executives say technology platforms will have the greatest medium-

term impact on their companies” (Ringel, Taylor, & Hadi, 2015). 

The BCG survey also noted the changing role of technology across industries. “Technology 

used to live in its own silo—the IT department,” the report says. “Today, digital, mobile, big 

data and other technologies are used to support and enable innovation across the 

organization, from new product development to manufacturing to go-to-market strategies, in 

multiple industries.” (Dyer & Gregersen, 2015; Forbes, 2016) 



13 | P a g e  

 

1.4 Gartner’s top innovative technologies found in the cyberspace 

To further buttress and support these assertions of the BCG report naming science and 

technology, technology platforms – technology-based innovations as centric to innovation 

and an important factor in making companies leaders, maintain and sustain competitive 

advantage, edge and continue to meet ROI, is the Gartner’s Hyper Cycle for Emerging 

Technologies 2015 (Cantara, Walker, urton, & Michele, July 2016). 

According to the report, it is clear that organizations will have to prepare for the need of 

rapidly accelerating technology innovation that will influence the way to satisfy workforces, 

customers and partners. 

This Hype Cycle provides a high-level view of important emerging trends that organizations 

must track, as well as the specific technologies that must be monitored.   

 

This year, three trends stand out at a high level: 
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 Perceptual smart machine age – Machine Learning, Virtual Personal Assistants, 

Cognitive Expert Advisors, Smart Data Discovery, Smart Workspace, Conversational 

User Interfaces, Smart Robots, Commercial UAVs (Drones), Autonomous Vehicles, 

Natural-Language Question Answering, Personal Analytics. 

 Transparently immersive experiences - Critical technologies to be considered include 

4D Printing, Brain-Computer Interface, Human Augmentation, Volumetric Displays, 

Affective Computing, Connected Home, Virtual Reality and Gesture Control 

Devices, etc. 

 Platform revolution - Key platform-enabling technologies to track include 

Neuromorphic Hardware, Quantum Computing, Block chain, IoT Platform, 

Software-Defined Security and Software-Defined Anything (SDx). 

It is evident that companies need to be innovative. The success stories attributed to the 

highly ranked organizations that meets the general concerns (of making money, not losing it 

and staying compliant) are found to be influenced by their adoption of technology 

innovations. With an understanding of innovation and the role of science and technology as 

distinguishing factors among industry leaders and their competitors, this study shall take a 

close look at identifying characteristics of these technology innovations, the sphere where 

they are found or thrives and any relationship and/ issues that exists that fosters or inhibits 

success in technology innovation. 
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2 Significance of Thesis Study 

An aggregate of these technologies; considering the BCG report and the Gartner’s Hype 

Cycle of Emerging Technologies, one can come to a conclusion that the cyber space plays an 

important role in the survival and success of these technologies as most of these are found 

having a strong connection with the cyberspace as the vehicle to drive them. These 

technologies include -  Machine Learning, Virtual Assistants, Commercial Unarmed Ariel 

Vehicle UAV(Drones), Autonomous Vehicles, Personal Analytics, 4D Printing, Connected 

Home, Virtual Reality, IoT Platforms and Gesture Control Devices.  

These technologies are needed to be embraced by organizations to maintain their competitive 

edge. However, a number of threats such as privacy and safety issues, data breaches, etc. can 

be associated with these identified technologies. 

The ability of organizations to successfully explore these technologies and leverage on 

technology-platforms (with science and technology as a crucial factor in driving 

innovation), depends on their capability to identify important factors and successfully 

determine their Risks. Such factors include the- emerging threats, underlying salient threat 

sources, the threat events, vulnerabilities and predisposed conditions that could be 

exploited by adversaries, and adverse impact. Their successful identification of these 

factors and the risk associated will determine their ability to embrace these necessary 

technologies to aid innovation.  

Once the risks and contributing factors to technology innovations have been 

identified, the Chief Information Security Officer CISO’s role/portfolio will have to expand 

from just keeping the IT and information systems secured (to aid business needs and support 

growth), to involving more in secure innovation initiatives. Efforts will have to be geared at 

finding ways to successfully integrate security into existing innovation platforms, models, 
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processes, methodologies and architectures and conducting Cyber Risk Management in 

order to efficiently measure the impact and possibilities of threats that could impair 

innovation initiatives and cause business harm to all tiers of the organization. 

In cybersecurity, three principles stand clear and uncompromising – Confidentiality, integrity 

and Availability- CIA, in whatever form or system (Information systems or Industrial control 

systems (SCADA)), CIA is engraved as a principle in every piece of venture in the cyber 

space. The internet has proven itself as the home for innovation, the engine that drives it.  

These innovations are evidenced by a number of remarkable world acclaimed evolutions to 

the way we perceive life that the internet has ushered – to mention a few is the world wide 

web WWW itself, then emailing and now, an avalanche of numerous technologies that are 

ineffective without the internet. Innovations from biotech research, or a cancer discovery or 

mere business initiative or concept all comes to bare and full potential using the cyber space. 

However, the dangers and threats in using this vehicle remain enormous; the founders of the 

internet didn’t think security in design. Thus it has become a concern and necessity for every 

technology that has found itself needing the cyberspace to put into consideration cyber 

security and how to successfully cope with the CIA needs. 

Innovative practices are as messy as sometimes needs to be; creative chaos needed to arriving 

at discoveries and more discoveries tend to enjoy the freedom to break beyond boundaries, 

explore possibilities – these however presents a threat to cyber security where order, 

principles, policies are always being aimed at to ensure safety. Thus the two-edged- sword: 

with an understanding of the need to innovate, accepting the role the internet, science and 

technology plays in innovation, a new question is raised. How then can a company 

successfully innovate even in the midst of the endangered factors it needs to carry 

innovation through while maintaining cyber security -the principles of CIA?(Ringel, 

Taylor, & Zablit, 2015). 
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Innovation processes are agile in nature thus poses a concern for the Chief Information 

Security Officer CISO who often finds him/herself with contending with a number of issues. 

“With agile approaches being recommended it gives even tougher challenges managing the 

security of such approach, adopting these practices is far from easy” (Ringel, Taylor, & 

Zablit, 2015). These are questions needing considerations and concerns which leaves the 

CISO bewildered with contending with Technology innovation as a crucial factor for being 

industry leaders and need to embrace innovative technologies in the company, make money 

yet stay secured. In order to assist the CISO and other relevant stakeholders in 

balancing the innovation needs and security posture needed to be achieved by 

organizations, this thesis study shall proceed with an attempt at creating a guide to 

identify, analyze, and determine the challenges using a risk assessment approach to 

technology innovations.  
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3 Literature Review 

A review of literatures on Technology Innovation and Risk Assessment or Risk 

Management in an attempt to understand how to successfully embark on technology 

innovations and yet stay secure gives the following insights. This section identifies the extent 

of work that has been done in this field of study, and gaps or knowledge areas to leverage on 

towards better understanding how to successfully integrate information security into 

Technology innovations. This literature review attempts to guide the scope and direct study 

of this thesis. 

In addition to the usual risks of investments associated with changing markets, Mark 

Dodgson, David Gann and Ammon Salter in their publication and research, talks about the 

Risk and Uncertainty in Technology innovation. They made mention of the fact that the result 

of the adventure to discover and ensure adoption of a new concept, technology and idea is 

inherently risky. Their study also states that the effect of disruptive innovation as seen most 

times in different technological innovations – it explains the capability of one innovation 

outplaying the other in the market using the level of acceptability, even before it gets noticed 

(e.g.  Facebook vs Myspace). The study in agreement with Bernstein (1996:207) and Frank 

Knight’s 1921 book, Risk, Uncertainty and Profit, focused its efforts on assessing and 

limiting uncertainties such as technical, market, social, political, cultural, and those derived 

from time, speed, and complexity (Dodgson, Gann, & Salter, 2005). Dodgson, Gann & Salter 

research study, however, did not offer any suggestion to how to assess the risks technology 

innovation pose to the principles of Information Security (Confidentiality, Integrity and 

Availability - CIA) especially as most of these new technologies (as equally agreed) 

integrates or tends to work with existing information systems. 
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In the literature - “Prospects for Technology Assessment in a framework of responsible 

research and innovation”, the study tends to answer the questions of what positive impacts 

Technology innovation offers the society and how do policy makers measure such impact 

using Technology assessments. This study aimed at ensuring responsible research and 

innovation. It agrees with the notion that negative impacts can be catered for using cost-

benefit analysis or specific policy fields such as risk assessments and management. However, 

it sheds little light on how these can be achieved in the context of measuring impacts of 

Technology innovation on Information systems (abschätzen, Dusseldorp, (eds), & Beecroft). 

Accenture’s research on innovation discovered the risk management needs of most 

companies in their long-term growth and profitability as they venture into managing the risk 

that comes with technology innovations. It further re-iterates the agile nature of some of the 

innovation adventures taken by companies and acknowledges that the presence of risk-

tolerant and governance structures has become necessary backbones upon which the 

confidence is built, to engage more on growing dynamic portfolios of innovative ideas and 

experiments. The success of this belief depends on how the CISO and the company at large 

can build these risk management capabilities and especially see how to manage those risks 

that might mitigate against the technology innovations as they evolve, while also protecting 

existing information systems and infrastructures (Alon, Koetzier, & Culp, 2016). 

Maurice Dawson explores how the principles of Information Security (CIA) can be 

upheld even as the world craves for more technology innovations in Internet of Things IoTs, 

and interconnectivities. The literature, confirms the concerns and gaps this thesis study 

intends to fill – the lack of guidance for assessing the level of risk and security of these 

technology innovations (IoT, IoE, WoT, etc.) as a cohesive unit. The study however 

suggests and confirms the availability of appropriate documentations through National 

Institute of Standards and Technology (NISTs), Federal Information Processing Systems 
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(FIPS), Department of Defense (DoD), Institute of Electronic and Electrical Engineers 

(IEEE), International Organization for Standardization (ISO), Defense Information Systems 

Agency (DISA) Security Technical Implementation Guides (STIGs), and more (Maurice, 

2016).  

Several further articles, research papers, blogs and publications have been written to 

individually identify the threats at choosing any technology in the cyber space. Some of the 

issues identified are privacy issues and key management in the cloud computing, the various 

data protection and data management lifecycle challenges, data breaches and other privacy 

issues in harnessing the power of big data, and the vulnerabilities identified in using IOT 

platforms and gadgets as source of security penetration to the larger networks owning to the 

attack surfaces not well managed from integration. These concerns are further buttressed in 

literatures, some of which are – 

 NIST latest work on IOTs and NoTs (NIST Special Publication 800-183 Networks of 

‘Things’). This publication provides basic and foundational understanding of IoT based on 

the realization that IoT involves sensing, computing, communication, and actuation. The 

material offered a generalist view of distributed systems that employ IoT technologies (i.e., 

‘things’ and networks).  

The widely acclaimed SANs Reading room, made an attempt at innovation technology. This 

can be seen in separate independent publications on cloud computing, Internet of Things, and 

other related technologies. One of the recent publications on these innovative technologies 

provides surveys around discussions surrounding IOT such as understanding of concept, 

existing security controls, availability of data, threat vectors, security policies, abilities to 

own the risk management endeavors in organizations, etc.; this study provides relevant data 
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to understanding IoT better and measure the level of awareness and knowledge of it among 

IT and Security practitioners (Shpantzer, 2014). 

A review of the literatures as done above shows a need to leverage on previous 

studies as highlighted and further embark on a study to meet evident gaps at recommending 

guiding approaches. These approaches will aim at a holistic understanding of the threats these 

latest innovative technologies pose and how to identify, quantify and qualify them, and how 

to measure their level of impact and possibilities at causing harm to the innovation itself or 

generally to the information systems they tend to integrate with or bolster. This study will 

also attempt to evaluate how these threats affect the general company outlook as a whole. 

As earlier identified, the CISO’s role needs to expand as more companies yield to the urge of 

pursuing these innovative technologies. There are couple of questions that emanates from this 

reality which will be explored in this thesis study: Where does the CISO begin to measure the 

risk involved, lowering the risk profile, highlight the salient discussions to have and what are 

the things to look out for as he suggests guidance in the successful adoption of these 

technologies in order to remain and be seen innovative? As companies want to imbibe or 

adopt these innovative technologies, or venture into using them, what are the preliminary 

actions that needs to be followed to approve or disapprove the technologies or merely 

mitigate the risk they pose? What processes will have to be followed through in conducting 

these risk assessments and ensuring that security is well incorporated in the innovation 

process? 

Several literatures have highlighted the importance of technology innovation in the life and 

well-being of companies to remain in vogue and in business. Many companies have gone 

ahead to show how important innovation technologies are and the role they play in ensuring 

relevance. As earlier highlighted, Gartner hype cycle, Forbes, Fortune, and BCG report 
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shows the need to embrace technological innovation.  Several SANS and NIST initiatives 

have also written publications on how to successfully incorporate security in important 

concepts that are needed in a successful company- like Project management stages (Security 

Best Practices for IT Project Managers GIAC GSEC Gold Certification, 2013). The National 

Institute of Standards and Technology (NIST) has extensive information on integrating 

security within the development lifecycle (Bowen, Hash, & Wilson, 2006). Also, security in 

software development lifecycle SSDLC - all very important studies by SANs (SANs).We 

have even seen how security is incorporated into agile processes a very similar and close 

concept to innovation.  

As important as they have been portrayed, technology innovation has not seen exhaustive 

process or method at suggesting how to successfully incorporate security into an existing or 

known and proven innovation processes like the innovation bingo and Hansen innovation 

value chain for example. This research study will take a dive at formulating a process or 

methodology to aid successful integration of security in an existing innovation process or 

lifecycle leveraging on the NIST SP 800-30 -Guide for Conducting Risk Assessments. 

Summary of NIST SP 800-30 -Guide for Conducting Risk Assessments  

“Risk assessment is one of the fundamental components of an organizational risk 

management process as described in NIST Special Publication 800-39. Risk assessments are 

used to identify, estimate, and prioritize risk to organizational operations (i.e., mission, 

functions, image, and reputation), organizational assets, individuals, other organizations, and 

the Nation, resulting from the operation and use of information systems” (Blank & Gallagher, 

2012). Priorities are narrowed down to identifying: “(i) relevant threats to organizations or 

threats directed through organizations against other organizations; (ii) vulnerabilities both 

internal and external to organizations; (iii) impact (i.e., harm) to organizations that may occur 

given the potential for threats exploiting vulnerabilities; and (iv) likelihood that harm will 
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occur” (Blank & Gallagher, 2012). The expected output of this process is “determination of 

risk (i.e., typically a function of the degree of harm and likelihood of harm occurring). This 

document also assists organizations to determine organizational risk tolerance that helps to 

determine the extent of risk whether it is too much, increasing or unacceptable by 

continuously monitoring the risk factors thus determine the appropriate action to take (Blank 

& Gallagher, 2012). 

“Risk Management Guide for Information Technology Systems” provides an overview of 

risk management – describes risk assessment methodology and steps in conducting a risk 

assessment of an IT system, provides mitigation process, options and strategy and approach 

for control implementation, control categories, cost benefit analysis and residual risk. It gives 

a good practice and need for an ongoing risk evaluation and assessment and the factors that 

will lead to a successful risk management program (MINOLI, KOUNS, & DANIEL, 2010, p. 

100).  It is a crucial step for risk management and will be leveraged on in this study as 

methodology to determine the extent of the potential threat and the risk associated with 

imbibing, exploring or using an innovative technology such as IoT, UAVs, etc. throughout 

the System Development Lifecycle of an organization or the integration with an already 

existing Information system. The output of this process will help the CISO to identify 

appropriate controls for reducing or eliminating identified risks resulting from adoption of the 

innovative technology(ies) during the risk mitigation process. Risk is a function of (a) the 

likelihood that a threat source will exercise a particular potential vulnerabilities and (b) the 

resulting impact of that adverse event on the organization. 

More companies will venture into reworking their innovation cycles and initiatives, 

come up with some more useful and efficient means of innovating, especially technologically 

or imbibing more of technological innovations. They will want to use innovative processes 

thus needing phase gates where they can incorporate security- to ensure they cater for the 
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security needs as well as identify security concerns to address as they continue to innovate 

towards successful ends. 

Having identified the gaps and concerns raised by previous literatures, this study shall 

proceed with finding answers to the concerns raised about an approach sufficient and suitable 

to address information security needs while exploring numerous advantages in imbibing 

technology innovations in an organization. 
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4 Methodology 

This research study will leverage on the NIST SP 800-30 guide to risk assessment of 

information system to begin to create a guide/ methodology and process of performing risk 

assessment of groups of technology innovative initiatives towards determining inherent risks. 

It is the intention of this study to provide a CISO a guideline on the steps to take at any 

adoption motive of similar technologies in the organization. 

As highlighted earlier, this study will identify phase gates in an innovation process where 

information security can be incorporated, what activities to perform at ensuring cybersecurity 

and innovation goes hand in hand towards secure innovation of technology innovative 

initiatives in an organization. 

Before proceeding, this study will recall some of the earlier discussions- Introduced 

innovation and technology as salient factors in sustenance and profitability of companies; 

identified the following technologies as need-to-venture for all organizations and identified 

the need for the CISO to start seeking means of balancing innovation and the information 

security needed towards imbibing these technologies that have specific venture/relation 

within the cyberspace. These technologies for a quick recollection are: -  Machine Learning, 

Virtual Assistants, Commercial UAV(Drones), Autonomous Vehicles, Personal Analytics, 

4D Printing, Connected Home, IoT platforms, Virtual Reality and Gesture Control Devices. 

This methodology will assist to build on our initial discussions as we focus on creating an 

approach for achieving our objectives of creating a guide to identifying the risk that 

technology innovations pose and how this can assist towards securely imbibing these 

technologies successfully. 
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4.1 Background 

A quick filter of data breaches across private, government and financial sectors caused 

by hacks reveals millions of sensitive data stolen over the web. Below is a snapshot of the 

data breaches to give an idea of the menace. 

 

 

Figure 4.1a: Snapshot of world’s biggest data breaches (McCandless, 2016) 

These in addition to other data breaches are evidence of the challenges faced in the world of 

Information Systems. Having technology innovations such as Internet of Things IoT, Virtual 

Assistants, Commercial UAVs, Web of Things WoTs and Hyper-connectivity, have been 

proven to increase and expand the threat attack surfaces of an already susceptible arena of 

information systems. These innovative technologies bring enormous advantage and in some 

cases even offer opportunities to improve the security challenges faced in information 

systems e.g. Using Big Data for better security (Steve Piper, 2015). However recent studies 

have equally shown, using IoT as a case study, that as more of technology innovations we 

have, the more dependence on data and more data we generate, transmit and share, the more 
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exposure we face. “The value of our data increases through interconnections thus the 

incentives to steal it through different hacking schemes online” (SVB, 2015) 

 

Figure 4.1b: Data breaches in relation to Technology advancements (SVB, 2015) 

 



28 | P a g e  

 

 

Figure 4.1c: Attack surface increases with technological innovations (SVB, 2015) 

As organizations fire up their innovation drive and consider the technology innovations, 

several evolutions are expected to happen to their IT landscape with new security 

vulnerabilities emerging. Technology innovations such as connected homes, drones, IOT 

devices, Personal assistant and analytics, cloud computing, etc. all contribute to the 

effectiveness and productivity of organizations and individuals. However, with these 

advantages comes skeptics, as most of these ventures enjoy the space of freedom outside the 

firewalls of the corporate world. Securing the data escape points or end points as we 

interconnect these technology innovations with information systems of organizations, will 

require agile security solutions that most traditional approaches can’t cater for leaving us with 

the realities as seen below: 
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Figure 4.1d: Evolution of threat landscape as a result of Technology Innovations (SVB, 

2015) 

Evidenced by the varying threats that pose against the successful adoption of these 

technology innovations in organizations, it has become pertinent to venture into approaches 

that will enable organizations to harness the opportunities inherent in the proper and secure 

implementation of these technological innovations, reducing the impact and possibility of a 

harm or unfortunate incidents to the organization, while building its capability maturities. 

This study shall follow a process/ guide to “identify, estimate, and prioritize risk to 

organizational operations (i.e., mission, functions, image, and reputation), organizational 

assets, individuals, other organizations, and the Nation, resulting from the adoption of these 
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innovative technologies” (NIST Special Publication SP 800-30 rv 1 - Guide for Conducting 

Risk Assessments). We will attempt a process to successfully perform Risk Assessment of 

Technology innovation with an intention to inform decision makers and support risk 

responses. This thesis study shall leverage the NIST SP 800-30 guide to conducting Risk 

assessment for Information system by identifying: (i) relevant threats to organizations from 

ventures in technology innovations; (ii) vulnerabilities both internal and external to 

organizations as a result of technology innovation; (iii) impact (i.e., harm) to organizations 

that may occur given the potential for threats exploiting vulnerabilities; and (iv) likelihood 

that harm will occur using or adopting emerging technologies in the cyberspace. The end 

result will be a determination of risk as a function of the degree of harm and likelihood of 

occurrence (Blank & Gallagher, 2012). 

This study shall venture at a general case-study approach at performing a risk assessment on 

these groups of technologies to guide a CISO in future attempts where organizations are 

expected to have more data and be more specific in an adequate environment, with 

considerations to brainstorm through. At this junction, it is important to note a caveat – this is 

not an attempt to create one-approach-fits- all for the CISO but to guide the thinking and fuel 

the cross sectional /cross functional discussions and consideration synonymous to every 

successful technology innovation. This is intended towards how to identify in more specific 

terms and concrete ways, the threats, quantify/qualify threats and determine the levels and 

ranking of risks so as to suggest approved technology, and guide decision making process of 

the organization. It is the intention of this thesis study to assist through a risk assessment 

guide, organizations at knowing what technologies are safer in the context of other factors 

like: risk model, culture, and risk capability through the other tiers of the organization. Also, 

direct and inform those conversations to be made and eventual decisions on adoption of these 

technologies. It will also serve as due diligence for the CISO to ensure the Tier 3 level of 
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Risk assessment - information system level in the risk management hierarchies (see NIST SP 

800-30, Page 17, fig 4 risk management hierarchies) have been taken care of. More 

discussions on this Tier 3 are to come.  

4.2 Introduction of Risk Management Concepts 

Risk management in Technology innovations have become a crucial activity as 

identified in Accenture’s research which states that “Leading players recognize that far from 

stymieing innovation, sophisticated, state-of-the-art risk management tools, techniques and 

models, including small-scale experimentation and portfolio management, can actually help 

encourage it. They know that by fusing such a risk management approach with innovation, 

they can create a powerful, value-driving partnership” (Alon, Koetzier, & Culp, 2016). 

Risk management as defined by the NIST SP 800-30 “is the process that allows IT Managers, 

CISOs and other stakeholders that manage the Information systems and infrastructures to 

balance operational and economic costs of protective measures and achieve gains in mission 

capability by protecting the IT systems and data that support their organization’s missions” 

(Blank & Gallagher, 2012). Throughout organizations’ lifecycle, the CISOs jostle with 

maintaining the principles of Information Security – Confidentiality or protection of sensitive 

information, Integrity of information assets and controls, and Availability of IT services 

(CIA). There are many Risk Management Methods and tools that can be deployed. For the 

purpose of this thesis however, we will be choosing the gold-star NIST SP -800-30; It is 

standard based, adhering to Federal Information Security Management Act (FISMA), Public 

Law (P.L.) 107-347. NIST is responsible for developing information security standards and 

guidelines, including minimum requirements for federal information systems. (Blank & 

Gallagher, 2012; MINOLI, KOUNS, & DANIEL, 2010). 
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4.3 Application of Risk Assessment to Technology Innovation 

Putting the risk assessment approach in context of Technology innovation ventures- 

this study will be concentrating on how to identify the threats associated with these 

technologies as identified from previous works. This study shall be referring to vulnerability 

databases, hacking events perpetrated and widely discussed, risk reports, blogs and security 

events (Black hat and Defcon proceedings) and many other reliable threat reports and 

databases. Threats to innovative technologies will be analyzed in relation to potential 

vulnerabilities and the controls in place for such innovations. These steps will assist to 

discover threats or determine the likelihood of exploitation of such threat sources.  

The figure below gives a Risk Assessment Flow diagram that explains how this methodology 

or guide can be followed towards achieving the goal of identifying the risks that pose a huge 

danger to the CIA of information system or the overall IT security of organizations. We will 

be using this flow as a guide for the methodology to employ in conducting risk assessment 

for Innovative Technologies 

 

Figure 4.3: Generic Risk Model With Key Risk Factors (Blank & Gallagher, 2012, p. 12) 
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Note, a full risk management approach involves the following steps: 

1.(Ongoing) Identification of Threats, vulnerabilities, or (risk) events impacting the set of IT 

assets owned by the organization 

2. Risk Assessment 

3.Risk mitigation planning 

4. Risk mitigation implementation 

5. Evaluation of the mitigation’s effectiveness (MINOLI, KOUNS, & DANIEL, 2010, p. 

251). 

This study however, will use the NIST-800 30 and shall concentrate on steps 1 and 2. In 

order to follow through the remaining steps for a full risk management, we advise that other 

literatures should be consulted for further mitigation, implementation and evaluation of 

mitigation’s effectiveness as these steps are more organization specific. This study shall 

consider the Internet of Things IoT Platform as a case study from the group of technology 

innovations earlier identified. 

4.4 Case Study of an Innovative Technology – A Risk Assessment Guide for IoT 

Platforms 

Definition: “An Internet of Things (IoT) platform is software (suite and/or platform as a 

service [PaaS]) that facilitates operations involving IoT endpoints (sensors, devices, 

multiservice systems and systems of systems) and enterprise resources. The platform 

provisions and controls IoT endpoints, monitors event streams, enables specialized analysis 

and application development, and integrates with back-end IT systems — all to support IoT 

business solutions. Its responsibilities may be distributed and fulfilled in part in the cloud or 

near the devices” (SVB, 2015). 
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The enormous advantage IoT offers an enterprise cannot be over-emphasized as asset 

optimization continues to open new businesses using varying IoT endpoints. The IoT 

platform capabilities can enable basic and advanced IoT solutions and digital business 

operations. Its deployment employs integration with other cloud-based elements both private 

and public and on-premises software that is spread between endpoints and gateways. 

Organizations are expected to invest more in IoT Platforms thus seeing the technology move 

toward the Peak of Inflated Expectations on the Gartner’s Hype Cycle of Innovations. It is 

predicted that by 2016, many of the “mega-vendors” will bring more IoT solutions to market. 

Market Penetration is predicted as 1% to 5% of target audience with an emerging maturity 

characteristic; sample vendors including Bosch Software Innovations; Candi Controls; 

Eurotech; GE; IBM; LogMeIn; Microsoft; Oracle; PTC; SAP (Gartner, 2015).  

 

Figure 4.4 :Simple model of IoT platforms (Gemalto, 2016) 
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4.5 Guide to Risk Assessment of IoT Platforms (using NIST SP 800-30) 

This study shall begin the guide to a case study risk assessment of one of the most 

popular emerging Innovative technology to give a CISO a process to follow in cases where 

organization wants to venture in IOT; it is expected that this will assist in maintaining the 

CIA of existing Information Systems for integration. 

Steps to conducting Risk Assessment involves the following Tasks: 

 • Identify threat sources that are relevant to organizations; 

 • Identify threat events that could be produced by those sources;  

 • Identify vulnerabilities within organizations that could be exploited by threat sources 

through specific threat events and the predisposing conditions that could affect successful 

exploitation;  

• Determine the likelihood that the identified threat sources would initiate specific threat 

events and the likelihood that the threat events would be successful; 

 • Determine the adverse impacts to organizational operations and assets, individuals, other 

organizations, and the Nation resulting from the exploitation of vulnerabilities by threat 

sources (through specific threat events); and  

• Determine information security risks as a combination of likelihood of threat exploitation of 

vulnerabilities and the impact of such exploitation, including any uncertainties associated 

with the risk determinations (Blank & Gallagher, 2012). 

Note that in practice these tasks can be taken in any order and at varying frequency 

depending on the purpose of the organization and scope within which the assessment is 

carried out. This study will be using some suggested templates in APPENDIX A:  Risk 
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Model Definitions; find definitions for these components of risk assessment tasks (threat 

sources, threat events, etc.) 

Using the definitions in APPENDIX A:  Risk Model Definitions from the NIST SP 800-

30, and the guiding steps of tasks above, we make a sample case study of a risk assessment of 

a family of technology innovations – the IOT platform. This will present a guide for 

conducting risk assessment of emerging technology innovations before adopting them into or 

integrating with an existing information system or even venturing at any. 

4.5.1 TASK 1 – IDENTIFY THREAT SOURCES 

Identify and characterize the threat sources of concern for an IoT platform as an 

example of technology innovation, also considering the capability, intent and targeting 

characteristics for adversarial threats and range of effects for non-adversarial threats. 

Organizations, depending on their area of adoption of IoT platforms should consider a pre-

assessment activity to discover, for example: (i) sources for obtaining threat information 

(threat reports like Verizon, Threat Report, Threat Connect, or renowned threat databases for 

IoT platforms; (ii) threat sources to consider (by type/name); (iii) threat taxonomy to be used; 

and (iv) the process for identifying which threat sources are of concern for the risk 

assessment. Organizations should interpret such threat sources with appropriate rationale and 

references (and providing classifications as necessary).  

Summary of Key Activities  

• Identify threat source inputs (see APPENDIX A- Table A1: Threat Sources).  

• Identify threat sources  

 • Determine if threat sources are relevant to the organization and in scope  

 • Create or update the assessment of threat sources  
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 • For relevant adversarial threat sources: 

 - Assess adversary capability  

 - Assess adversary intent  

 - Assess adversary targeting  

 • For relevant non-adversarial threat sources: - Assess the range of effects from threat 

sources  

Following Table A2: Threat Sources below an example of a threat source identification for 

IoT platforms may look like this - 

Most threat sources being Actuators and Sensors used in collecting data depending on the 

implementations- these could range from Wi-Fi, RFID, and Bluetooth enabled sensors and 

actuators – cameras, trust meters, industrial systems sensors – speed, temperature, flow 

motor, fan, robot arm, traffic light sensors, cameras, wearables, smart thermostat, food 

sensors, etc. 

As shown in the diagram below  

 

Source : (Saif, Peasley, & Perinkolam, 2015) 

Please note, using the Table A1 :Threat Sources, these are only structural threat sources – 

other sources of threats from adversarial may include insider threats that will want to 

manipulate the sensors or devices or hacking groups – these are extensive activities that the 
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organization will need to pay attention, brainstorm across board to identify all sources of 

threats across different categories as identified in Table A1 :threat sources in Appendix A 

Other threat sources include Devices, gateways and communication channels and Master of 

Devices  used in IoT platforms-  examples range from health applicances such as Bluetooth-

enabled defibrillators,drug infusion pumps,to car and smart grid Progammable Logic Units 

PLUs and Remote Terminal Units RTUs. 

This task also involve activities that include assessment of these threat sources and indicators 

(capability, intent, targeting and range of effect) using the scales samples below according to 

organization preference and context (Blank & Gallagher, 2012). All scales and ranges from 

NIST SP 800-30. 

Assessment Scale – Characteristics of Adversary Capability 
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Assessment Scale – Characteristics of Adversary Intent 

Assessment Scale – Characteristics of Adversary Targettting 
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Range of Effect of non-adversarial Threat sources 
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In the context of IoT platforms we could have an assesment like the following: 

Identifier  Threat Source: 

Source of 

Information     

In 

Scope 

Capability Intent  Targetting Range 

of 

Effects 

IoT_TS1 Actuators and 

Sensors 

Yes N/A N/A N/A High -8 

IoT_TS2 User Admin  Yes High -8 Moderate-5 Very 

High- 10  

N/A 

IoT_TS3 Bluetooth/Wifi 

enabled Devices 

Yes N/A N/A N/A Very 

High -

10 

IoT_TS4 Gateways and 

Communication 

Channels 

Yes N/A N/A N/A Very 

High -

10 

IoT_TS5 Elite Hackers Yes High - 8 Very High- 

10 

Very 

High-10 

 N/A 

Table 4.5.1 : IDENTIFICATION OF THREAT SOURCES 

4.5.2 TASK 2 - IDENTIFY THREAT EVENTS 

At this stage this study shall identify the threat events that are related to the 

technology innovation and the threat sources that could initiate the events; most times the 

Techniques, Tools and Procedures TTPs are characteristics used to carry out attacks. The 

study will use sample TTPs for identifiable IoT platform Threat events, assess the level of 

relevance of such threat events to the organization’s adoption initiatives of IoT platforms as 
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technology innovations and the relationships to threat sources. The assessment values are 

strictly a function of Organization’s risk tolerance and understanding of their operating 

environment and existing information systems.  

Summary of Key Activities – Task 2 

• Identify threat event inputs (threat reports, incident reports, InfoSec conference reports, 

threat assessments, etc.).  

• Identify threat events (see Table A2 and A3 in Appendix A: threat events as tailored by the 

organization); create or update Table A2: Representation Examples – Adversarial Threat 

Events and Table A3: Representative Examples – Non Adversarial Threat Events. 

• Identify threat sources that could initiate the threat events; update Table A1: Threat Sources 

• Assess the relevance of threat events to the organization (see Table A4: Relevance of Threat 

Events, as tailored by the organization); update Table A2 and A3. 

• Update Table A1: Threat Sources 

Considering an IoT platform, the possible threat events can be categorized into three : 

 Attacks against a device: Hackers could manipulate a single meter to reduce an 

energy bill or attempt to deny power to a home or business 

 Attacks against the communication between devices and masters: monitoring and 

altering messages as they are communicated (man-in-the middle attacks)  

 and Attacks against the masters: Attacks against manufacturers, cloud service 

providers, and IoT solution providers, disrupting services to devices – DDOS, 

manipulating system configuration and settings to devices or introducing malicious 

codes to firmware and PLUs (Gemalto, 2016, p. 10) 
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A sample Assessment of IoT platform using activity task 2 can produce a table output of 

activity as seen below: 

Identifier  Threat Event 

Source of 

Information  

Threat Source  Relevance 

IoT_TE1 Attack against 

device- 

manipulating 

device sensors 

data 

Actuators and 

Sensors 

Predicted/Possible/Anticipated 

IoT_TE2 Unathorized 

access to System 

user credentials or 

default login 

credentials not 

changed 

User Admin  Predicted/Possible/Anticipated 

IoT_TE3 Man-in-the middle 

attack on 

communication 

channel or DOS 

on RFIDs 

Bluetooth/Wifi 

enabled Devices 

Predicted/Possible/Anticipated 
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IoT_TE4 Man-in-the middle 

and spoofing of 

packets 

Gateways and 

Communication 

Channels 

Predicted/Possible/Anticipated 

IoT_TE5 DDOS attacks on 

PLUs and RTUs 

Elite Hackers Predicted/Possible/Anticipated 

Table 4.5.2: TEMPLATE – IDENTIFICATION OF THREAT EVENTS 

4.5.3 TASK 3 - IDENTIFY VULNERABILITIES AND PREDISPOSING 

CONDITIONS 

Activities at this stage involves identifying vulnerabilities and predisposing conditions 

that affect the likelihood that threat events of concern result in adverse impacts. This activity 

will assist to ascertain the nature and degree of susceptibility of organizations mission/vision, 

business process, existing information systems are vulnerable to identified threat sources as 

earlier identified. Vulnerability assessments also assist to support the risk response 

appropriate across identified degrees of specificity.  

It is expected that vulnerabilities will grow over time thus organizations are advised to keep 

catalogues of this and continue to measure the relevance of identified vulnerabilities. 

Predisposing conditions inherent within the organization in terms of mission and vision, 

controls or information systems are also identified and assessed at this stage to inform the 

level of exposition and exploitability of such conditions.  

Summary of Key Activities – Task 3 Identification of vulnerabilities and Pre-disposing 

conditions 

• Identify vulnerability and predisposing condition inputs (Vulnerability assessment reports, 

CVEs, CWEs, Vendor releases, RED TEAM Penetration Activities, Incidence reports, etc.).  
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• Identify vulnerabilities using organization-defined information sources; create or update 

Table 4.5.3: Table : Template Identification of Vulnerabilities 

• Assess the severity of identified vulnerabilities (see Assessment Scale- Vulnerability 

Severity as tailored by the organization) 

• Identify predisposing conditions  

• Assess the pervasiveness of predisposing conditions  

• Update Table A5: Taxonomy of Predisposing Conditions and Table 4.5.3 

Assessment Scale- Vulnerability Severity as tailored by the organization 

 

Conduting a Vulnerability assessment of an IoT platform could produce the following sample 

template of Identified Vulnerabilities : 
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Identifier  Vulnerability Source of 

Information  

Vulnerability Severity 

IoT_TV1 Exploits in PLUs and RTUs Very High - 10 

IoT_TV2 rewriting the PLC’s “ladder 

logic,” which allows it to 

take control of such 

fundamental functions as 

issuing stop and run 

commands 

Very High - 10 

IoT_TV3 hardcoded passwords in 

medical devices 

Very High - 10 

IoT_TV4 Clear text transmission of 

data packets between 

devices 

Very High - 10 

IoT_TV5 Buffer Overflow High -8 

TABLE 4.5.3: TEMPLATE - IDENTIFICATION OF VULNERABILITIES 

For more vulnerabilities you may consider the following sources (irongeek) and 

https://threatpost.com 

4.5.4 TASK 4 - DETERMINE LIKELIHOOD 

This activity in Risk Assessment assists in determining the possibility of identified 

threat events causing adverse effect/impacts to the principles of Information security (CIA) 

on Technology Innovations. We consider the characteristics of threat sources that could 

initiate threat events and the vulnerabilities these can exploit with the susceptibility of 
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organization based on safeguards/countermeasures planned to impede such events. This 

activity is in three folds – assessing the likelihood that threat events will be initiated or will 

occur, assessing the likelihood that threat events once initiated or occurring will result in 

adverse impacts to organizational operations and assets, individual, government or nation 

state and finally assessing the overall likelihood as a combination of likelihood of 

initiation/occurrence and likelihood of resulting in adverse impact. 

Summary of Key Activities – Task 4 Determine Likelihood 

• Identify likelihood determination inputs (Historical data on successful and unsuccessful 

cyber-attacks; attack detection rates. - Security assessment reports (i.e., deficiencies in 

assessed controls identified as vulnerabilities). - Results of monitoring activities (e.g., 

automated and non-automated data feeds). - Vulnerability assessments, Red Team reports, or 

other reports from analyses of information systems, subsystems, information technology 

products, devices, networks, or applications. 

 • Identify likelihood determination factors using organization-defined information sources 

(e.g., threat source characteristics, vulnerabilities, predisposing conditions).  

• Assess the likelihood of threat event initiation for adversarial threats and the likelihood of 

threat event occurrence for non-adversarial threats  

 • Assess the likelihood of threat events resulting in adverse impacts, given likelihood of 

initiation or occurrence  

• Assess the overall likelihood of threat event initiation/occurrence and likelihood of threat 

events resulting in adverse impacts (see Assessment Scale- Overall Likelihood, as tailored by 

the organization).  

• Update Identified Risk Table 
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Assessment Scale- Likelihood of Threat Event Initiation (Adversarial) 

 

Assessment Scale – Likelihood of Threat Event Occurrence (Non-Adversarial) 

 

Assessment Scale – Likelihood of Threat Event Resulting in Adverse Impact 

 

 

 

 

Assessment Scale – Overall Likelihood 
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4.5.5 TASK 5 – IMPACTS 

The following tasks will be geared at determining the adverse impacts from threat 

events. In the case of IoT Platforms, this includes the connected systems that will be affected 

and the impact of these connected devices to services and people they serve and information 

system they relate with. 

Summary of Key Activities – Task 5 Impacts 

• Identify impact determination inputs (Contingency Plans, Disaster Recovery Plans, Incident 

Reports).  

• Identify impact determination factors using organization-defined information sources 

• Identify adverse impacts and affected assets (see Table A6: Adverse Impact in Appendix A 

as tailored by the organization); create or update Table 4.5.5: TEMPLATE- 

IDENTIFICATION OF ADVERSE IMPACTS  

• Assess the maximum impact associated with the affected assets (see Assessment Scale- 

Impact of Threat Event as tailored by the organization); update Table 4.5.5. 

• Update Risk Identification Table 
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 Assessment Scale- Impact of Threat Event 

 

A sample Impact Assessment of IoT platforms may give an output below: 

Type of Impact  Impact Affect Asset  Maximum Impact 

Harm to Assets  Power Grids, Life 

threathening Medical 

devices – Xrays, Insulin 

pumps, defribilators, Traffic 

lights ,etc 

Very High -10 

Harm To Operations CT Scans – radiation 

exposure to patients for 

cancer treatment ; Power 

generation and consumption 

High - 8 
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Harm To Individuals Exposure of PIIs from 

interconnected information 

system 

High - 8 

Table 4.5.5: TEMPLATE- IDENTIFICATION OF ADVERSE IMPACTS  

4.5.6 TASK 6 - DETERMINE RISK  

This activity culminates tasks 1 through 5 using information collected and outputs of 

assesments from the previous tasks to successfully determine the Risk in adopting a 

technology: Organizations assess the risks from threat events as a combination of likelihood 

and impact. The level of risk associated with identified threat events represents a 

determination of the degree to which organizations are threatened by such events. 

Organizations can order the list of threat events of concern by the level of risk determined 

during the risk assessment—with the greatest attention going to high-risk events.  

Each risk corresponds to a specific threat event with a level of impact if that event occurs. In 

general, the risk level is typically not higher than the impact level, and likelihood can serve to 

reduce risk below that impact level.  

Summary of Key Activities – Task 6  Determine Risk  

• Identify risk and uncertainty determination inputs (likelihood information affecting 

information systems, information technologies, information system components, applications, 

networks, environments of operation).  

• Determine risk and Update Risk Identification Table 
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Assessment Scale- Level of Risk (Combination of Likelihood and Impact) 

 

Assessement Scale – Level of Risk 

 

Template- Adversarial Risk 
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4.5.6.1 Results 

Using outputs of tasks 1 through 5 - an Hypothetical  Risk assesment of an IoT Platform, 

we can determine the Risk (adversarial and non-adversarial) output as below: 
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on PLUs and 

RTUs 

take control of such 

fundamental 

functions as issuing 

stop and run 

commands 

TABLE 4.5.6.1: RISK IDENTIFICATION IOT PLATFORMS 

 

Following the steps as guided by the NIST Special Publications 800-30 Guide to 

conducting Risk Assessment, this thesis study applied some of the suggestions to create an 

approach to risk assessment of Technology Innovations using an IoT Platform as a case 

study. The resulting case study scenario risk assessment as highlighted above gives a general 

risk identification for an IoT innovation initiative. The general risks identified as shown in 

table 4.5.6.1 above is the expected output from this recommended approach. These steps can 

be repeated for different Innovative technologies with an even more comprehensive input, 

data, organizational context, sources and activities by subject matter experts and users. 

It is also advised according to the NIST 800- 30 publications that these identified Risk should 

be shared and communicated accordingly to ensure that all levels of stakeholder involvement 

in the mitigation plan is well adopted. This will be discussed further in the next section 

(Blank & Gallagher, 2012, p. 37) 

4.6 Guide to Integrating IT Security into Technology Innovation Process 

With a guide to Risk assessment for technology innovation discussed and illustrated in 

previous sections using an IoT platform as a case study, it is often observed that the CISO is 

still left with one more challenge - how to communicate need for change and need for 

modifications to processes that people are already used to in order to accommodate the 

tenants of Information Security (CIA). Pertinent to the success of the objective of secure 

technology innovation adoption is the concern of how to infuse Risk Assessment activities 
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into an existing Innovation Process without hampering the process, cause delays or 

bottlenecks as speed to market remains crucial also to success of Innovation.  

The challenges of integrating Information Security into an existing Technology innovation 

process could be herculean, however, successes in concepts like IT security integration into 

the Capital Planning and Investment Control Process (NIST Special Publication 800-65 

Integrating IT Security into the Capital Planning and Investment Control Process), including 

security considerations in every phase of an IT project (Pruitt, 2013), and also the successful 

adoption of the concepts of Incorporating security in an existing SDLC (Kissel, et al., 2008), 

fuels this initiative to introduce such concepts too to technology innovations.  This study will 

be leveraging on the successes of these concepts to design an approach to incorporate IT 

security into technology innovation processes. 

Companies are presumed to already have innovation processes, irrespective of the measure of 

the efficiency. This thesis study shall be using the Innovation Bingo approach (Raymond 

Cline Jr, Let’s Play Innovation Bingo! Part 2 – Bingo, Bango, Bongo, Boingo, and Beyond) 

to innovation as our preferred innovation process for reason already stated in earlier sections 

and re-iterated here – it is a single innovation approach that combines the successes of 

renowned approaches like Hansen’s Innovation Value Chain, and also introduces the concept 

of having cross-functional deliberations and communications/activities across board with 

crucial stakeholders and important factors in an innovation chain – Clients , partners, market 

strategists and the innovating company or team. This attempt has proven to be efficient at 

making innovation successful and catering for some of the challenges noticed for breakdowns 

in innovation (lack of feedback, challenges with successfully crossing the chasm and 

successful adoption and sustenance initiatives). 
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Risk Management does not downplay the knowledge of how other considerations from 

business and external factors, competitors, having cross functional conversations between the 

internal team, the suppliers and the eventual consumers or clients, is crucial to understanding 

the extent of risk we face. Such knowledge enriches our risk assessment goals and how 

successful we can be in incorporating securely the technology innovation into our streams of 

businesses, while achieving our aim of Return On Investment and general success in a secure 

manner. 

In this section of the study, we shall suggest a guide to incorporate InfoSec in existing 

innovation process in order to ensure that most of the technology innovations are well 

assimilated and imbibed securely without causing regrettable adverse impacts on 

organization. This study will be following a strategic incorporation attempt of Information 

security into an existing innovation process. 
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Figure 4.6a: Relationship between Technology innovation, the organization and 

Information Security 

A – Tier 2 Risk Assessment addressing concerns around the enterprise architecture/security 

architecture design decisions, selection of common controls, selection of suppliers, services, 

and contractors to support organizational mission/business functions, etc. 

B – Cross-sectional, multi-functioning communications and feedback to guide innovation 

process 

C- Tier 1 Risk Management process – Information Systems Risk Management  

D- Proposed Integration of InfoSec into Technology Innovation Process 

Technology innovation risk assessment guide alone will not be a complete 

methodology at approaching a secure technology innovation initiative by an organization that 

intends to leverage the enormous advantage of using science and technology to boast 

organization profitability and continued relevance in their respective markets and industries. 

People remains a crucial factor in any success or initiative and it is important to consider the 

role people will play and their ability in the whole process of ensuring that organization’s 

ability to protect its IT assets is equally commensurable with achieving its mission and goals. 

Thus the “risk management process cannot be exclusively a technical function by IT and 

InfoSec practitioners or some technical gadgets but an essential management function of the 

organization at senior levels. It is therefore pertinent to position risk management activities in 

business contexts ensuring that it involves business units and key liaisons” (MINOLI, 

KOUNS, & DANIEL, 2010, pp. 16 -17, 230-231). 
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It is important for organizations to devise means of communicating and maintaining the 

assessment as part of an overall Risk management activity to ensure the proper adoption of 

Technology innovations is well achieved and understood by all stakeholders. 

 

Figure 4.6b: Risk Management Hierarchy (Blank & Gallagher, 2012, p. 17) 

This level of inter-dependence among the tiers buttress the need for cross-sectional and cross-

functional communications needed in technology innovation processes as portrayed by the 

innovation bingo approach and other literatures. (Raymond Cline Jr, Let’s Play Innovation 

Bingo! Part 2 – Bingo, Bango, Bongo, Boingo, and Beyond). The need to consider business 

functions of the enterprise with other external factors from geopolitical and economic forces 

cannot be emphasized enough in the new organizational Risk Governance approach needed to 

establish a more reliable cyber risk awareness and cybersecurity posture for organizations 

(Bronk, 2013). 
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Figure 4.6c: Cyberrisk Awareness (Bronk, 2013, p. 11)  

It is to this effect, this study considers and elaborate the need to integrate Information security 

into an existing technology innovation process using the innovation bingo methodology. The 

cross sectional and functional conversation in a typical innovation bingo approach to 

innovation process will now be infused with necessary and needed InfoSec dialogues and 

cross sectional and equally interdependent cross functional communications, as form of 

cybersecurity guides. This dialogues, conversations and activities are geared towards securely 

adopting and imbibing these promising, yet risky technology innovations in any organization. 

Organizations will attempt to adopt a funnel mindset at sieving all available technology 

innovations using a cyber risk assessment to identify and come up with approved 

technologies safe enough within the risk tolerance level of the organization to adopt. How to 

successfully integrate the information security assessments and considerations into an 

existing technology innovation process will assist in ensuring intentions are well achieved. 
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“Secure technology innovation attempts will have to move beyond risk governance to 

innovation governance by sometimes needing some level of established dialogues with civil 

society and most importantly clients as crucial early adopters in the innovation value chain 

and process” (abschätzen, Dusseldorp, (eds), & Beecroft, pp. 39-61). 

 A combination of security practices and identified and researched information security 

salient questions will be used to guide the dialogue exchange and facilitate a structured 

informed set of information security conversations between relevant stakeholders in an 

innovation process. This approach will present an integrated, cybersecurity conscious 

technology innovation bingo process/methodology at imbibing technology innovations in an 

organization without causing bottlenecks, yet meeting both needs of innovating and staying 

secure (McConnell, 2016, p. 12). 

Understanding the need to use phase gates in an agile innovative process will assist in 

identifying problems earlier in the process. The Salseforce.com success story is adopted to 

buttress why leveraging the agile innovative approach that involves the use of cross-

functional teams, encouraging communications, self-organization, and testing new 

applications iteratively with customers, will aid the success of technology innovations (Alon, 

Koetzier, & Culp, 2016). 

4.6.1 Innovation Process without Information Security  

A typical innovation process using innovation bingo approach consists of innovation 

practices across stakeholders as shown in figure 4.6.1 below with each contributing and 

asking salient innovation questions throughout the practices. This study will infuse 

information security early enough into the innovation process right from Sensing to ensure 

that return on investment is maximized through the early identification and mitigation of 

vulnerabilities. This early integration will result in lower cost to security controls and 
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facilitation of sound executive decision making which activates as a result of information 

security dialogues and questions (Kissel, et al., 2008, p. 3). 

 

Figure 4.6.1 : Innovation Process using Innovation Bingo approach (Raymond Cline Jr, 

Let’s Play Innovation Bingo! Part 2 – Bingo, Bango, Bongo, Boingo, and Beyond) 

4.6.2 Value of integrating InfoSec in Technology Innovation Process  

The mirage of cyber-attacks and data breaches to information systems keeps 

increasing by day. The new age of cyber threats and landscape has increased with new 

innovative technologies coming up thus increasing the attack surfaces to every information 

system as we attempt to integrate to existing ones or explore their possibilities. This results in 

more data generation and communication of data across platforms and systems as illustrated 

with the IoT platform case study in previous sections. To meet up with the threats against the 

principles of Information Security (the Confidentiality, Integrity and Availability of 

Information Systems), we will have to identify such threats to successful integration of 

technology innovations to achieve the following values to the innovation initiatives: 
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• Vulnerabilities will be identified early enough in the innovation attempt and this will 

assist to quickly evaluate the security mitigation attempts and assess the possibility of 

success at adoption of the technology; thus lower the possible cost of applying 

security control and implementation as an afterthought measure. 

• Information Security questions and dialogues will raise the level of awareness of 

potential security challenges that the technology innovation may pose to the principles 

of information security (CIA) and the overall security posture of the organization as 

portrayed through mandatory security controls and policies. 

 • Security strategies will be identified easier among stakeholders and thus tools and 

strategies formulated in cost effective manner while improving the security posture 

through proven methods and techniques that will be well tested and communicated 

effectively through all relevant stakeholders using feedback loops. 

 • Information security activities within technology innovation processes will 

facilitate informed executive decision making on innovation attempts through the use 

of well communicated and comprehensive risk management in a timely manner. 

 • Meeting Information Security requirements as an intended goal of integration will 

improve the organization and customer confidence to facilitate adoption which 

remains the success criteria of any technology innovation and thus improve invariably 

the confidence of relevant parties in promoting continued investments of such 

technology innovation initiatives   

 

With the values of integrating InfoSec in an existing technology innovation process laid out 

above, it is apparent that a guide to successfully integrate Information security has become 

necessary and cogent to the success of such initiatives. This study, in the next section shall 
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design this guide putting into considerations the objectives of achieving a seamless 

technology innovation process without causing bottlenecks using sound information security 

activities, questions and concerns to achieve an equally secured initiative. 

4.6.3 Integration of Information Security into Innovation Process 

This thesis study shall consider information security dialogues that should ensue as a 

means of achieving a secure innovation process – these information dialogues are researched 

security questions, security best practices, and technology Risk management activities that 

will be taken care of amongst the identified stakeholders in an innovation bingo, and across 

traditional practices of innovation (McConnell, 2016). 

Innovation 

Bingo 

Practices 

Identifier Technology Innovation Information Security 

Activities/Dialogues 

Sensing  SIQ  Are third-party inputs evaluated for security prior to 

selection and tracked/validated upon entering the 

supply chain? 

 How does the supplier of the technology innovation 

(IoT platform, UAVs, Personal Assistant, etc.) 

conduct security management?  

 Has the vendor established relevant security criteria 

and passed the criteria onto its suppliers? 

 Do we have a technology decomposition of the 

Innovation Technology to identify entry and exit 

points and identify information system components? 
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 Pre-Risk Assessment Activities – Decomposing 

Technology, Identify Risk Model - risk factors to be 

assessed and the relationships among those factors 

(threat, vulnerability, impact, likelihood, and 

predisposing condition) 

Envisioning  EIQ  How do the suppliers of Technology innovations 

identify and trace vulnerabilities (security and non-

security) and ensure that they are appropriately 

prioritized based on risk and addressed in every 

product and service that might use the vulnerable 

code/component?  

 How are technology innovations threat landscape 

monitored and taken into account in the design, 

development, and deployment phases? 

 Attack surface reduction activities – identifying the 

entry and exit points of data and component parts of 

innovation that are prone to attacks and ranking them 

on basis of key exploitability of vulnerabilities 

 Identify Assets that integrates with Innovation 

Technology 

 Identify Threat Sources  

 Identify Threat Events 

 Identify Vulnerabilities 
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Offering  OIQ  How does the Technology Innovation Supplier 

integrate and manage information and cybersecurity 

risk into the core strategic and operational focus of the 

business?  

 To what extent can the scheduled release of products 

or services to customers be delayed in order to 

address unexpected security concerns? – do we check 

for zero days, open Vulnerabilities and identify 

Common Vulnerabilities CVEs and weaknesses 

CWEs identified with technology innovation or 

supplier ?(other sources include 

zerodayinitiative.com/advisories, MITRE and 

USCERT alerts) 

 Threat Modeling  

 Risk Determination – Impact and probability of 

identified threats 

 Risk Ranking  

Adopting  AIQ  What are the various cybersecurity and privacy laws 

and requirements in the jurisdictions of the innovation 

Technology, and how can the buyer and supplier 

ensure compliance with them?  
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 What are the appropriate commitments to be included 

in the contract? 

 Security-oriented customer feedback sessions that 

enable buyers to interact collectively around product 

and service security concerns 

 Basic Privacy Issues and Activities – Privacy Impact 

Assessment PIA? 

 Defense in Depth? 

 Least Privilege? 

 Communicating Risk and control measures up the 

tiers in Risk Hierarchy and across all phases of 

Innovation bingo from sensing to Adoption and 

sustaining  

Sustaining SIQ  How is external attestation, including audits of 

compliance with global standards, being utilized?  

 Where buyer concerns or considerations are not 

captured within auditable global standards, how can a 

supplier self-attest to commitments that are responsive 

to those concerns or considerations? 

 Risk Maintenance activities – a Responsible, 

Accountable, consulted and informed RACI matrix 

interlinked with Risk Registers formed  

 Risk Assessment Management Teams RAMT 

formation – comprising of technical, business, 
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operational, customer, supplier, etc. – all relevant 

stakeholders to monitor risk activities and sustain it 

through the phases of innovation before final launch 

 Information Security Response Planning 

 

Table 4.6.3: Incorporating Information Security into Innovation Bingo approach for 

Technology Innovations. (Supporting document for dialogues from - (McConnell, 2016, pp. 

22-23; Microsoft; MINOLI, KOUNS, & DANIEL, 2010). 

4.6.3.1 Incorporating InfoSec as stage/phase gates in Innovation Bingo Process 

Using the Identifiers (SIQ, EIQ, OIQ, AIQ and SIQ) in figure 4.6.3 to represent the 

Technology Innovation Information Security Activities/Dialogues as identified above, this 

study presents an incorporation of InfoSec as phase/stage gates in Technology Innovation 

Initiatives using the traditional Innovation Bingo process. 

Innovation Bingo 

Practices 

Suppliers / 

Partners 

Innovation 

Delivery 

Organization 

Community/Client 

/Customer 

Sensing  What can we 

leverage from our 

partners? 

 

What unique 

solution or value do 

we offer? 

 

What are the needs, 

desires, disconnects? 

INFOSEC Phase 

GATE 

SIQ 
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Envisioning 

 

How do we involve 

and integrate our 

partners? 

 

Do we have all the 

skills and 

components we 

need? 

 

Under what 

conditions will they 

adopt? 

INFOSEC Phase 

GATE 

EIQ 

Offering 

 

Will they support 

the solution and 

partner on the 

journey? 

 

What is the value 

and uniqueness of 

our solution and 

abilities? 

 

Do the value and 

solution overcome 

adoption conditions? 

INFOSEC Phase 

GATE 

OIQ 

Adopting 

 

How are they 

involved in the 

delivery of the 

solution? 

 

Do we have a plan 

to deliver the 

solution and prove 

the value? 

 

Do they have a good 

candidate location or 

unit for the adoption? 

INFOSEC Phase 

GATE 

AIQ 

Sustaining 

 

What value can they 

bring to broaden the 

footprint of the 

How will we 

maintain the adopted 

solution and broaden 

What are their 

ongoing needs to 

sustain adoption? 
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solution or improve 

it? 

 

the footprint of the 

solution? 

 

INFOSEC 

Sustenance 

Considerations 

SIQ 

Table 4.6.3.1: Stage/Phase gated approach to incorporating InfoSec activities/Dialogues 

into Technology Innovation Process using Innovation Bingo 

The previous approach is interpreted in a flowchart to assist a follow-through guide for 

CISOs and all other stakeholders in the technology innovation process towards achieving the 

goals of securely innovating while meeting the information security needs. 

See flowchart in APPENDIX B: Guide to Integrating Information Security into Technology 

Innovation initiatives.  

With this guide and flowchart presented, organizations can begin their technology innovation 

initiatives by incorporating information security activities and dialogues earlier on in their 

innovation processes. This is expected to carry along all relevant stakeholders, raise security 

awareness and enrich the necessary risk assessments activities at identifying the risks 

associated with such ventures. The flowchart presented in Appendix B will assist in following 

through the steps necessary while considering the details as presented in the respective tables 

above. 
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5 Results and Analysis  

The resulting Risk Identification in section 4.5.6.1 -Results of Risk Assessment of IoT as 

a Case study for Technology innovations, enables the CISO in conjunction with relevant 

stakeholders to begin to think of security controls to mitigate identified Risks in the adoption 

of IoT Platforms or the adoption of IoT as a technology innovation for the organization.  

The result of this guide/ approach is expected to provide repeatability and reproducibility for 

all intentions to successfully imbibe a technology innovation securely into an existing 

information system or an organization. While there are enormous related NIST controls out 

there to assist in mitigating inherent threats with Technology innovations, this however could 

be further researched beyond the scope of this study. General literature considers two 

important control measures for IoT platforms adoption as a technology innovation - PKI and 

Encryption (Saif, Peasley, & Perinkolam, 2015; SVB, 2015). 

This study shall consider the research work of Deloitte Cyber Risk Services which presents a 

strategic means of Risk Management for IoT platforms using categorization of Threats. This 

service recommends a Secure, Vigilant and Resilience approach to offering security controls 

and support the secure adoption of IoT as a technology innovation. See figure 5.1: the IOT 
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cyber threat landscape for summary of findings and recommendations. 

 

Figure 5.1: the IOT cyber threat landscape (Saif, Peasley, & Perinkolam, 2015). 

Among other controls, the cyber risk service proposes data protection, end-point protection, 

trust and safety, physical security, security monitoring and analytics, security resiliency, 

regulatory compliance, and identity and access management as necessary controls to mitigate 

threats and vulnerabilities identified with IoT platforms thus ensuring a holistic approach of 

secure, vigilant and resilience mindset for IoT technology innovation initiatives. 
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6 Further Work 

Part of the success story of this thesis study will be to inspire further discussions in the 

aspects of formalizing and standardizing a methodology for performing a complete Risk 

management of Technology innovations in the Cyber Space. Literatures are expected to 

spring from this initial research studies on approaches to effectively identify cyber, business 

and environmental threats that could impede the successful adoption of emerging innovative 

technologies which when securely explored, could set organizations apart towards better 

profitability and greater impacts. 

This study endeavors to influence dialogues, research intentions and further collaborations 

with Information Security practitioners, Chief Risk Officers, Chief Information Security 

Officers, IT Risk Management Consultants, and C-level members of fortune 500 companies, 

towards designing a standard for Technology Innovation Process and encourage a probable 

Industry standard publications on Guides to integrate IT security into the Technology 

Innovation Process. 

This thesis study intends to foster means of transcending evident limitations experienced in 

the course of this thesis by collaborating with Innovative organizations on acquiring enough 

data towards research of the impact of this guide on other areas of innovative technologies 

like Self -Driving cars, UAVs, Personal Assistants, etc. in order to further incorporate lessons 

learnt from risk assessment practices and thus solidify a methodology for performing a 

holistic and efficient risk management of Technology innovations. 
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7 Conclusion 
A subset of most successful companies in the world share something in common as 

evident in the Forbes top 25 most innovative companies in the world – The understanding of 

the essence of science and technology, appreciation and leveraging of technology innovation 

as a strong factor to wining their respective markets, and remaining competitive through ages 

while sustaining their relevance. 

The innovation bingo approach to innovation provides an efficient way of going about 

innovation. This approach identifies the challenges in innovation processes and meets those 

challenges with an approach that combines the crucial traditional practices of innovation with 

necessary values from cross-functional communications between important stakeholders in 

the innovation process – customers/clients, suppliers/partners, and their innovating 

team/organization. 

Technology innovations portends inherent consequences – its agile nature and messiness 

affirms traditional skeptics and breakdowns that slows down the necessary serendipity that 

sometimes help to push through ideas to meaningful adoption. However, the domain these 

technologies will operate or integrate with, presents varying threats- the internet or 

cyberspace which fuels these technologies as an enviable platform wasn’t developed or 

designed initially with security in focus thus presents mirage of challenges against the very 

principles of information security (Confidentiality, Integrity, and Availability- CIA). 

Chief Information Security Officers CISOs, other relevant security personnel, with business 

and operational personnel faces challenges at meeting the three (3) most important goals of 

organizations (making money, not losing money and staying compliant). With increasing data 

breaches, and sporadic attacks comes the challenge of thinking through how to entertain the 
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susceptibilities found with technology innovations and still embrace the enormous advantage 

it offers.  

An understanding of the fact that there isn’t any total security spurred or inspired this 

research study to present Technology risk assessment approach using NIST Special 

Publication 800-30     Revision 1, Guide for Conducting Risk Assessments gold standard. 

This study leveraged the Tier 3 information systems risk assessment approach, to offer a 

guide to CISOs on conducting risk assessment for technology innovations. The objective of 

this thesis is to assist in efficiently identifying risks before attempting an innovation 

technology. This will assist to measure the level of risk exposure, determine the technology 

innovations that the company can decide to adopt or venture into. It will also assist in 

evaluating the thoughts of considering the integration of technology innovations with 

information system, within the business context of the organization and defined acceptable 

risk tolerance level thus, reduce the organization Risk Profile. 

Communicating the risks identified with other tiers of the organization which equally 

performs substantial levels of risk assessment against other relevant factors, could be a 

daunting task. The knowledge that Innovation processes already exist in some instances in 

most organizations or sometimes as fresh initiatives, reveals that oftentimes it is seen as a 

separate approach and creates more difficulty thus making security an afterthought venture. 

This leaves Information security activities perceived as bottlenecks or sometimes checklist to 

only satisfy and justify the CISO’s apprehensiveness for information security compliance.  

In an effort to overcome these breakdowns between the Information Security risk assessment 

of Technology innovations, and how it relates to the overall innovation process of an 

organization, (while also putting into considerations concerns of other relevant stakeholders 

and factors for an holistic view of the impact of technology innovations of the organization), 
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this research study presented an approach to adopting technology innovations securely by 

leveraging successes in other approaches such as SANS publications on Security Best 

Practices for IT Project Managers – including security considerations in every phase of an IT 

project (Pruitt, 2013). This design methodology integrated Information security into an 

Innovation Process using Innovation Bingo approach with a view of identifying salient 

information security dialogues necessary. This approach identified already existing cross-

sectional and multi-functional communication channels across all three groups involved in an 

innovation process (client, partners and innovating team/organization) and leveraged on them 

as assistance to integrate InfoSec efficiently into innovation processes. This integration used 

substantial considerations from best practices, standards and risk assessment /management 

approaches towards successful evaluation and adoption of technology innovation. 

This research study concluded with a flowchart ( APPENDIX B- Guide to Integrating 

Information Security into Technology Innovation initiatives) to assist in following through 

the process and presented a comprehensive overview of all that is recommended to be done 

by an organization that intends to venture into technology innovations while remaining 

secure, meeting efficiently their quest of being market leaders in their industries/markets , 

making money , and staying secure against loss of sensitive data from breaches or any other 

cyber incidence that could be detrimental to business. 

It is the hope of this study that the CISOs, and other stakeholders involved in making those 

decisions for an organization to venture into technology innovations and explore its 

competitive advantage, may find this study useful and a guiding start point to making those 

bold steps, identifying and managing their risks efficiently and effectively while maximizing 

their opportunities. Doing so in a peaceful job environment for all will be a delight, especially 

for the CISO who just desire one less reason to worry! 
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8 Appendices 

8.1 APPENDIX A:  Risk Model Definitions – All definitions, templates, figures 

and tables in this appendix are from the NIST SP 800-30 (Blank & 

Gallagher, 2012) 

Threat Sources: Organizations determine the types of threat sources to be considered and 

make explicit the process used to identify threats and any assumptions related to the threat 

identification process. Threat sources could include and address the following types of threat 

sources; a single broad threat source (e.g., adversarial), or a specific threat source (e.g., 

trusted insider). Organizational assumptions about threat sources to consider inform 

Identifying and categorizing threat sources as part of the task for Risk Assessment. Threat 

source information and guidance specific Information systems (e.g., threats related to 

information systems, information technologies, information system components, applications, 

networks, environments of operation). - Information system-specific characterization of 

adversarial and non-adversarial threat sources 

Table A1: Threat Sources 
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Threat Events: Organizations determine which type of threat events are to be considered and 

the level of detailed descriptions of threat events using general terms (e.g., phishing, 

distributed denial-of-service), or more descriptive terms using tactics, techniques, and 

procedures, or in highly specific terms (e.g., the names of specific information systems, 

technologies, organizations, roles, or locations. Threat events and level of organization’s 

assumptions of what they are inform the Risk Assessment Task of Identifying vulnerabilities 

within organizations that could be exploited by threat sources using threat events. They can 
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be classified into - Information system-specific characterization of adversarial and non-

adversarial threat events and Incident reports 

Examples of Threat Events are shown below based on categorizations: 

 

 

Table A2: Representative Examples – Adversarial Threat Events 
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Table A3: Representative Examples – Non-Adversarial Threat Events 

 

Table A4: Relevance of Threat Events 
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Vulnerabilities and Predisposing Conditions: Organizations determine the types of 

vulnerabilities that are to be considered during risk assessments and the level of detail 

provided in the vulnerability descriptions. Organizations make explicit the process used to 

identify vulnerabilities and any assumptions related to the vulnerability identification process. 

Vulnerabilities can be associated with organizational information systems (e.g., hardware, 

software, firmware, internal controls, and security procedures) or the environments in which 

those systems operate (e.g., organizational governance, external relationships, 

mission/business processes, enterprise architectures, information security architectures). 

Organizations also determine the types of predisposing conditions that are to be considered 

during risk assessments including, for example, architectures and technologies employed, 

environments of operation, and personnel. Organizational assumptions about vulnerabilities 

and predisposing conditions to consider and level of detail, inform risk assessment task of 

determining the likelihood that the identified threat sources would initiate specific threat 

events and the likelihood that the threat events would be successful. 

Vulnerability information and guidance specific to information systems, information 

technologies, information system components, applications, networks, environments of 

operation are- Security assessment reports (i.e., deficiencies in assessed controls identified as 

vulnerabilities). - Results of monitoring activities (e.g., automated and non-automated data 
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feeds). - Vulnerability assessments, Red Team reports, or other reports from analyses of 

information systems, subsystems, information technology products, devices, networks, or 

applications. - Contingency Plans, Disaster Recovery Plans, Incident Reports. - 

Vendor/manufacturer vulnerability reports 

Table A5: Taxonomy of Predisposing Conditions 

 

Likelihood: Organizations make explicit the process used to conduct likelihood 

determinations and any assumptions related to the likelihood determination process. 

Organizational assumptions about how to determine likelihood inform Risk Assessment Task 

of determining the impacts. The process may include using Historical data on successful and 

unsuccessful cyber-attacks; attack detection rates. - Security assessment reports (i.e., 

deficiencies in assessed controls identified as vulnerabilities). - Results of monitoring 

activities (e.g., automated and non-automated data feeds). - Vulnerability assessments, Red 

Team reports, or other reports from analyses of information systems, subsystems, information 
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technology products, devices, networks, or applications. - Contingency Plans, Disaster 

Recovery Plans, Incident Reports. - Vendor/manufacturer vulnerability reports. 

Impacts: Organizations determine potential adverse impacts in terms of organizational 

operations (i.e., missions, functions, image, and reputation), organizational assets, 

individuals, other organizations, and the Nation. Organizations make explicit the process used 

to conduct impact determinations and any assumptions related to the impact determination 

process. Organizations may include information from Business Impact Analyses with regard 

to providing impact information for risk assessments. Organizational assumptions about how 

to determine impacts and at what level of detail, inform Risk Assessment Task of 

Determining the RISK. Processes used to determine the impact of threats can come from 

sources like Historical data on successful and unsuccessful cyber-attacks; attack detection 

rates. - Security assessment reports (i.e., deficiencies in assessed controls identified as 

vulnerabilities). - Results of continuous monitoring activities (e.g., automated and non-

automated data feeds). - Vulnerability assessments, Red Team reports, or other reports from 

analyses of information systems, subsystems, information technology products, devices, 

networks, or applications. - Contingency Plans, Disaster Recovery Plans, Incident Reports.  

Table A6: Adverse Impacts 
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Risk Tolerance and Uncertainty: Organizations determine the levels and types of risk that 

are acceptable. Risk tolerance is determined as part of the organizational risk management 

strategy to ensure consistency across the organization. To compensate, organizations can take 

a variety of approaches to determine likelihood, ranging from assuming the worst-case 

likelihood (certain to happen sometime in the foreseeable future) to assuming that if an event 

has not been observed, it is unlikely to happen. Organizations also determine what levels of 

risk (combination of likelihood and impact) indicate that no further analysis of any risk 

factors is needed. 



8.2 APPENDIX B: Guide to Integrating Information Security into Technology Innovation initiatives 

Decompose 
technology

Identify threat 
sources and events 
(for organization)

Start
Acquire 

organizational risk 
model 

Sensing
Answer questions 

for InfoSec SIO 
phase/stage gate

InfoSec
phase gate SIO 

cleared?

No

Attack surface 
reduction

Yes

Identify innovation 
technology 

integration asset

Conduct envisioning 
(innovation phase)

Answer questions 
for InfoSec phase/

stage EIQ

InfoSec
 phase gate EIQ 

cleared?

No

Conduct threat 
modelling

Conduct risk 
identification

Yes

Plan risk responses
Communicate risks 

and reponses
Conduct offering 

(innovation phase)

Answer questions 
for InfoSec phase/

stage OIQ

InfoSec
 phase gate OIQ 

cleared?

No

Conduct adopting 
(innovation phase)

Yes
Communicate risks 

and control 
measures

Answer questions 
for InfoSec phase/

stage AIQ

InfoSec
 phase gate AIQ 

cleared?

Conduct sustaining 
(innovation phase)

Implement InfoSec 
risk maintenance 
responses plan 

Yes

No

Document lessons 
learned

Continue risk 
monitoring

Stop

 

Legends: 

 Innovation stage gate Identifier Description  

SIQ Sensing Phase gate for InfoSec activities and questions to be satisfied  

EIQ Envisioning Phase gate for InfoSec activities and questions to be satisfied 

OIQ Offering Phase gate for InfoSec activities and questions to be satisfied 

AIQ Adopting Phase gate for InfoSec activities and questions to be satisfied 
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