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Abstract 

Effective security awareness programs are desired at colleges to modify the 

behavior of employees and to improve the protection of sensitive information.  The 

likelihood of theft of sensitive information from colleges has increased as the use of 

information technology both in instructional and support work has also grown.  The 

increased risk of data loss is partially due to the susceptibility of employees to social 

engineering, which is the manipulation by criminals into divulging personal information. 

This is most notably accomplished by criminals through phishing emails, messages that 

direct an employee to a fake website with the criminals’ intent of tricking the employee 

into giving up their password or other sensitive information.  Employees are lured to the 

website by clicking on an embedded link in the email they believe to be from a legitimate 

organization, when it is, in fact, owned by criminals. Anything typed on the website is 

copied by the criminals, so they can then pose as the employee on legitimate systems or 

applications. 

To protect against this attack method, it is important that employees be educated 

on ways to minimize risky online behavior.  One such way is the use of security 

awareness training.  Security awareness training is a program of educating college 

employees on security topics such as why phishing emails are used, how they work, and 

how to avoid them.  One obstacle is determining which method of delivering the content 

would be the most effective and cause the employee to change their online behavior.  

There are several methods available, including in-person training, online video  
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training, and email messages.  These delivery methods have various challenges, including 

financial costs, time to implement, and time to deliver the content.  This study evaluated 

three delivery methods to determine which is the most effective in changing employee 

behavior.  Employees’ knowledge of terminology or content was not evaluated.   Instead, 

this study measured their response to test emails that appeared to be malicious phishing 

emails.  All three delivery methods were found to improve the employees’ responses to 

be more secure. 
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Chapter I 

Introduction 

 The use of information technology (IT) at colleges has significantly increased 

over the last two decades.  Information technology includes desktop computers, laptops, 

applications, servers, network infrastructure systems, and any other technology used in 

the storage, retrieval, and modification of digital information.  IT has “become an integral 

part of the college experience with instructors using technologically driven instructional 

tools such as virtual chat rooms, web-based instruction and online practice tests” 

(Huffman & Huffman, 2012, p. 583).  College employees, both faculty and staff, have 

integrated technology to enhance their instruction practices and to manage administrative 

college functions.  This includes student registration, financial aid, and classroom 

management data for students and employment data such as salary, personally 

identifiable information, and health information for employees.  Furthermore, colleges 

use the internet to expand their coverage and offer students the added benefit of flexible 

learning times.  For example, almost all U.S. states have online college learning 

opportunities, including full-time online schools, blended learning, and open educational 

resources (U.S Department of Education, 2014).  

Along with the increased use of information technology, college administrative 

departments “possess an enormous and growing volume and variety of information about 

students, employees, applicants, alumni, and their families” (Cate, 2006, p. 20).  Because 

of the data retention requirements, college administrations are expected to comply with 

federal, state, and institutional regulations and policies regarding the steps employees 

should take to protect the information from intentional or accidental unauthorized 

disclosure, alteration, or deletion.  One law specific to student information is the Family 
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Educational Rights and Privacy Acts (FERPA), which aims to protect student 

information, including grades and personally identifiable information (PII).  Another 

regulation is Payment Card Information (PCI), which is an industry standard used by 

credit card processing companies that defines minimum security standards for systems 

that send and receive credit card information.  Most colleges process credit cards for 

tuition, books, fees, and other conveniences so they are expected to be PCI compliant.  A 

third regulation is the Health Insurance Portability and Accountability Act (HIPAA) that 

requires institutions, that retain the health information for any person and to provide 

additional security protections to prevent the disclosure of personal health information 

(PHI).  Additionally, most states have minimum data security regulations that are 

applicable to colleges.  One of the requirements of the regulations mentioned is that 

organizations have a security awareness program to “ensure end users are made aware of 

their information security responsibilities and various safe computing and data security 

practices and related threats to privacy” (Lobato, 2013, p. 1).  

Information Technology Security Risks at Colleges 

Sensitive information is targeted for theft because criminals that operate in the 

digital realm can sell it for financial gain.  The type and amount of sensitive information 

stored on college systems make colleges targets for online criminal activity.  “More than 

1.5 million records were disclosed by educational institutions in 2012” (Coffman, 2014, 

p. 1).  Criminals steal identities and ruin personal finances through the theft and later 

misuse of personal information.  The stolen information can be used to make fraudulent 

purchases or to create false identifications.  Additionally, some personal information 

(such as health and academic information) could be used to embarrass or harm 
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individuals if disclosed without permission.  This risk drives the need for strong data 

security practices as the loss of this information can negatively affect the reputation of a 

college and result in legal and financial implications.   

IT Security Specialists Protect Information 

It is the responsibility of IT security specialists to develop and implement security 

strategies to minimize the likelihood of a successful attack by cyber criminals.  Security 

specialists ensure that information technology systems and software applications at 

colleges are configured to create layers of security around sensitive information.  One 

layer of security is implementing user authentication when accessing systems, usually in 

the form of a user name and password.  The specialists work with system administrators 

to configure software application and system access such as human resource systems, 

registration databases, and financial aid applications, to require employee authentication 

and to block outside access to anyone who is unable to provide authorized credentials.  

Criminals identify the weakest point in the security of an IT system and target 

their resources to that vulnerability.  Organizations worldwide are spending time and 

money to prevent cyber criminals from accessing systems, but the hackers are turning 

their attention to employees, who are easier to exploit (McCluskey & Fernandes, 2015). 

The hackers have a variety of tools and techniques to attack systems ranging from high-

tech, complex intrusion tools to simple social engineering techniques including phishing 

emails.  Social engineering is an attempt to manipulate a person into divulging personal 

or sensitive information (such as their passwords).  Phishing emails are messages sent by 

criminals that can be used to entice or scare employees into clicking on embedded 

hyperlinks that lead to fake websites that ask employees to provide their login credentials, 
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user name and password, which may be used later by the criminal to access a system 

without permission.  “Phishing emails pose a serious threat to electronic commerce 

because they are used to defraud individuals and financial organizations on the Internet” 

(Almomani, Gupta, Atawneh, Meulenberg, & Almomani, 2013, p. 2070).  Criminals may 

send several targeted phishing emails to employees at a college with the objective of 

getting at least one employee to click an embedded link, which will lead them to a fake 

website posing as a legitimate and known website.  If the employees have not seen any 

indication that the website is fake, they might attempt to login using their user name and 

password.  If the user attempts to login, the criminal’s website may reject the login 

attempt and display an innocuous page, such as a notice that the website is unavailable, to 

avoid arousing suspicion.  However, the criminal would now have a copy of the 

employee’s user name and password.  The criminal could then gain access to the actual 

college application or system using the employee’s stolen credentials.  Even though 

direct attacks on the network using elaborate network attack methods may yield sensitive 

information for the criminal, direct attacks require more knowledge and time than simpler 

social engineering attacks.  Therefore, criminals are more likely to use phishing emails to 

gain initial entry into a college network.  “The hackers are doing more reconnaissance on 

their victims, culling the internet and social media sites, such as LinkedIn, for tidbits of 

personal and professional,” which can be incorporated into targeted messages to 

employees (McCluskey & Fernandes, 2015, p. 1). 

Impact of Awareness, Training, and Education on Users 

There are three IT security strategies to minimize the likelihood of a successful 

attack: implementing tools, establish standards through documented policies, and training 
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users on how to behave to protect information.  IT system administrators working with IT 

security specialists, commonly implement tools to block direct network intrusion 

attempts.  College leaders often write and approve policies that require compliance with 

security processes.  However, employees should also be made aware of how to act when 

working with computers since they have direct access to these systems and criminals are 

more likely to target the employees directly.  NIST Special Publication 800-50 describes 

“an effective IT security awareness as one that explains proper rules of behavior” while 

using IT systems (p. 7).  In order for security awareness to be effective, it needs to direct 

employees to adopt appropriate behaviors in response to hacker methods of attack such as 

social engineering.  It does not need to focus on teaching terminology or provide 

technical information on how systems work to employees.   

Delivering Security Awareness Information 

There are several ways to deliver security awareness training materials to 

employees.  One method is through in-person training, a traditional method of delivering 

information to employees.  This type of training may be delivered at a face-to-face 

session with an instructor providing a presentation or lecture to employees as part of a 

new-hire orientation or professional development session. In-person training allows for 

interaction with the employees, which gives them the opportunity to ask follow-up 

questions.  However, it can be time-consuming and costly to get an instructor in front of 

each employee to deliver the awareness information. 

A second method of delivering security information is through online computer-

based training.  This can be video-based, where the viewer watches and listens to 

information provided in a video presented on a computer, to a more interactive training 
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through an application or website.  The advantage of using online computer-based 

training is it takes the least amount of time for the security staff to setup and maintain 

once the system is configured, and employees are given the flexibility to complete the 

training on their own schedule.  Additionally, employees are tracked electronically to 

ensure they comply with any training requirements.  This delivery method may have a 

lower cost than in-person training if the employees are already using computers as part of 

their job and the online training program costs less than paying an instructor to conduct 

in-person training.  Nevertheless, computer-based training also has several limitations.  

One significant limitation is that there is no live interaction between an instructor and the 

employees which prevents the employee from receiving immediate feedback to any 

questions they may have.  In addition, the information may become outdated and may 

require frequent updates by the security staff depending on the topic.   

A third method is through email messages.  Email messages are composed of 

“written and printed resources usually intended to be taken away or distributed to 

members of a target audience” (Gobind & Ukpere, 2014, p. 741).  Emails can be used to 

send electronic alerts or notices with general information about possible phishing email 

attempts, or specific messages to avoid and delete.  Attfield and Blandford (2011) studied 

the effectiveness of using this delivery method and found that emails can be effective 

when they are properly formatted and detailed source information is readily available.  A 

limitation of using email is that some employees use their inboxes like to-do or task lists.  

Too many security messages can overwhelm employees to the point that they start 

ignoring the information, and insufficient information may result in employees not taking 

the necessary action to stay safe. 
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Measuring Effectiveness of Delivery of Security Awareness 

College leaders benefited by learning which of the three delivery methods are the 

most effective in changing employee behaviors to be more secure.  The challenge for IT 

security professionals is to determine which delivery methods are effective in changing 

employee behavior to act in a more security minded way when faced with a social 

engineering attack from a criminal.  Each of the three methods has a cost and time 

impact, depending on the employee population and size of the college.  College funding 

may be limited so it is important that the delivery method selected is effective enough to 

make a positive change in employee actions, without being the highest cost when 

compared with other methods.  The way an employee responds to a phishing email, a 

commonly used social engineering method used by hackers, directly impact the security 

of the data stored on the college IT systems.  This study measured the effectiveness of 

three delivery methods by comparing the responses of employees to a phishing emails 

prior to receiving any awareness information to their responses to a similar phishing 

email after they receive the training.   

Statement of the Problem 

 Effective security awareness programs can benefit colleges by being used to 

modify the behavior of employees to better protect sensitive information.  One of the 

most common vulnerability methods used by criminals is the delivery of phishing emails.  

This study measured employee response to receiving a phishing email prior to and after 

receiving security awareness information.  The awareness information was provided 

through (1) in-person training, (2) online video training, and (3) email training.  The goal 

is to determine which delivery methods are effective in changing employee behaviors.   
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Purpose of the Study 

 This study compared the effectiveness of three methods of content delivery of 

security awareness material.  The three delivery methods are in-person training, online 

video training, and email training.  The researcher measured the effectiveness of each 

delivery method by scoring the employees’ behavior in response to receiving a phishing 

email before receiving any training, called a pre-test score.  Their responses were 

measured again after the employee received training through one of the three delivery 

methods or no training, called a post-test score.  During the study, the employees were 

not aware during the study that the fake phishing emails were a part of a test. 

Research Question 

 What is the effectiveness of security awareness training on avoiding phishing 

emails among college employees receiving in-person, online video, or email training as 

measured by the employees’ responses to fake phishing emails? 

Significance of the Study 

 Most studies that evaluated security awareness training content delivery methods 

evaluated the results based on an employee’s ability to answer knowledge-based 

questions concerning the content, such as through a quiz.  They did not analyze whether 

the content changed an employee’s behavior to make better choices in the future when 

faced with an opportunity to apply security knowledge.  This study measured an 

employee’s response to a situation that appeared to be an actual security attack in the 

form of a phishing email. 

Definition of Terms 

Application: A software program hosted by an information system. 
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Assurance: Confidence that the security goal has been met when using a program or 

performing a user action. 

Attack: An attempt to either gain access to a system without permission or to disrupt a 

service. 

Hacker: An individual or group that attempts to compromise a computer user to steal 

information, modify information without permission, or deny users access to systems. 

Phishing email: Email that appears to come from a legitimate sender but is actually an 

email from a malicious attacker, designed to trick the employee into providing their 

personal information, such as login user name and password. 

Security alert: Notification that a specific attack has been directed at an organization and 

the actions that should be taken to reduce the impact of the attack. 

Security risk: A measurement of the likelihood that an attack will be successful based on 

the level of the threat and the level of the vulnerability of the system. 

Limitations 

 This study measured changes in behavior, if any, of employees at one community 

college in a major metropolitan area.  This college represented a diverse group of 

individuals, but it is located in one geographic metropolitan area.  Although the results 

cannot be applied to every college, they do represent a cross section of an urban area with 

varying educational, racial, socio-economic, and cultural backgrounds. 

Summary 

This chapter contained information on the problem of IT security and that 

employees need effective security awareness training that will modify their behavior to 

respond in a way that will reduce the security risk from phishing emails.  The remaining 

chapters of this paper are organized as follows: 
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Chapter 2 contains a literature review of the research on the data security risks at 

colleges, security awareness training, and content delivery methods that could be used to 

train employees.  It starts with information about the technology used at colleges and the 

known security risks to information technology environments.  It then describes the 

importance of good security awareness programs and the training delivery methods 

available to encourage employees to modify high-risk behaviors. 

Chapter 3 is a description of the methodology used to evaluate the employees’ 

behavior in order to answer the research questions. It describes the following aspects: (a) 

research questions, (b) population and sampling method, (c) data collection procedures, 

(d) data analysis procedures, and (e) statistical analysis. 

Chapter 4 contains the results from the research after delivering the pre-test and 

post-test email and delivering the training sessions online, in-person, and through email.  

This chapter includes the statistical analysis of the results used to determine if a training 

method is effective in modifying employee behaviors. 

Chapter 5 contains the discussion and conclusion of this paper.  It includes a 

discussion of the results, limitations of this study, potential implications for training, and 

ideas for future research. 



 

 
 

Chapter II 

Review of the Literature 

 Information technology is a key part of the success of most colleges.  It is not 

only used in traditional classrooms for presentations and management of student 

information (such as attendance and grades), but also in hands-on classes from 

laboratories to vocational training.  Unlike businesses and other organizations, 

information technology departments that support academia, are directed to make the 

connections and the flow of communication as open as possible in the name of academic 

freedom and to enable student success.  However, the openness of the system entices 

criminals to attempt to gain unauthorized access and steal any sensitive information 

stored on the system.  This can lead to a significant financial burden and risk of litigation 

on the school and possibly the taxpayer, in the cases of local or state schools.   

Target Rich Environment for Cyber Criminals 

Cyber criminals target colleges because their networks are considered to be fertile 

grounds for both stealing personal information and accessing additional technology 

resources to further their exploits.  There are several reasons that lead to this condition.  

First, college employee and student access to systems and applications as well as to 

online content, is more open than other organizations. Much of this stems from the 

overarching philosophy at schools that “academic freedom is the essence of academic 

culture” (Kam et al., 2013, p. 8).  As a result, networks are more accessible compared to 

other organizations in order for educators to deliver content with as little impedance as 

possible.  Academic leaders often assert that information restrictions, whether through 

policy or technology, can impede the educational process. Some computer security 
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experts “agree that universities are among the least IS [information system] secured 

environments” (Rezgui & Marks, 2008, p. 241).   

This openness has resulted in a shift of some of the security responsibility from IT 

security specialists to the college employees themselves to manage their own personal 

behaviors while online.  Since technology is constantly changing, IT professionals have 

to keep employees informed of the changes in order to protect the data from hackers and 

criminals.  “Responsibility for security . . . of an information system has shifted from the 

. . . security personnel to the system user, who is perhaps the least trained or experienced 

in security matters within an organization” (Grant, 2010, p. 2).  However, IT security 

specialists cannot completely abandon their data protection responsibilities and should 

ensure that employees clearly understand their role in data security.  In fact, a strong user 

awareness program is one part of the five framework core functions, as outlined in the 

NIST Cybersecurity Framework (p. 14).  This is same requirement found in other 

security standards that colleges should be compliant with including FERPA, PCI, and 

HIPAA. 

Second, technological advances in recent years have increased the network 

connectivity and interaction with other users on the internet for even the most novice 

computer user.  Employees work and live online, more now than in the past and they are 

active online for longer periods of time.  Students and employees use information 

technology to not only connect with family, friends, and colleagues, but also for “taking 

online courses, using the blackboard system, using e-mail, accessing social networks and 

using their smart phones, iPads, and PCs” (Kim, 2014, p. 115).  The increased 
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connectivity and openness increases the risk that a computer user at a college will expose 

the college’s sensitive data to hackers. 

Third, there is a significant amount of target-worthy personal information stored 

on college computer systems.  Cybercriminals pursue financial information and 

intellectual property information to sell on the black market. A recent study found that 

25% of 162 universities sampled, put student and parent financial data at risk (Halock 

Security Labs, 2014).  This included personal identification, financial status, and health 

information collected from financial aid forms.  Additionally, colleges are leading the 

way in research areas that could result in the storage of intellectual property data.   

Financial Impact of Online Criminal Activity 

In 2014, the average cost for each lost or stolen record increased in one year from 

$201 to $217.  “The total average cost paid by organizations increased from $5.9 million 

to $6.5 million” (Ponemon Institute, 2015, p. 1).  Even with these numbers, some 

organizations view security awareness programs as ineffective and therefore not 

important.  “In 2008, less than half of organizations provided employees with ongoing 

security awareness training” (Paulsen & Coulson, 2011, p. 38).  Additionally, there have 

been several high-profile college data loss events in the news, including the unauthorized 

access to nearly 200,000 electronic records containing student social security numbers at 

the University of Texas, and the theft of a laptop from the University of California, 

Berkeley, compromising the names and social security numbers of 98,000 students.  

Regrettably, even high profile cases with substantial costs have not changed some 

employees’ attitudes.  They tend to view college as a place for knowledge creation and 

not for information security, even though there are laws, regulations, and policies to 
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protect students and employees of the school system (Kam, Katerattanakul, Gogolin, & 

Hong, 2013). 

Policies and Tools Are Insufficient 

Even though information technology departments manage security technologies, 

such as intrusion detection systems and firewalls, which can prevent and detect an outside 

attack, the overall responsibility for data security is shared with employees.  College 

leaders have an expectation, realistic or not, that employees will adhere to the IT security 

policies.  Examples of security policies include choosing an appropriate password and not 

sharing their account login information (Ng, Kankanhalli, & Xu, 2009).  It is important 

for employees to understand that they share the responsibility to protect data security as 

IT departments cannot completely control and manage their access to sensitive data.  

Under some conditions, employees have the ability to access data without complying 

with security policies and that, in turn, exposes systems to security risks. With some 

applications, authorized employees will have the ability to bypass or minimize security 

protection technologies counter to the processes and tools configured by IT specialists.  

In some situations, the only data protections available are the actions of the end user.  

Since some data protection situations depend on their employee’s actions, colleges should 

have effective security awareness programs to educate employees about how to behave 

online.  As security awareness researchers have learned: “Security awareness is the 

degree of understanding of users about the importance of information security and their 

responsibilities and acts to exercise sufficient levels of information security control to 

protect the organization’s data and networks” (Shaw, Chen, Harris, & Huang, 2009, p. 

92). 
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College students are a significant point of weakness, as they are often the most 

inexperienced online users but have easy access to data-rich systems.  In one study, 34% 

of students surveyed admitted to misusing school technology, such as inappropriately 

accessing restricted data or copying software without permission (Cronan, Foltz, & Jones, 

2006).  They observed that “upperclassmen, students with more experience, and students 

in computer-related majors all report committing more misuse than others” (Cronan, 

Foltz, & Jones, 2006, p. 86).  Even with detailed policies stating what employees may 

and may not do with their computer systems, research suggests that students who read the 

policies actually misused computer systems at a higher rate (Cronan, Foltz, & Jones, 

2006).  Thus, it demonstrates that IT policies do not stop misuse.   

Students disregarding the security policies can be attributed to a lack of 

appreciation for how they themselves directly affect the security of their own 

information.  Olusegun and Ithnin (2013) determined that “people are the key and the 

answers to information security . . . [meaning] people can breach information security 

and they can also secure it” (p. 8).   Unfortunately, Kim (2012) surveyed students and 

found that even though they are more frequent users of technology than most of the 

population, “students seemed not well aware of some security topics” and they “believe 

that their personal information and systems are sufficiently protected” (p. 122).  This 

false sense of security creates a security gap when college administrations and their 

respective information technology departments, depend on users to act appropriately 

online as one layer in the defense of protecting sensitive information from criminal 

hackers. 
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Issues with Current Awareness Programs 

Many organizations, including colleges, do not have a security awareness 

program, and the programs of organizations that do have them, are often unsuitable for 

the average user.  Only 46% of respondents to the 2014 U.S. State of Cybercrime report 

say they provided security training to new employees, and only 44% said they provided 

periodic awareness training to employees.  The low percentage is a result of the belief by 

some decision makers that security awareness programs are not an effective use of time.  

Additionally, some colleges provide a security awareness program only to fulfill a 

regulation requirement; therefore, it may not provide sufficient training for current or 

emerging security threats.  Another critical factor in the success of a security awareness 

program is support of the program by college leadership.  Unfortunately, some managers 

fail to see information security as added value to the overall success of the business or 

organization (Grant, 2010, p. 7).  Because of these attitudes towards security awareness 

by leaders, IT security awareness content designers are challenged to present security 

awareness information in a way that both captures the employees’ attention and changes 

their behavior as desired (Olusegun & Ithnin, 2013).   

Good security awareness programs need to account for the culture of the 

organization and provide practical advice that the majority of the employees can use.  

Manke and Winkler (2013) interviewed and analyzed the surveys from Fortune 500 

security practitioners about their security awareness programs.  They found that one 

important task prior to starting a security awareness program is to make sure the security 

trainers know the organization’s culture and how its users view security. This suggests 

that the content should be relevant to the employees.  “The programs that were 
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determined to be least successful . . . represented a random set of topics that were either 

driven by vendor provided material or were created from a random list of topics chosen 

by the awareness staff” (Manke & Winkler, 2013, p. 27). 

Trainers should present information on specific security issues in a way that will 

“create total awareness that will change the perceptions of people thinking and ultimately 

their reactions when it comes to information security” (Olusegun & Ithnin, 2013, p. 1). It 

is important that employees understand their role in protecting sensitive data.  Their 

actions, such as creating strong login passwords and not clicking on links in suspicious 

emails, can stop the majority of attacks, and this information should be provided through 

a security awareness program.  Historically, colleges, even more than other organizations, 

do not offer much in the way of security awareness training.  In fact, only a third of 

institutions surveyed by EDUCAUSE had a security awareness program and just slightly 

more than a quarter have published IT security-related policies (Rezgui & Marks, 2008). 

IT security is a complex topic.  Some awareness programs focus on technology 

details to the extent that the average user can get lost, especially in the short period of 

time set aside for awareness training.  Employees will neither retain nor follow 

recommendations if the information is too hard for them to understand and apply.  The 

fact that the IT departments of colleges usually create the security awareness content 

internally, may lead to complicated awareness programs.  Technical terminology that is 

comfortable to them may be off-putting to others.  Some programs have “terminology 

ambiguity . . . no common understanding of the security awareness ultimate goal,” and 

the methods used to achieve security awareness are not suitable (Wolf, Haworth, & 

Pietron, 2011, p. 10).  As a result, security awareness programs have a challenge to 
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bridge the gap between “perception and behavior” (Shaw, Chen, Harris, & Huang, 2009, 

p. 92).   

 Trainers should present awareness information in such a way as to get the 

employees to learn the information without boring them.  “Users are not motivated to 

read about security in general . . . [and] security is a secondary task” (Kumaraguru, 

Sheng, Acquisti, Cranor, & Hong, 2010, p. 7:2).  When presented with just awareness 

information, employees may become more paranoid and assume most, if not all, emails 

are phishing email threats.  “It is difficult to teach people to make the right online trust 

decision without increasing their tendency to misjudge nonthreats as threats” 

(Kumaraguru, Sheng, Acquisti, Cranor, & Hong, 2010, p. 7:2). 

Designing and Building a Security Awareness Program 

 The latest federal standard on building security awareness and training programs 

is the National Institute of Standards and Technology (NIST) Special Publication 800-50.  

It defines learning as a continuum.  “It starts with awareness, builds to training, and 

evolves into education” (Wilson & Hash, 2003, p. 7).  First, ‘awareness’ refers to content 

that grabs the attention of a user and alerts them to security areas of concern.  It is not, 

however, the same as ‘training’ which provides users with the skills and an understanding 

of how specific IT security systems work.  Employees can learn how to complete specific 

tasks.  Finally, education is a formal degree program at a college or university and can 

also include other formal certificate programs.  Education is a combination of at least 

several classes or courses in the same subject area. 

Security specialists should determine the best way to create security awareness 

information that employees can 1) understand, and 2) is persuasive enough to change 
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employee behaviors.  The content owners, usually college IT security specialists in the IT 

department, evaluate how to customize the content for their specific colleges’ employees, 

keep the content up-to-date, make the content meaningful enough to convey urgency, and 

utilize different online training systems to develop a security awareness program (Shaw, 

Chen, Harris, & Huang, 2009, p. 99).  Security specialists must also select one or more 

appropriate delivery methods to bring the content to the employees once the content has 

been selected.  Security specialists have several options.  Trainers can deliver traditional 

in-person training such as at a newcomers’ orientation meeting or in a classroom setting.  

Also, newer technologies have also made it possible to deliver training online.  However, 

it is challenging for larger organizations to determine the most effective delivery method 

in which in-person training method may not be feasible because of the size of the 

organization.  Even though several security vendors are producing security awareness 

programs, and even moving from online audio and videos only, to media rich and 

interactive websites (Shaw, Chen, Harris, & Huang, 2009), online delivery method has 

not been extensively compared against in-person delivery method in changing user 

behaviors to respond to security risks with data protection in mind. 

Evaluating Security Awareness Training 

 Information security consists of three components: knowledge, attitude, and 

behavior.  Providing knowledge is the easiest of these three components, as trainers can 

provide information on good security practices as part of an employees’ work 

requirement.  Attitude is how a user views a particular security issue or problem.  

Attitude can be more difficult to manage compared to providing knowledge, but it can be 

accomplished through presentation of content and stories that discuss actual security 
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incidents.  The hardest quality to change is a person’s behavior.  Employees should be 

convinced that changing something they do on a regular basis can improve an entire 

college’s security posture (Golkarnarenji & Ali, 2012, p. 40).  A security awareness 

educator should first understand the current knowledge, attitudes, and behaviors of the 

employee population before a change in the training methodology are recommended.  

This can be accomplished through surveys, interviews, and focus groups.  Grant (2010) 

used surveys to measure behaviors and found that even after users went through required 

security awareness training, approximately 40% still engaged in inappropriate security 

practices.  “These results imply that the participants are either ignoring their training by 

engaging in poor security practices or the security training provided did not raise their 

security-awareness level to prevent such poor practices” (Grant, 2010, p. 72).  

Unlike security education, security awareness is “intended to focus attention on 

security and to change attitudes” (Okenyi & Owens, 2007, p. 310)  Security awareness 

should have two equal parts.  The first is providing “accurate, current, and appropriate 

knowledge of policy to individuals” (Wolf, Haworth, & Pietron, 2011, p. 10).  The 

second part is delivering the content in a way that causes employees to change their 

behavior.  Wolf et al. (2011) found that four interventions applied over a defined period 

of time, increased security awareness in password policy compliance from 44 to 60 

percent. The interventions used a combination of in-person visits, email reminders, and 

posters to attempt to modify behavior and have the user change their password to be in 

compliance with the password complexity requirements.  The most change came from the 

first in-person visits, though.  The second through fourth interventions only added a two 

to four percent increase in compliance.  Other studies of security education programs 
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found that the better programs balanced the content between theory and hands-on 

practices.  Researchers also indicated that programs should include social, ethical, and 

legal aspects of information security (Casmir, 2005). 

Challenges Measuring Compliance 

Most security awareness research involves researchers evaluating the users’ 

perception of security or their knowledge of good security practices instead of measuring 

any behavior changes of the users.  It is more important from a practical point of view to 

understand if employees behave with security in mind because of receiving security 

awareness training.  Ng, et al (2009), noted that “computer behavior involves more than 

just the adoption of technology . . . computer security behavior also includes other 

behaviors such as the choice of strong passwords, regular backing up of data, and 

exercising caution with suspicious email attachments.” (p. 816).  Employees’ behavior 

regarding securing sensitive information is more important to measure than their 

knowledge of security concepts.  Some models used to evaluate effectiveness include 

those borrowed from the healthcare field.  Ng et al. (2009) described the protection 

motivation theory as a way to explain a person’s coping behavior in response to a 

threatening healthcare event.  It is more important for users to change their behavior to 

reduce their security risk profile than it is for them to understand the reasoning behind 

why they should behave differently.  Adopting the concept of the similarities between 

protective security behavior and preventive healthcare behavior expands the research into 

healthcare awareness studies. 

IT security specialists strive to change the security culture to guarantee that all 

employees understand and actively participate in, best security practices in order to create 
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a “holistic information security program wherein users actively support security instead 

of hindering it” (Paulsen & Coulson, 2011, p. 38).  Security should be a habit that 

everyone integrates into their work and they all sees a way to protect both themselves and 

the college, not as a hindrance to work.  Paulsen and Coulson (2011) believed that one 

good way to motivate users was to track key security characteristics on security metrics.  

This could include password strength, time spent on suspicious websites, reporting of 

suspicious activity, and the number of viruses detected.   

 Trainers determine the success or failure of security awareness information by 

directly measuring whether a particular security feature is in compliance after an 

employee interacts with it. For example, Wolf, Haworth, and Pietron (2011) measured 

compliance with awareness training by attempting to crack account passwords following 

four different interventions.  They measured the number of passwords they were able to 

decrypt following each awareness method.  The first intervention was a live presentation, 

the second was an email, the third was a popup box during the users’ login, and the fourth 

was a poster.  The first two interventions included information about the password policy, 

an explanation of the policy, and examples of good and bad passwords.  The third and 

fourth intervention contained less information and were designed to remind the users to 

change their password to something that complied with the policy.  The authors reached 

several important conclusions.  First, there are different definitions of security awareness. 

Second, measuring the change in behavior is an accurate assessment of change.  Third, a 

large number of users do not voluntarily comply with policies.  Finally, they concluded 

that there was a diminishing impact on behavior following each subsequent intervention.  

However, one thing they were not able to conclude was which method had the greatest 
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impact on changing behaviors because the design of the study applied each intervention 

sequentially, and then measured compliance for all users after each intervention. 

Mahabi (2010) reviewed several programs that used a strict punishment system 

for users who do not adhere to policies after receiving security awareness training on the 

policies.  “Although the aim of having security policies is good, more focus should be on 

how these policies are implemented.  The focus of punishing users for not adhering to 

security policies should not override the importance of educating users about security 

issues” (Mahabi, 2010, p. 16).  Instead of punishments that only have some effect on 

deterring misuse, Mahabi stated that security trainers should look to non-punishment 

approaches to reinforce positive security behaviors.  Users are first educated on their 

responsibilities, especially if they work with sensitive information.  Second, they should 

understand the “possible consequences of their behavior” (Mahabi, 2010, p. 20). 

Measuring Responses to Phishing Emails 

Nonetheless, not all tests effectively measure a user’s ability to comply with a 

policy and to defend the security of a network.  One assessment used by Anandpara et al 

(2007) concerned a new measurement tool called a phishing IQ test.  The test measures a 

user’s ability to detect a phishing email from among legitimate emails (Anandpara, 

Dingman, Jakobsson, Liu, & Roinestad, 2007).  The study showed that when a user 

knows that they are being tested, they are more likely to state all emails appear to be 

phishing.  Anandpara et al. (2007) found that these types of tests only measure an 

increase in concern or fear, and not an increased ability to detect phishing emails.  The 

tests themselves made users more paranoid, rather than teaching them how to distinguish 

phishing emails from legitimate emails.  One limitation noted was that the users were 
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aware of the purpose of the study during the evaluation, and that may have influenced the 

results.  Even though users were better able to judge phishing websites after the training, 

the false positives, the measurement of when a user misjudged a legitimate website to be 

a phishing site, increased from 3% to 41%.  Kirlappos and Sasse (2012) attempted to 

educate users on how to look for trust symbols on websites to identify safe ones.  One 

possible reason for the increase was that users largely ignored training information, 

because they did not understand the information. 

Kumaraguru, et al. (2010) study measured a user’s ability to recognize phishing 

emails using a training tool, ‘Phishguru’.  Phishguru was embedded in the email system 

and periodically sent out training or fake emails, to train users as part of their normal 

routines online.  The system provided training information if the user clicked on the fake 

messages.  There were two messages, one text graphic based and the other a comic strip.   

Both were successful in reducing both false positives and false negatives, but the comic 

strip was more successful.  Comments from the users led the researchers to believe this 

was because there was less to read on the comic strip and it was more engaging.  The 

researchers measured the retention of the information up to one week after the training. It 

is beneficial to study the comparison between different security awareness formats and 

measure which has the greatest impact on security behaviors without the users knowing 

that their response is part of a study.  One cause of false positives might be that when 

users are aware they are being tested, they begin to assume that all email is suspicious.  

By not knowing that their responses were being tested, it is there should be fewer false 

positives and therefore a more accurate measurement of the ability of the training to be 

used to modify users’ behavior. 
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Methods of Delivering Training 

Quagliata (2010) found that the largest factors in increasing perceived security 

effectiveness for the surveyed users of security awareness programs are (1) the delivery 

method of the training, (2) monitoring for compliance, and (3) the overall culture of the 

organization (Quagliata, 2010, p. 34).  That study reviewed five content delivery 

methods: a blog, a newsletter, email, online/e-learning, and leader-led training.  The 

researcher found that user training had a positive impact on security effectiveness, as the 

training not only improved the knowledge of users but based on interviews, found that 

user training was also associated with organizations with a strong security culture. The 

three most common methods of delivering security awareness content to employees are 

online, in-person, and email.  The reasons for using different delivery methods are (1) 

because trainers believe that employees respond to different types of training content, (2) 

the cost of the training mechanism, and (3) the availability of resources to deliver the 

content.  Yet, research in the area of security awareness has not shown if different 

methods are more or less likely to change employee behavior or educate employees 

significantly, when compared to having no awareness training. 

In-Person Delivery.  In person, or face-to-face training, resembles a traditional 

classroom with an instructor providing the information and employees physically present 

to learn the content.  One advantage is that, if led by an IT expert, their position of 

authority on the subject matter will “improve employees’ information security aware 

behavior” (Quagliata, 2010, p. 43).  One study found that in-depth interventions utilizing 

not only face-to-face instruction but also an open forum where individuals could discuss 

security awareness concepts resulted in changed attitudes, as indicated in surveys taken 
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one month before the intervention, then two follow-up surveys one month and six months 

after the intervention.  The study conducted by Albrechtsen and Hovden (2010) 

“emphasised employee participation, collective reflection, group-work and knowledge 

sharing at an organizational level” (p. 443).  The informal atmosphere established by the 

researchers helped the participants to feel comfortable enough to open up about their own 

experiences and problems with security topics (Albrechtsen & Hovden, 2010).  

Unfortunately, studies like this are limited in that they only measure changes in attitudes 

and knowledge.  They do not validate if the training actually changed employee 

behaviors in terms of applying security principles. 

There are several disadvantages to in-person training, one of which is that in 

typical staff development training, there are many more ‘students’ than instructors.  It is 

not realistic that a college would have a high enough ratio of IT experts to the college 

employee population to make in-person delivery effective.  Another is that one security 

awareness presentation “can only provide a static cross-section of information security” 

and cannot be easily updated with new information and disseminated to a large audience 

in a short amount of time (Quagliata, 2010, p. 43).  Finally, the size of the college can 

make it impractical for the trainers to deliver the content to everyone. 

Online Video Delivery.  Online video training may be more advantageous than 

in-person training because it allows for greater flexibility when training large groups of 

employees, and content can be provided in shorter, but more frequent sessions or 

modules.  Content can “be tailored to meet an organisation’s specific requirements . . . 

and appropriate course content is key for the efficient use of time budget” (Toms, 2010, 

p. 395).  Shaw et al. (2009) noted that the delivery method should be a mix of interesting 
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visuals with media rich content to include “interactivity, adaptability, social learning, 

convenience, and instant feedback” (Shaw, Chen, Harris, & Huang, 2009, p. 99).  

However, it should not be overcrowded with graphics and media or it could have a 

negative effect on effectiveness of the training for the user.  They found that the most 

effective online delivery method is hypermedia, interactive graphics, audio, video, text, 

and hyperlinks that are all intertwined to create an open training program where users can 

jump around to topics of interest (Shaw, Chen, Harris, & Huang, 2009).   

Email Delivery.  The simplest method of providing security-relevant information 

is through email.  This is an inexpensive method of delivering information to a large 

population in a short amount of time.  However, if not properly formatted, it can get lost 

in the ever-growing inboxes of most employees (Attfield & Blandford, 2011).  

Employees may overlook the information as it can blend in with other email messages 

with no particular way to make it stand out.  Even if it is seen, the full contents of the 

email may not be read and understood leaving the employee unaware of the risks. 

Summary 

This chapter contained a review of the literature available on security awareness 

training and content delivery methods available for training.  It started with information 

about the use of technology at colleges and the known security risks to information 

technology environments.  It then described the importance of good security awareness 

programs and the delivery methods used to convince employees to change high-risk 

behaviors. 

Chapter 3 is a description of the methodology that will be used to evaluate the 

employees’ behavior in order to answer the research questions. It describes the following: 
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(a) research questions, (b) population and sampling method, (c) data collection 

procedures, (d) data analysis procedures, and (e) statistical analysis. 

 



 

 
 

Chapter III 

Methodology 

 The purpose of this study is to identify which security awareness training delivery 

methods, have a positive impact on changing employee behavior in identifying and 

avoiding phishing emails.  The responses by the employee can range from clicking on 

phishing email links and typing in their password on a fake website (most risk) to 

ignoring or deleting phishing emails (no risk) to forwarding the email to the college 

security team (best response).  A pre-test post-test design was used to measure the 

employee behavior.  This design was used “primarily for the purpose of comparing 

groups and/or measuring change resulting from experimental treatments” (Dimitrov & 

Rumrill, 2003, p. 159).  Specifically, this chapter describes the following: (a) research 

questions, (b) population and sampling method, (c) data collection procedures, and (d) 

data analysis procedures. 

Research Question 

 What is the effectiveness of security awareness training on avoiding phishing 

emails among college employees receiving online computer-based, in-person, or email 

training as measured by the employees’ response to fake phishing emails? 

Dependent variable (DV).  The dependent variable is the employees’ response 

upon receipt of a fake phishing email in their email inbox.  This study measured the 

response of each employee prior to and after receiving the training material. 

Each employees’ response to the phishing email was scored on a scale of one to 

five defined as: 

1) Entered their login credentials (user name and password) on the landing page 
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2) Clicked the link in the email 

3) Opened the email but did not respond 

4) No response (ignored or deleted the email) 

5) Forwarded the email to the security department as suspicious 

Responses 3, 4, and 5 are acceptable responses with low risk to security. Opening 

the email alone does not expose the employee to any criminal activity, but it is not 

recommended in case any embedded links are inadvertently opened. Response 5 is the 

best response as it means that the employee realized that the email looked suspicious and 

forwarded it to the IT security department.  Responses 1 and 2 are deemed unacceptable 

responses and response 1 represents a complete failure.  If the employee goes beyond 

clicking on the link and actually attempts to login to the fake website, it would represent 

a loss of their password to a criminal if it had been an actual phishing email.  Response 2 

is moderate risk because even though the employee did not provide a password, the 

computer was exposed as a potential target for future activity.  Response 1 is the riskiest 

response as it would provide an attacker with employee login credentials, and the attacker 

would not need to take any further action to compromise the employee. 

Independent variable 1 (IV1).  Independent variable 1 is the delivery method of 

training.  Users will either receive no training between the pre- and post-test or they will 

receive security awareness training material delivered through one of the following 

means: 

1) Online video training; 

2) In-person training; or 

3) Email training 
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Independent variable 2 (IV2).  Independent variable 2 is the type of 

employment of the employee.  The four categories are 1) full-time faculty, 2) full-time 

staff, 3) part-time faculty, and 4) part-time staff. 

Measures.  The performance of the employee was measured with a 

nonrandomized control group pre-test post-test design.  All employees have an email 

account.  They all received the pre-test email as part of their normal email.  No 

announcement was made to the college about the testing or the training.  Any email 

forwarded to the IT security team received a generic response indicating that the incident 

would be investigated and no indication was made that it was a test phishing email.  The 

same design was used for the post-test email.  Information that the pre-test and post-test 

phishing emails were related to a research project was not shared.   

Research Design 

Population / Sampling.  The population for this study is the employees, both 

faculty and staff, of a community college located in a large, urban, metropolitan city in 

the United States.  The population consisted of 6,595 employees, including all full-time 

faculty, part-time faculty (mostly adjunct instructors), full-time staff, and part-time staff. 

The employee population had already been required to take online security awareness 

training twice a year, once during the spring semester and once during the fall semester 

for the last two years prior to the start of this research study.  The last online training 

provided was six months earlier during the fall 2015 semester to all full and part-time 

staff and faculty members.  The next previous training was 12 months earlier during the 

fall 2014 semester.  It was limited in scope and was only delivered to full-time faculty 

and full-time and part-time staff.  It did not include the part-time faculty.  The only 
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exception to the required training twice a year was that it was not offered during the 

spring 2015 semester.  There was a 65% to 70% completion rate for each semester.   

The fall 2015 online training consisted of videos for each security topic, three to 

five minutes in length, followed by a quiz of three questions.  The fall 2014 training 

included nine security topics, but did not include the topic of avoiding phishing emails.  

The security awareness program changed between the fall 2014 and fall 2015 semesters 

with the inclusion of all part-time faculty, an increase in college leadership support, a 

smaller selection of only four security topics, resulting in a shorter cumulative training 

time, and single sign-on access that allows the use of the user’s current workstation login 

password instead of having to learn a new password. The in-person and email training 

materials were created using the content from the online training material.  This was 

decided to minimize the impact of variations in the content on the employees’ training 

and thereby the results. 

Data Collection Procedures.  Security training awareness content was provided 

through a third-party vendor, SANS and their security awareness training solution, 

Securing the Human (STH).  SANS STH offers 23 security training topics, each 

consisting of a short three to five-minute video with a three-question quiz at the end of 

each video to ensure the employees were paying attention to the content and understood 

the information.  The videos were designed with computer graphics and not live actors. 

The employees at the college were familiar with using the STH tool as it has been 

in place during the last three awareness training periods prior to this research.  A small 

selection of topics was selected from each training period to prevent overloading the 

employee with too much material with four to six topics were typical.  The training topics 



33 
 

 
 

selected for spring 2016, were “You are the Target,” “Social Engineering,” “Email and 

Messaging,” and “Protecting Your Personal Computer.”  The last topic had information 

that was more applicable to home computers and the content was more personal in an 

attempt to increase the employees’ attention to the awareness training.  The employees 

have unlimited attempts to pass the quiz and also the ability to re-watch the video 

unlimited times.  They were required to play the video at least once in order to change 

their status to complete. 

In order to test the employees’ responses, a second tool from SANS was used.  It 

was a phishing tool that allows the IT security team to create fake phishing emails that 

appear to be actual phishing emails, but clicking on any link or providing sensitive 

information does not result in an actual loss of the user password or compromise the 

security.  The action taken by the user was tracked and categorized into one of five 

responses.  The phishing tool was able to be used to generate reports showing the number 

of employees that received the email, opened it, clicked on the link embedded in it, and 

finally, provided their user name and password to the fake website.  In addition, the 

employee had the option to forward the email to the IT Security department to inform 

them that they believe the email is a phishing email.  This represents the fifth category.  

Each response represents the effectiveness of the training to change the behavior of each 

employee in response to a potential social engineering attack on the employee. 

This study began with the start of the 2016 spring semester security awareness 

training kick-off.  The announcement of the start of the training period was 

communicated via email on April 11th.  Also, the communication of the pre-test phishing 

email was sent on April 11th.  The testing was not discussed with anyone who 
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participated in the test in order to maintain a high internal validity.  The testing was only 

announced to the senior college leadership during an earlier Security Steering Committee 

meeting with a request to keep the details of the testing and the research study private.  

The pre-test phishing email was sent to all active employees: 6,595 individuals.  

The pre-test results showed how many employees clicked on phishing emails without 

receiving any recent phishing email awareness information.  The announcement included 

information from IT Security team that if an employee receives a phishing email, they 

should forward it to the IT Security department at it.security@<college name.edu>.  

Emails sent to this email account were available for analysis.  The pre-test email 

appeared to be from a file sharing website named BoxDrop and had several indicators of 

a phishing email.   

The phishing tool had several message templates from which to choose.  BoxDrop 

was selected as it is similar to DropBox, which is a commonly used website at the college 

and it would not be unusual for an employee to receive a DropBox email in their email 

inbox.  The sender will not be from a known website, but similar to a real website 

(dropboxlink.com), not from a known sender (Tyler Watt, a fictitious name), and the 

employee was not expecting the email.  The email stated that it has a link to a file that 

Tyler Watt wants to share.  The file was named “Salary Information.xlsx” (Figure 1).  

The file name was selected as it is an enticing topic that many employees would be 

tempted to try and view.  If employees clicked the embedded link, “View Folder”, they 

were brought to a fake website with an option to login (Figure 2).  Finally, if an employee 

attempted to login with any information, they were presented with a standard website 

failure notice, “The Web site is too busy to show the web page” (Figure 3).  This is a 
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common error for systems that are unavailable or misconfigured.  The purpose of using 

this message was to provide an end point for the employee without alluding to the fact 

that the phishing email and websites were part of a test.  This assisted in maintaining a 

higher internal validity less chance that the testing itself would impact the results. 

 

 

Figure 1 - Screenshot of the email sent to all employees for the pre-test phishing test.  
Copyright 2016 by the SANS Institute. 
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Figure 2 - Screenshot of website landing page the employee is taken to if they click on 
the phishing email link.  Copyright 2016 by the SANS Institute. 
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Figure 3 - Screenshot of message employees receives if they fail the pre-test phishing 
test.  Copyright 2016 by the SANS Institute. 

 

Following the pre-test, three awareness training applications were applied: online 

training, in-person training, and email training.  Employees should not have been 

surprised by the instructions provided to complete the online training since the past two 

training sessions for the employees have started with a similar email notification and 

required the use of the same online training system.  They were directed to log into a 
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training site that was linked from the college’s home web page.  Employees were given 

three weeks to complete the training. 

The online video-training was a series of four videos previously described and the 

training took approximately 30 minutes to complete.  For the purposes of this research, 

the employees had to complete the “Email and Messaging” video in order for them to be 

considered trained since it addresses the phishing email responses.  A sample from the 

“Email and Messaging” script provided by the SANS trainer: 

Email is one of the most powerful weapons in the cyber attacker’s arsenal, 

simply because so many people depend on it in their daily lives.  With 

email, an attacker can easily pretend to be someone or something you 

trust, such as your friend or your bank.  These attacks, often called 

phishing, work by tricking you into doing something seemingly harmless, 

like clicking on a link or opening an attachment. 

Additionally, following that particular video session, the employees had to click a 

message during the training that directed them to forward suspicious emails to an internal 

IT Security department email account.  Population sampling was based on those who 

completed the online training during the scheduled training period. 

The in-person training was provided using a series of presentations slides of 

screenshots directly from the online training videos.  A script from the online training 

was retrieved and was read to the employees for the in-person training.  The presenter 

was the same person for each in-person training session.  The quizzes were also 

incorporated into the slides, and the presenter asked the questions to the attendees as part 
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of the presentation.  The in-person training took approximately 30 minutes, the same 

amount of time to conduct as the online training.   

The selection of employees for in-person training was a two-step process.  First, 

senior management was made aware of the research study during the first quarter 

Security Steering Committee meeting as part of a security project and program update 

session chaired by the IT Security Director.  The membership of the committee includes 

senior staff positions such as the Chief of Human Resources, the Chief of Police, General 

Counsel, Chief of Facilities, the Comptroller, the Vice Chancellors of Academics and 

Finance, as well as the college presidents representing six specific geographical locations 

within the metropolitan area.  The leaders were asked to volunteer their department 

including a location and a time for an in-person training for their staff as well as for the 

faculty reporting to the college presidents.  The researcher requested that they keep the 

testing confidential until after the research was complete.  Two department managers 

volunteered their departments and 58 employees from those two departments completed 

the in-person training.  Second, as part of the training announcement to all employees 

was an email notice that if they would like to substitute in-person training for the online 

training, to send an email request and IT security department would attempt to 

accommodate.  Requestors were asked to provide a location with a computer and 

projector and to announce the training to other employees in their area.  The researcher 

traveled to each site and presented the training.  The same comment regarding forwarding 

suspicious emails to an internal IT security department email account was announced 

immediately following the “Email and Messaging” presentation session.  During the 



40 
 

 
 

study, eleven unique in-person training sessions where held throughout the metropolitan 

area.  One hundred and two employees completed the training through this selection. 

Finally, the email training was created by the researcher composing a two-page 

handout consisting of a summary of the script from the online training script.  Several 

graphics were added to the handout from screenshots of the online videos.  Employees 

selected for the email training were sent the handout attached to an email in a standard 

pdf format to make it easy to view regardless of the type of device they used to read their 

email.  They were directed to read the attachment and reply back via email to IT Security 

once they had finished.  They were not counted as complete until they responded.   

The selection of employees for the email training followed the same two-fold 

approach as the in-person training.  One department manager volunteered their 

department and 14 employees completed the training through that method.  The 

remaining employees were randomly selected from those who had not completed online 

or in-person training.  An email from the IT Security department was sent to those 

randomly selected staff explaining that if they chose they could read the attached handout 

as a substitute for online training.  Of those randomly selected, 50 completed the email 

training. 

The post-test was administered at the end of the training period. A similar fake 

phishing email was sent to all employees except the name of the email sender and the 

name of the linked file were different.  Each employee response was measured the same 

way as in the pre-test: 1) submitted login information on the fake website, 2) clicked on 

the email link, 3) opened the email, 4) no action taken, and 5) forwarded email to the IT 

Security department email account.  The only difference with the phishing system from 
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the pre-test to the post-test was that if an employee submitted their user name and 

password on the fake website, they saw a different message.  While the pre-test landing 

page after a logon attempt was a “The Web site is too busy to show the web page” 

webpage, the post-test landing page informed the employee that they had made a mistake 

in attempting to login to the fake website and directed them to review the training 

material on the dangers of phishing and how to avoid them (Figure 4).   

The training and the response to the phishing pre-test and post-test was all 

provided through the SANS tool.  However, in order for an employee to score a five on 

either pre-test or post-test, they had to forward the phishing email to the internal IT 

Security department email account.  The instructions and the email address were inserted 

in the email handout just after the content section on Email and Messaging.  The in-

person training incorporated it as a slide after the Email and Messaging presentation.  The 

online training displayed a separate message just after the video, directing the employee 

to forward suspicious emails to IT Security.  It required the user to click a button in order 

to continue to the next training video. 
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Figure 4.  Screenshot of message employee receives if they fail the post-test phishing test.  
Copyright 2016 by the SANS Institute. 
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Data Analysis Procedures 

 In order to answer the research question of which of the three delivery methods 

are effective in changing behaviors of employee responses to phishing email, the 

researcher first compared the results of the average score of the pre-test for each method 

to the average score of the post-test.  Next, the number of individuals for each training 

groups that scored either a one or a five was compared to measure the most significant 

impact on reducing the highest risk and increasing the best response.  Then, a one-way 

ANOVA with repeated measures was used to determine if there was a significant 

difference between the training methods on the employee responses.  Finally, in order to 

determine if there was a significant change in scores from pre-test to post-test for each 

training method, a paired samples t-test comparing the pre-test score and post-test score 

for each training group was run. 

Summary 

 This chapter described the methodology used to measure the effectiveness of the 

security awareness training methods.  This study involved a pre-test and post-test using a 

fake phishing email to measure each employee’s response before and after awareness 

training.  The next chapter contains the description of the population tested and the 

results of the pre-test and post-test scores. 

 



 

 
 

Chapter IV 

Results 

 The purpose of this study was to determine the effectiveness of different delivery 

methods of security awareness training on employee responses to phishing emails. This 

chapter contains the results of the testing.  Employee responses were measured by 

sending a fake phishing email prior to receiving any training (pre-test) and a second email 

after application of the training method (post-test).  The employee population tested 

consisted of four types of employees (full-time faculty, full-time staff, part-time faculty, 

and part-time staff) at a college who had received security awareness training using one 

of three delivery methods: online, in-person, email, or had received no training.  The 

selection of individuals for each training group was either determined by their direct 

manager or randomly selected by the researcher.  All three training delivery methods 

used the same training content, and was delivered in approximately the same amount of 

time. 

All employees are from one large, geographically disbursed community college.  

They were first given a pre-test in the form of a fake phishing email, and the employees’ 

responses were measured on a 5-point scale, ranked from 1, with the highest security risk 

response, to 5, the most responsible response.  A summary of the possible scores and 

their corresponding responses is listed in Table 1. 
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Table 1 

Definition of Scores 

Response Score Employee Action 

5 Forwarded the test email to an internal IT Security email  
4 Took no action on the test email 
3 Opened the test email 
2 Clicked on the embedded link in the test email 
1 Provided their login user name and password into the fake website 
 

Description of the Sample Demographic Data 

 All employees at the college were initially part of the population for this study as 

part of their required security awareness training requirement as defined by the college 

leadership.  All employees were sent the pre-test prior to the application of any training 

method.  The population of employees who were sent the pre-test phishing email was 

6,595 full-time and part-time staff and faculty.  The list was taken directly from the 

college’s employment database, including all names and internal college email accounts.   

Twelve individuals were removed from the population as they had either left or 

retired from the college before the end of the study.  During the training period, it was 

determined that some employees were not reading the emails that had been sent in either 

the testing phase or the training phase.  Even though most staff actively use their email 

for day-to-day work, it was discovered that some faculty, especially adjunct faculty 

whose work at the college was a supplement to other employment such as a full-time job 

elsewhere, did not use their college email every day.  For example, some staff used their 

personal email accounts when communicating with their students online and had never 

used the college email account assigned to them. 
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Based on this, it was decided to remove the employees who did not take any 

action (score of 4) on the pre-test or post-test email.  The reason for this removal was 

because some employees were not using their email during the study and had missed the 

pre-test, post-test, the training announcements, or a combination of these three.  In 

addition, some users may have received the training announcements but did not receive 

the pre-test or post-test.  This could have been the result of user email filters on 

individual computers blocking or deleting the fake phishing emails used for the pre-test 

or post-test.  

Results 

The first training group completed the online training.  The initial population that 

completed the online training was 3,787 employees.  After removing those that did not 

respond to the pre-test or post-test, 1,262 employees remained which represented 77.9% 

of the total population.   

The second group completed the training in-person with an instructor.  Either they 

or their supervisor, requested the researcher to come to their location and provide the 

training material.  A population of 102 employees initially participated in this training.  

After adjusting for those who took no action on the pre-test or post-test, the population 

was reduced to 23 employees, representing 1.4% of the total population.   

The third group completed the email training by reading an email attachment of a 

2-page flyer with the same content.  A population of 64 employees replied back to the IT 

Security department indicating that they had completed the training.  The final count after 

adjusting for inactivity fell to 42 employees, representing 2.6% of the total population. 
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The fourth group received no training nor acted in response to the pre-test or post-

test email.  Taking action on one or the other email was interpreted as evidence that they 

were reviewing their emails.  Of the 6,583 employees, initially 2,630 did not complete 

any training.  This number was reduced to 294 employees, representing 18.1% of the 

total population, after removing those who did not act on the pre-test or post-test.  A 

summary of the population, sorted by the delivery method, is provided in Table 2.  

Additional employee demographic information was extracted from the human resources 

database, namely each employee’s job category: full-time faculty, full-time staff, part-

time faculty, and part-time staff.  A summary of this demographic is provided in Table 3. 

Table 2 

Delivery Method Population 

Initial Population 

Pre-test 
    

Online In-Person Email No Training Total 
3,787 102 64 2,630 6,583 
Final Population – after removing inactive 

Post-test 
    

Online In-Person Email No Training Total 
1,262 23 42 294 1,621 
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Table 3 

Job Category Population 

Job Category Training Count (%) 

Full-time Faculty Total 271 (16.7) 
 Online 236  
 In-Person 0 
 Email 8 
 None 27 
Full-time Staff Total 445 (27.4) 
 Online 400 
 In-Person 18 
 Email 10 
 None 17 
Part-time Faculty Total 600 (37.0) 
 Online 395 
 In-Person 0 
 Email 17 
 None 18 
Part-time Staff Total 305 (18.8) 
 Online 5 
 In-Person 5 
 Email 7 
 None 62 
 

 The pre-test and post-test scores for the different training methods are provided in 

Table 4.  During the pre-test, only five employees reported the suspicious email test to 

the IT security department.  In addition, a total of 97 employees scored a 1 on the test 

meaning they had opened the email, clicked on the embedded link, and attempted to login 

to the site with their user name and password.  However, after the training method was 

applied, the number of employees that forwarded the email to the IT security department 

increased to 19.  Also, only 47 employees scored a 1, the lowest score, by attempting to 

login to the fake site.  None of the employees who received the in-person training scored 

a 1 on the post-test. 
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Table 4 

Pre-test and Post-test Scores. 

Score 1 2 3 4 5 Total 

   Pre-test    
Online 72 497 436 252 5 1,262 
In-Person 1 8 8 6 0 23 
Email 8 16 17 1 0 42 
No Training 16 115 81 82 0 294 
   Post-test    
Online 26 253 273 693 17 1,262 
In-Person 0 6 2 14 1 23 
Email 3 10 11 18 0 42 
No Training 18 75 42 158 1 294 
 

 The pre-test results for all 1,621 employees had a mean average score of 2.70 and 

a standard deviation of .876.  The post-test results had a mean average of 3.30 and a 

standard deviation of .912.  A one-way ANOVA with repeated measures statistical test 

was used to determine if there was a significant difference between the three training 

methods on the employees’ response between pre-tests and post-tests.  The difference in 

mean scores from pre-tests to post-tests was reported for each training group.  The values 

are provided in Table 5.  Figure 5 is a graph of the changes in average scores from pre-

test to post-test for each training method.  The analysis of the main effect of the training 

is significant, meaning that there is a significant difference between the pre-tests and 

post-tests when all trainings are averaged together.   
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Table 5   

Mean Difference and Significance from Pre-test to Post-test. 

Training Mean (Pre-test) Mean (Post-

test) 

Mean Difference 

Online 2.700 3.334 .634 
In-Person 2.826 3.435 .609 
Email 2.262 3.048 .786 
No training 2.779 3.167 .388 
 

 
 
Figure 5.  Graph of the change from pre-test average score to post-test average score for 
each training group. 
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Figure 6.  Graph of the mean difference for each training group. 

 

Paired sample t-tests were used to determine the impact for each training from 

pre-test to post-test.  Table 6 shows the results of the paired sample t-test of the pre-test 

and post-test scores for each training group.  Online training showed a significant 

improvement in response to the phishing email from pre-test to post-test, t(1261) = 16.08, 

p = .000, as did email training, t(41) = 5.36, p = .000 and those who did not receive any 

training, t(293) = 4.01, p = .000.  However, the paired sampled t-test for employees 

receiving in-person training showed no significant improvement from pre-test to post-

test, t(22) = 1.72, p = .100.   
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Table 6   

Results of Paired t-test of the Pre-test and Post-test Scores for Each Training. 

Training Pre Mean (SD) Post Mean (SD) t (df) Significance 

Online 2.70 (.87) 3.33 (.88) 16.08 (1261) .000 
In-Person 2.83 (.89) 3.43 (.95) 1.72 (22) .100 
Email 2.26 (.80) 3.05 (.99) 5.36 (41) .000 
No training 2.78 (.92) 3.17 (1.01) 4.01 (293) .000 
 

 In order to tell if there were significant differences between the employee job 

categories and the score differences, a one-way repeated measures ANOVA was run.  

There were no significant differences between the job categories, F(3, 1617) = .362, p = 

.781.  A table of the population counts for each job category for each training method is 

provided in Table 7.  Table 8 is a table of the average scores between pre-test and post-

test using the job categories.  Figure 7 is a graph of the average score from pre-test to 

post-test plotted for each job category. 

Table 7 

Populations of Job Category for Each Training Method. 

 Online In-Person Email None 

Full-time Faculty 236 0 8 27 
Full-time Staff 400 18 10 17 
Part-time Faculty 395 0 17 188 
Part-time Staff 231 5 7 62 
Total 1262 23 42 294 

 
Table 8 

Mean Difference and Significance from Pre-test to Post-test for Job Categories. 

Training Mean (Pre-test) Mean (Post-test) Mean Difference 

Full-time Faculty 2.753 3.343 .590 
Full-time Staff 2.793 3.375 .582 
Part-time Faculty 2.68 3.245 .565 
Part-time Staff 2.58 3.249 .669 
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Figure 7.  Graph of the change from pre-test average score to post-test average score for 
each training group. 
 

Summary of Research Results 

 The results demonstrate that there was a positive impact on changing employee 

behavior to be more secure in their response to phishing emails when they received either 

online training or email training.  While the overall scores for the in-person training did 

increase between the pre-test and post-test, the t-test did not show that there was a 

significant difference between the pre-test and post-test.  The next chapter presents a 

discussion about the results, limitations of the study, and ideas for future research. 
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Chapter V 

Discussion and Conclusion 

 The purpose of this study was to measure the effectiveness of three different 

training delivery methods – online, in-person, and email – on the response to phishing 

email, from college employees (including full-time faculty, full-time staff, part-time 

faculty, and part-time staff).  The effectiveness of the training was measured using a pre-

test – post-test study.  Based on the results, online training and email training are shown 

to be effective in changing employee behavior to respond to phishing emails more 

appropriately.  In-person training did result in an improvement in the average score but 

the statistical t-test evaluation was unable to validate a significant difference between pre-

test and post-test scores. 

Following the pre-test, employees were directed to participate in online training.  

The employees were already accustomed to taking online security awareness training 

twice a year.  Through a process of management selection, self-selection, and random 

selection, subsets of employees were provided an alternative in-person training session or 

an email training document.  At the end of the predesignated training period, a post-test 

similar in fashion to the pre-test, was administered to all employees.  The employees 

were not aware that the pre-test, training, or post-test were part of the research study, to 

minimize the impact of their awareness on the results.   

The population of all employees at the college was 6,595.  However, it was 

determined that some employees did not participate in the pre-test, post-test, or both.  

Two possible reasons for this were 1) the employees were not actively checking their 

email during all or part of the testing or training period, and 2) some employees had set 
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their local email client to filter out suspicious or junk email.  The pre-test or post-test 

could have inadvertently been categorized by the system if that was the case.  In order to 

compensate for this impact, all employees who scored a four, meaning they took no 

action with the test email, on either the pre-test, post-test, or both, were removed from the 

calculations.  This left 1,621 employees in the population.  Of the 1,621 employees, 1,262 

participated in the online training, 102 participated in the in-person training, 64 

participated in the email training, and 294 did not participate in any training. 

College leaders use security awareness to reduce the risk that employees may 

click on an email link and provide their user name and password, thereby compromising 

security and giving a hacker direct access to college systems.  Even though a total of 97 

employees scored a 1 on the pre-test, this number was significantly reduced to 47 

employees who scored a 1 on the post-test. One important result is that no one from the 

in-person training group scored a 1 on the post-test.  While the statistical analysis did not 

support measuring a significant difference for the in-person training, this was likely due 

to the small population of the sample size after removing inactive employees – those who 

scored a 4 on the pre-test or post-test.  Employees that score a 1 are the highest risk 

because scoring a 1 represents providing a password directly to a criminal.  Even though 

other scores may represent risky behavior, a score of 1 is a complete failure and results in 

a security compromise.  This demonstrates that there is value in in-person training if 

employees don’t provide their user name and password to a hacker website. 

Another important result is that during the pre-test, only 5 employees scored a 5 

by forwarding the suspicious email to IT security.  The number improved to 19 

employees with the post-test.  Even with a complex IT security tool monitoring the 
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college network and activity, security professionals cannot see every action taken.  

Similarly, the sooner an issue is known, the more effective the response can be to 

minimize the impact of a hacker’s actions.  Since employees are a significant target for 

hackers, the sooner employees notify IT security of any suspected issues, the sooner and 

better the IT security team’s response will be to the issue.  Therefore, this result of more 

than tripling the number of proactive notifications by employees forwarding the 

suspicious email, is worthwhile to an IT security department. Awareness training on other 

security threats on a regular basis may improve the proactive communication of possible 

threats from employees to IT security departments.   

Regardless of the type of training selected, all three increased the average score 

compared with those who did not participate.  The average score improved by more than 

half a point for the online, in-person, and email training, .634, .609, and .786, 

respectively.  Employees who did not receive any training improved by only .388. 

College leaders should consider making training mandatory for all employees who have 

an account on the system since any level of access could result in unauthorized access by 

a hacker.  It is more important that employees participate than the method of content 

delivery.  Furthermore, since all three security delivery methods demonstrated an overall 

improvement, awareness training should be offered in different formats, allowing the 

employees to select the format they want to use.  IT security department trainers can 

provide the content using different delivery methods and offer all options to the 

employees. 
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Limitation in Sampling 

The process for selecting the training method for each employee may have 

impacted the results.  The average score for each training method ranked from highest to 

lowest is 1) in-person, 2) no training, 3) online, and 4) email.  Half of the participants in 

the in-person training group were selected by the college leadership who volunteered 

their departments, and the other half were employees who had requested in-person 

training at their location.  The college leaders, who were members of the Security 

Steering Committee, were aware of the testing prior to initiating the research.  They were 

asked to volunteer some of their departments for training to get the managers’ support 

ahead of the testing.  It was important that selection be directed by the leaders and not by 

the researcher to improve employee participation, since direction would come from their 

direct supervisor.  Unfortunately, the timeline to deliver the training was delayed by 

several weeks due to an approval issue, so the training occurred later in the semester than 

desired.  There was overall pressure to complete the training as quickly as possible, to 

avoid conflicts with finals week of the spring semester.  Instead of volunteering their 

departments for training as discussed, most department leaders directed their employees 

to complete the online training since it was a known system and could be accomplished 

quickly, compared with coordinating with the researcher to schedule in-person training.  

This reduced the initial population of the in-person group from an anticipated several 

hundred to just over one hundred.  Future research could pre-designated the delivery 

method selection well in advance of the starting test period to avoid this issue.   

Lack of Participation.  Of those who did not participate in any training, 85% 

were part-time staff and faculty.  Part-time faculty (63.9% of all non-participants) often 
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teach as a part-time job and have full-time employment elsewhere.  A few expressed the 

opinion that they did not feel they should have to complete the training and decided not to 

participate.  This attitude of not wanting to participate in training could have affected the 

results of the group not receiving any training.  They may have also been aware of the 

content or received it during the training period from outside sources such as other or past 

employment. 

Implications for Research 

The removal of test data of employees who did not take any action on the email 

pre-test and post-test likely influenced the results.  It was important to remove those who 

did not participate in any testing, but without being able to select those who did not 

participate from those who did but just chose not to respond likely impacted the results.  

For example, the participant count for the online training was further reduced to 23 once 

the possible inactive participants were removed. Future research should include a method 

of determining all active participants prior to initiating the training period.  If it could be 

verified that all participants were receiving the test emails, then all employee results 

could be part of the population, regardless of whether they took action on the pre-test and 

post-test email.  A system similar to the one used to send out the phishing email could be 

used to send out the training notification.  It might be able to be used to determine if the 

user saw the email, and this would assist in populating the training group. 

Employees that score a five on the phishing test are the ones who forwarded the 

email to the IT security department.  No employees who received the email training 

scored a 5 on the post-test.  Employees who received the in-person training or had no 

training only had one employee score a 5 on the post-test.  The remaining 17 employees 
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that scored a 5 received their training online.  One possible reason is that the online 

training provided the information to forward the email as a single message on the screen 

which required the employees to acknowledging before they could continue with the 

training.  That active requirement was only a part of the online training and may have 

influenced some employees to take note while they were at their computer.  The in-

person training users were not at their computers during the training, and the email users 

were only reading a document.  They did not have to click anything and were therefore 

more likely to miss the instruction to forward suspicious emails.  Future research could 

make the information session more obvious for the in-person training, perhaps by 

providing a handout with the instructions. 

Recommendations 

 This research used content that originated with an online trainer, SANS.  The 

videos were computer graphic based.  Additional research could reverse the content 

creation and start with the in-person training.  Therefore, instead of creating the in-person 

and email training from the online content, the researcher could develop the in-person 

training first using a presenter and a computer presentation.  A recording of the in-person 

training could then be used to create the online training.   

Another delivery method to consider is to modify the email content to direct the 

employee to an internal website to review the training content, instead of a reviewing an 

attached file.  Computer users may be more accustomed to reading websites for 

information than opening email attachments.  Various websites could be tested and 

compared ranging from a basic website with some graphics and mostly text information 
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similar to the email training used in this study, to a more advanced website that uses 

interactive presentations or videos. 

Conclusion 

This study showed that online training and email training for employees can be 

effective in changing employee behavior to respond more responsibly if they receive a 

phishing email.  Online training may have a lower financial cost when used for training 

large groups of employees spread out geographically.  It does not require a trainer to 

schedule multiple sessions and travel to each site.  Even though employees who chose to 

complete the email based training may take more effort to read and reply, this study 

shows that email training can be effective in improving employee behavior keeping 

security in mind.  In-person training may be effective in changing behaviors, but 

additional research with larger sample sizes would be necessary to validate this. 

Most importantly, this study showed that participation is more important to 

change employee behaviors, than how the content is delivered.  The three methods 

selected for this study used the same content but each supported a different style – online 

video, email, and in-person.  Regardless of the method used, an improvements were made 

in the overall scores.  College leaders should make the effort to ensure employees are 

reviewing security awareness information, irrespective of how they receive the 

information.  This should lead to an improved security posture when protecting college 

data from criminals that operate in the digital realm. 
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