Towards Plausible Collaborative Machine Learning: Privacy,

Efficiency and Fairness

by

Jiahao Ding

A dissertation submitted to the Department of Electrical and Computer Engineering,

Cullen College of Engineering

in partial fulfillment of the requirements for the degree of

Doctor of Philosophy

in Electrical Engineering

Chair of Committee:

Committee Member:

Committee Member:

Committee Member:

Committee Member:

Miao Pan

Zhu Han

Hien Van Nguyen
Xin Fu

Yanmin Gong

University of Houston
May 2022



Copyright 2022, Jiahao Ding



ACKNOWLEDGMENTS

I have been fortunate to complete this dissertation with plenty of help and support from
amagzing mentors, colleagues, collaborators, and friends. I hereby express my sincere grati-
tude to all of them. First and foremost, I would like to thank my advisor, Dr. Miao Pan,
for his keen insights and plentiful encouragements, for giving me tremendous support, and
for giving me a chance as a beginner in the field and nurtured me to become a successful
researcher. It has been a great privilege and honor to work and study under his guidance.

I would like to express my deepest appreciation to my dissertation committee members
Dr. Zhu Han, Dr. Hien Van Nguyen, Dr. Xin Fu, and Dr. Yanmin Gong, for helpful dis-
cussions, the ingenious suggestions and insightful feedback. Their constructive comments
significantly improve the quality of this dissertation. I am also grateful to all other re-
searchers I have collaborated with: Dr. Guannan Liang, Dr. Jinbo Bi, Dr. Di Wang, Dr.
Xiaohuan Li, Dr. Junyi Wang, Dr. Maogiang Wu, Dr. Rong Yu, Dr. Mingsong Chen, Dr.
Kaiping Xue, Dr. Chi Zhang, Dr. Haijun Zhang, Dr. Yuanxiong Guo, Dr. Haixia Zhang,
Dr. Dongfeng Yuan, and Tian Liu. I have been truly honored to work with these excellent
researchers.

My gratitude also goes to all of my friends and colleagues in the Al, Networking Tech-
nologies and Security Laboratory (ANTS Lab) at UH ECE department, Dr. Jingyi Wang,
Dr. Sai Mounika Errapotu, Dr. Debing Wei, Dr. Xinyue Zhang, Dian Shi, Pavana Prakash,
Rui Chen, Chenpei Huang, and many others. It has been wonderful to meet and work with
you in Houston.

Finally, I would like to thank my parents for their unconditional love and support.
Thank you for having my back and always believing in me. None of my achievements

would be possible without you. This dissertation is dedicated to them.

iii



ABSTRACT

Nowadays, the development of machine learning shows great potential in a variety of fields,
such as retail, healthcare, and insurance. Effective machine learning models can automati-
cally learn useful information from a large amount of data and provide decisions with high
average accuracy. Although machine learning has infiltrated into many areas due to its ad-
vantages, a vast amount of data has been generated at an ever-increasing rate, which leads
to significant computational complexity for data collection and processing via a centralized
machine learning approach. Distributed machine learning thus has received huge interest
due to its capability of exploiting the collective computing power of edge devices. How-
ever, during the learning process, model updates using local private samples and large-scale
parameter exchanges among agents impose severe privacy concerns and communication bot-
tlenecks. Moreover, the decisions and predictions offered by the learning models may cause
certain fairness concerns among population groups of interest, when the grouping is based
on such sensitive attributes as race and gender.

To address those challenges, in this dissertation, we first propose a number of differen-
tially private Alternating Direction Method of Multipliers (ADMM) algorithms that lever-
age two key ideas to balance the privacy-accuracy tradeoff: (1) adding Gaussian noise
with decaying variance to reduce the negative effects of noise addition and maintain the
convergence behaviors; and (2) outputting a noisy approximate solution for the perturbed
objective to release the shackles of the exact optimal solution during each ADMM iteration
to ensure DP. It is shown that our algorithms can significantly improve the privacy-accuracy
tradeoff over existing solutions. Second, we develop a differentially private and communi-
cation efficient decentralized gradient descent method that will update the local models
by integrating DP noise and random quantization operator to simultaneously enforce DP
and communication efficiency. Finally, we focus on addressing the discrimination and pri-
vacy concerns in classification models by incorporating functional mechanism and decision

boundary covariance, a novel measure of decision boundary fairness.
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1 Introduction

Nowadays, machine learning is increasingly deployed into large-scale distributive systems
that can improve the quality of our life, such as smart home security [1] and Al-aided
medical diagnosis [2]. With the proliferation of mobile phone devices, a vast amount of
data has been generated at an ever-increasing rate, which leads to significant computational
complexity for data collection and processing via a centralized machine learning approach.
Therefore, collaborative training of a machine learning model among edge computing devices
is beneficial and essential in dealing with large scale decentralized learning tasks [3, 4, 5].

Collaborative machine learning is an appealing paradigm to build high-quality ML mod-
els. While an individual party may have limited data, it is possible to build improved, high-
quality ML models by training on the aggregated data from many parties. For example,
in healthcare, a hospital or healthcare firm whose data diversity and quantity are limited
due to its small patient base can draw on data from other hospitals and firms to improve
the prediction of some disease progression (e.g., diabetes) [6]. This collaboration can be
encouraged by a government agency, such as the National Institute of Health in the United
States. In precision agriculture, a farmer with limited land area and sensors can combine
his collected data with the other farmers to improve the modeling of the effect of various
influences (e.g., weather, pest) on his crop yield [7]. Such data sharing also benefits other
application domains, including real estate in which a property agency can pool together
its limited transactional data with that of the other agencies to improve the prediction of
property prices [8].

In the framework of collaborative learning, data providers (agents) collaboratively solve
a learning problem, which can be decomposed into several subproblems, via an interactive
procedure of local computation and message passing. While collaborative learning has
recently drawn significant attention due its decentralized implementation, it faces major
challenges in terms of privacy, efficiency and fairness:

Privacy The information exchanges during collaborative learning process raise serious

privacy concerns, and the adversary can extract private information from the shared learning



models via various inference attacks, such as (i) attribute attacks [9] which infer sensitive
pieces of information (e.g, whether a patient has cancer) given the patient’s public record
and the ability to query the machine learning model; (ii) membership inference attacks [10]
whose goal is to find out if a patient record is in the pool of the data used to train the
machine learning model; and (iii) model inversion attacks [11] which attempt to reconstruct
the entire patient data given only access to an intermediate layer of the deep network.

Efficiency The machine learning models are becoming more and more complex, which
is the current trend in large-scale distributed machine learning. For example, ResNet-152
has 152 layers and 60.2M parameters [12], VGG-19 has 19 layers and 143M parameters
[13], while BERT-Large has 24 layers, 16 attention heads and 340M parameters [14]. Since
the size of learning model increases, model exchanges among agents become the significant
communication bottleneck. Moreover, the computation speed and computational load of
local agents vary greatly, where a subset of nodes can be largely delayed in their local
computation, which can substantially slow down the overall system efficiency.

Fairness Fairness issues in machine learning has received growing attentions in the
machine learning field due to the social inequities and unfair behaviors observed in classifi-
cation models. Discrimination indicates unfair treatment towards individuals based on the
group to which they are perceived to belong. In machine learning, discrimination may be
unintentional but have powerful effect on vulnerable groups. For example, a classification
model of automated job hiring system is more likely to hire candidates from certain racial
or gender groups [15, 16].

In this Section, we will briefly state each problem, and describe the contribution of each

work.

1.1 Overview of Dissertation Contributions and Structure

In Section 3, we focus on Alternating Direction Method of Multipliers (ADMM), one

of the most popular methods to design collaborative machine learning architectures. This



method applies iterative local computations over local datasets at each agent and compu-
tation results exchange between the neighbors. We propose a differentially private robust
ADMM algorithm (PR-ADMM) [17] with Gaussian mechanism, and employ two kinds of
noise variance decay schemes to carefully adjust the noise addition in the iterative process
and utilize a threshold to eliminate the too noisy results from neighbors. From a theoretical
point of view, we analyze the convergence rate of PR-ADMM for general convex objectives,
which is O(1/K) with K being the number of iterations. Despite the first work relieving
some critical privacy concerns in the iterations of ADMM, differentially private ADMM still
confronts many research challenges. For example, the guarantee of differential privacy (DP)
relies on the premise that the optimality of each local problem can be perfectly attained
in each ADMM iteration, which may never happen in practice. The model trained by DP
ADMM may have low prediction accuracy. Thus, we address these concerns by proposing a
novel (Improved) Plausible differentially Private ADMM algorithm [18], called PP-ADMM
and IPP-ADMM. In PP-ADMM, each agent approximately solves a perturbed optimization
problem that is formulated from its local private data in an iteration, and then perturbs
the approximate solution with Gaussian noise to provide the DP guarantee. To further
improve the model accuracy and convergence, an improved version IPP-ADMM adopts
sparse vector technique (SVT) to determine if an agent should update its neighbors with
the current perturbed solution. The agent calculates the difference of the current solution
from that in the last iteration, and if the difference is larger than a threshold, it passes the
solution to neighbors; or otherwise the solution will be discarded. Moreover, we provide a
generalization performance analysis of our new algorithm.

In Section 4, we focus on another common algorithm in collaborative learning archi-
tectures, distributed gradient descent-type methods. As we mentioned before, during the
collaborative learning process, model updates using local private samples and large-scale
parameter exchanges among agents impose severe privacy concerns and communication
bottleneck. To address these problems, we propose two differentially private (DP) and

communication efficient algorithms, called Q-DPSGD-1 and Q-DPSGD-2 [19]. In Q-DPSGD-1,



each agent first performs local model updates by a DP gradient descent method to provide
the DP guarantee and then quantizes the local model before transmitting it to neighbors
to improve communication efficiency. In Q-DPSGD-2, each agent injects discrete Gaussian
noise to enforce DP guarantee after first quantizing the local model. Moreover, we provide
convergence analysis for both convex and non-convex loss functions.

Since in machine learning, privacy concerns related to the training data and unfair be-
haviors of some decisions with regard to certain attributes (e.g., sex, race) are becoming
more critical. In Section 5, we focus on how to construct a fair machine learning model
while simultaneously providing privacy protection. Specifically, we propose Purely and Ap-
proximately Differential private and Fair Classification algorithms [20], called PDFC and
ADFC, respectively, by a calibrated functional mechanism, i.e., injecting different amounts
of Laplace noise regarding different attributes to the polynomial coefficients of the con-
strained objective function to ensure e-differential privacy and reduce effects of discrimina-
tion.

Finally, we conclude the dissertation and discusses some potential directions for future
research in Section 6. Moreover, Furthermore, some other work during my PhD not included
in the thesis include two of our published papers [21, 22] and two submitted manuscript

23, 24].



2 Preliminaries

For the privacy-preserving data analysis, the standard privacy metric, Differential pri-
vacy (DP) [25, 26], is proposed to measure the privacy risk of each data sample in the
dataset, and has already been adopted in many machine learning domains [22, 20, 27, 28, 29].
Basically, under DP framework, privacy protection is guaranteed by limiting the difference
of the distribution of the output regardless of the value change of any one sample in the

dataset.

Definition 1 ((¢,6)-DP [25]). A randomized mechanism M satisfies (€,6)-DP if for any
two neighboring datasets D and D differing in at most one single data sample, and for any

possible output o € Range(M), we have PrJM(D) = o] < e Pr[M(D) = o] + 4.

Here €, are privacy loss parameters that indicate the strength of the privacy protection
from the mechanism M. The privacy protection is stronger if they are smaller. The
above privacy definition reduces to pure DP when § = 0 and when § > 0, it is referred
to as approximate DP. We can achieve pure and approximate DP by utilizing two popular
approaches called Laplace and Gaussian Mechanism, both of which share the same form
M(D) = My(D) + u, where My(D) is a query function over dataset D, and u is random
noise. We also denote two neighboring datasets D and D as D ~ D, and denote Lap()) as

a zero-mean Laplace distribution with scale parameter .

Definition 2 (Laplace Mechanism [25]). Given any function M, : D — R?, the Laplace

Mechanism is defined as: Mp(D,q,e) = My(D) + u, where u is drawn from a Laplace

Ay

distribution Lap(=t) with scale parameter proportional to the Ly-sensitivity of My given as

Ay =sup,,_p [[Mg(D) — My(D)||1. Laplace Mechanism preservers e-differential privacy.

Definition 3 (Gaussian Mechanism [25]). Given any function M, : D — RY, the
Gaussian Mechanism is defined as: Mcg(D,q,€,0) = My(D) + u, where u is drawn from
a Gaussian distribution N(0,021;) with o > —W, and Agy is the Lo-sensitivity
of function My, i.e., Ay = supp_p ([ My(D) — My(D)|l2. Gaussian Mechanism provides

(€, 0)-differential privacy.



Note that one limitation of Gaussian Mechanism is that privacy budget € should be in

[0,1]. To relax the constraint of €, we can use the following Extended Gaussian Mechanism.

Definition 4 (Extended Gaussian Mechanism [30]). Given any function My : D —
R4, the Estended Gaussian Mechanism is defined as: Mpg(D,q,¢6,8) = My(D) + u,

where u is drawn from a Gaussian distribution N'(0,021) with o > %( log(\/g%) +

log(\/g%) + €). Extended Gaussian Mechanism provides (e, 0)-differential privacy.

Next, we introduce a generalization of DP, which is called the zero-concentrated DP
(zCDP) [31] that uses the Rényi divergence between M(D) and M(D), which can achieve

a much tighter privacy loss bound under multiple privacy mechanisms composition.

Definition 5 (p-zCDP [31]). We say that a randomized algorithm M provides p-zCDP, if
for all neighboring datasets D and D and for all T € (1,00), we have D, (M(D)||M(D)) <
p1, where D (M(D)|M(D)) is the T-Rényi divergence * between the distribution M(D)
and the distribution M(D).

The following lemmas show that the Gaussian mechanism satisfies zCDP, the composi-

tion theorem of p-zCDP, and the relationship among p-zCDP, e-DP, and (e, §)-DP.
Lemma 1 ([31]). The Gaussian mechanism with noise N'(0,0?) satisfies A3/(20%)-2CDP.

Lemma 2 (Serial Composition [31]). If randomized mechanisms My : D — R and
Mo : D = Ry obey p1-2zCDP and pa-2zCDP, respectively. Then their composition defined as

M" D = Ry x Ry by M" = (My, Ms) obeys (p1 + p2)-2CDP.

Lemma 3 (DP to zCDP conversion [31]). If a randomized mechanism M provides
e-DP, then M s %EQ—ZCDP. Moreover, for M to satisfy (€,0)-DP, it suffices to satisfy

. &2
p-2CDP with p = /e

Lemma 4 (zCDP to DP conversion [31]). If a randomized mechanism M obeys p-
2CDP, then M obeys (p + 2+/pIn(1/6),8)-DP for all 0 < § < 1.

'Definition can be found in [31]



Sparse Vector Technique A powerful approach for achieving DP employs the sparse
vector technique (SVT) [32], which takes a sequence of queries with bounded sensitivity A
against a fixed sensitive dataset and outputs a vector representing whether each answer to
the query exceeds a threshold or not. A unique advantage of SVT is that it can output some
query answer without paying additional privacy cost. Specifically, as shown in [33], SVT

has the following four steps. (i), We first compute a noisy threshold 4 by adding a threshold

noise Lap(%) to the predefined threshold . (ii), We then utilize a noise v; ~ Lap(Q;A) to
perturb each query g¢;. (iii), We compare each noisy query answer ¢;(D) + v; with the noisy
threshold 4 and respond whether it is higher (T) or lower (L) than the threshold. (iv),
This procedure continues until the number of T’s in the output meets the predefined bound
c. According to [33], the SVT algorithm satisfies the e-DP with € = ¢; + €2. In order to
analyze the privacy guarantee of SVT under the zCDP framework, we utilize the conversion
result in Lemma 3. We can see that SVT satisfies %62—ZCDP.

Next, we introduce a new generalization of DP, called Rényi differential privacy (RDP)

[34], which is widely used in stochastic iterative learning algorithms due to the tighter

composition and subsample amplification results.

Definition 6 (RDP). Given any neighboring datasets D,D differing by one element, we

say that a randomized mechanism M satisfies (p,€)-RDP, if for p > 1,e > 0, we have
Zp(M(D)|IM(D))) :=1og E(M(D)/M(D))’/(p~ 1) < e,

where the expectation is taken over M(D).

The following lemmas from [34] The following three lemmas are some properties of RDP,

which will be used in the proofs of our theorems.
Lemma 5. The Gaussian Mechanism satisfies (p, pA3/(20%))-RDP.

Lemma 6. If k randomized mechanisms M; for i € [k], satisfy (p,€;)-RDP, then their
composition (My(D),- -, My(D)) satisfies (p, Zle €;)-RDP. Moreover, the input of the

i-th mechanism can base on the outputs of previous (i — 1) mechanisms.



Lemma 7. If a randomized mechanism M satisfies (p,€)-RDP, then M satisfies (e +
log(1/8)/(p —1),8)-DP for all 6 € (0,1).

Lemma 8 ([35]). Let M be any randomized algorithm that obeys (p,e(p))-RDP. Then
applying M on the poisson subsampled dataset as input, it satisfies (p,€'(p))-RDP. Let v be
the poisson sampling probability and then we have for integer p > 2,

1 - —1)e
¢(p) < - log {(1 — =7+ D) + @ (1 - 5)p 2@ (=) e ‘”} ‘



3 Plausible Differentially Private ADMM Based Distributed

Machine Learning

3.1 Introduction

With the rapid development of sensing technologies, the past decade has witnessed an
explosive growth in size of generated data. For instance, the Cisco Visual Networking Index
predicts that the number of mobile devices will be 11.6 billion by the year 2020 and the
data will be generated at each smart phone with an average size of 4.4 gigabytes per month
[36]. Because of the ability to exploit the collective computing power of the local computing
nodes, distributed machine learning is a promising tool to accommodate such deluge data,
especially when data is produced from different locations [37]. Several distributed optimiza-
tion approaches have been developed to design distributed machine learning architectures
such as distributed subgradient descent algorithm [38, 39] and alternating direction method
of multipliers (ADMM) [40], among which the ADMM typically achieves a fast convergence
rate O(1/K), where K is the number of iterations [41]. Thus, in this work, we aim to design
distributed machine learning algorithm with ADMM.

Under the framework of ADMM, a large scale machine learning problem is divided into
several sub-problems solved by a connected network of agents locally over local training
data, and the local machine learning models are exchanged among the neighbors. However,
as many recent works [42, 43, 44| indicate, the local machine learning models exchanged
during the iterative process may result in privacy leakage of the sensitive training data such
as medical records or financial data.

To prevent such information leakage, differential privacy [25, 45] has been exploited as
a well-defined framework for performing machine learning over sensitive data. Intuitively,
it works by injecting random noise to the model parameters so that an adversary with
arbitrary background knowledge cannot confidently make any conclusions about whether
a data sample is utilized in training a model or not. Many pioneering works have focused

on integrating differential privacy with ADMM [42, 43, 44, 46]. In [42], Zhang and Zhu



proposed a dual variable perturbation approach, where the dual variable of each agent
at each ADMM iteration is perturbed. This approach can provide dynamic differential
privacy, a new privacy framework capturing the distributed and iterative nature of ADMM.
However, Zhang and Zhu only imposed a privacy constraint on each iteration and did not
give a total privacy loss bound over the entire iterative procedure, which makes it hard to
balance the tradeoff between the utility of the proposed algorithm and privacy guarantees.
Later, in [43], Zhang et al. developed a penalty perturbation method and gave the total
privacy loss of all agents during the entire process. Moreover, in [44], Zhang et al. employed
the penalty perturbation method and modified the original ADMM to repeatedly use the
existing computational results in order to further reduce the privacy loss. However, privacy
analysis provided in above works [42, 43, 44] requires the objective functions of the learning
problem are strongly convex. Our privacy analysis only needs to assume that the gradient
of the loss function is bounded. Huang et al. in [46] and Ding et al. in [47] also performed
privacy analysis under mild conditions of objective functions, whereas their approaches need
a central server to average all shared primal variables. Instead of requiring a central server,
our approach is implemented in a fully decentralized manner.

In this section, we first present our work on differentially private robust ADMM al-
gorithm (PR-ADMM), which adds Gaussian noise with decaying variance to perturb ex-
changed variables at each iteration. To reduce the negative effects of noise addition, we
propose two noise variance decay schemes: Periodic Linear Decay Scheme and Iteration-
Based Decay Scheme, and we utilize a threshold U to examine whether the results from
neighbors are too noisy. However, the guarantee of DP in this work relies on the premise
that the optimality of each local problem can be perfectly attained in each iteration during
the whole training procedure, which is seldom seen in practice. Further, the trained models
exhibit severe degradation in terms of the convergence performance and model accuracy,
compared to their non-private versions.

Then, we present our second work on (Improved) Plausible differentially Private ADMM

10



based distributed machine learning algorithm called PP-ADMM and IPP-ADMM, respec-
tively. Instead of requiring each local problem to reach the optimality, PP-ADMM is able to
release a noisy approximate solution of the local optimization with Gaussian noise related
to the optimization accuracy, while preserving DP. To further improve the utility, we pro-
pose an improved version of PP-ADMM, i.e., IPP-ADMM, by exploiting the sparse vector
technique (SVT) to check whether the current approximate solution has enough difference
from that of the previous iteration. Moreover, the privacy analysis of our algorithms based
on the zero-concentrated DP (zCDP) yields a tight privacy loss bound. We analyze the
generalization performance of PP-ADMM.

Notations: We denote ||z||2 as the Euclidean norm of a vector x and (z,y) as the inner
product of two vectors z and y. Further, given a semidefinite matrix G, VzT Gz represents
the G-norm of z, i.e., ||z||c. We also denote ¢pq.:(G) as the nonzero largest of G and

®min(G) as the smallest nonzero singular value of G.

3.2 Problem Setting and Preliminaries

In this work, we consider a connected network contains N agents with node set N' =

| D
n=1"

{1,---, N}, and each agent 7 has a dataset D; with D; = {(2",y}")} where 2]' € X' is a
feature vector and y;* € ) is a label. The communication among agents can be represented
by an undirected graph G = {N,£}, where £ denotes the set of communication links
between agents. Note that two agents ¢ and j can communicate with each other only when
they are neighbors, i.e., (i,7) € £&. We also denote the set of neighbors of agent i as V;.
The goal is to cooperatively train a classifier z € R? over the union of all local datasets in
a decentralized fashion (i.e., no centralized controller) while keeping the privacy for each

data sample, which can be formulated as the following Empirical Risk Minimization (ERM)

problem,

N | D;|
. 1 n n 1
min » o > LyraTy) + AR (), (1)
n=1

d
z€R i—1

11



where £(-) : X x Y x R — R stands for a convex loss function with |£/(:)] < 1 and
0 < L'(-) <e1, R(z) : RY — R is a differentiable and 1-strongly convex regularizer to
prevent overfitting, and A > 0 refers to a regularizer parameter that controls the impact
of regularizer. We assume that each feature vector 2! is normalized to ||2]'||2 < 1. Note
that the formulations of classification in machine learning like logistic regression, or support
vector machines, can also be fallen into the framework of ERM.

In order to solve the ERM problem (1) in a decentralized manner, we adopt the simple
but efficient optimization method, ADMM. We then in the following subsection review
some preliminaries about ADMM algorithm for solving Problem (1). It is easy to see that
the ERM problem (1) can be equivalently reformulated as the following consensus form by
introducing x;, that is, the local copy of common classifier x at agent 1,

. N
min N A
{zi}.{pij} Zl_l =) (2)

s.t. T = pij, ;= pij, 1 €N, j €V,

where {p;j|i € N,j € V;} is a set of slack variables to enforce all local copies are equal
to each other, ie., z1 = 2 = --- ,= zn, and fi(z;) = |T11|Z|7LD:Z|1 L(yralzr) + %R(mz)
According to Problem (2), each agent i can minimize local function f;(x;) over its own
private dataset with respect to z;, under the consensus constraints. In [43], ADMM is
employed to optimize Problem (2) in a decentralized fashion. By defining a dual variable
A; for agent i, and introducing the following notion, Lyon(zi, D;) = fi(z;) + (2)\§)Tmi +
N> jev, H%(azf + k) — |2, ADMM then has the following iterative updates in the (¢ + 1)-

th iteration,

gjg—"_l = argmin [:non(xiy DZ) (3)
T4
and AL =\ 4 g Z(xzﬂ _ x§+1)’ (4)
JEV:

where > 0 is a penalty parameter. Note that the reason why the variable p;; is not

appeared in (3) and (4) is that it can be expressed by using the primal variable z;, as

12



shown in [48]. In the iteration ¢ + 1, each agent i € A updates its local z/*! via (3) by
using its previous results z! and A!, and the shared local classifiers :cz from its neighbors
J € V;. Next, agent ¢ broadcasts xﬁ“ to all its neighboring agents. After obtaining all of its
neighboring computation results, each agent updates the dual variable )\ZZH through (4).

For a clear presentation, according to [49], problem (2) can be written in a matrix form

as
min - f(z) +9(p)
z,p (5)
st. Arx+ Bp=0,

where z := [11,72, -+ ,2n]T € RV p is a vector concatenating all {p;;}, g(p) = 0 and

A = [Ay; Ag] with Ay, Ay € R2END whose (g,1)-th element (A1)g = 1, (A2)g = 1 and all
other elements are zeros if the ¢-th element of p is p;;. Moreover, B := [—Iygq; —I2pq), and
aggregated function f : RV? — R is defined as f(z) = Zf\;l fi(x;).

The augmented Lagrangian function of (5) is given by
Le(w,p,N) = f(x) + (Az + Bp,\) + 1 | Az + Bp|3, (6)

where A € R*¥? is Lagrangian multiplier and 7 is a positive penalty parameter.
With ADMM algorithm, alternatively, L.(z,p, A) is minimized in terms of variables x,

p and A. At iteration ¢t + 1, the updates of ADMM are

V(™) + ATA AT (A2 + Bp') =0, (7)
BIN + BT (A2" + Bp't) = 0, (8)
and AL — £\ — (A2t 4+ Bptth) =o0. (9)

If we let A\ = [B;7] with 8,7 € R?PN H, = AT + AT and H_ = AT — AT the above

13



ADMM updates can be simplified as

V™ +af + 2pMat™ — L, 2t =0 (10)

and o' —aof —nL_ g =0, (11)

where o = H_f € RN? is a new Lagrange multiplier, and M = %(LJ,_ + L_) with Ly =
%HJFHI and L_ = %H_Hz Note that L, and L_ are the extended signless and signed
Laplacian matrices of the network.

Remember that = := [z1,x9, - - ,xN]T € RV where z; is the local classifier of agent i.
After simple manipulations, the matrix form of ADMM updates (10) and (11) are translated

to the updates of agent ¢ by

Vfilaith) + of + 2nVilai T = | [Vilaf + ) af (12)
JEV:
and ol =al +n | V]t — Z x?rl , (13)
JEV;

where o; € R? is the local Lagrange multiplier of agent i and « is the concatenated form

of all a;. At iteration t + 1, every agent ¢ updates the local x§+1 through (12) using its

t
17

+1

previous z}, ol and its neighbors’ previous result :Uf with j € V;, and then broadcasts $f

t+1

to all its neighboring agents j € V;. After collecting all T, from its neighbors, agent @

updates its local multiplier «; through (13).

3.3 Differentially Private Robust ADMM

In this section, we propose a novel differentially private robust ADMM algorithm (PR-
ADMM). Specifically, to provide differential privacy of each training data point, we let
individual agent adds Gaussian noise to the local classifiers before sharing to neighboring
agents. Moreover, we propose two techniques to mitigate the effects of noise addition and
guarantee convergence property. The first technique is that we design two kinds of noise

variance decay schemes: Periodic Linear Decay Scheme and Iteration-Based Decay Scheme,
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to carefully adjust the scale of noise in the iterative process. The second technique is to set
a threshold U to decide whether the noisy classifiers from neighboring agents introduce too
much noise or not. If it is, this agent would not use these noisy classifiers to do ADMM
updates. In addition, the privacy framework, dynamic zero-concentrated differential privacy,
is utilized to measure the privacy guarantee of PR-ADMM.

The details of PR-ADMM are given in Algorithm 1. First of all, we choose a Gaussian
noise variance decay scheme from Periodic Linear Decay Scheme and Iteration-Based Decay
Scheme to determine the relationship between (02)§+1 and (02)2. In each iteration, each
agent ¢ computes the primal variable a:f“ by solving the subproblem in (14) over its own
dataset D; (Line 15). Then, each agent i computes the value of " _ [|ZF — 5:;“\\2 for every
neighboring agent j € V;, which is a good criterion of measuring the deviation from a
consensus at current iteration [50]. When 35 _ || 2 — i’?Hg is greater than a threshold U, it
means that agent j’s variable i’g is too noisy. Then each agent ¢ will replace jz with its own
variable 7! to do the primal variable update (Line 15). After that, each agent adds a noise

t+1
i

¢! drawn from a Gaussian distribution A/(0, (O'2>f-+1[d) to perturb the local variable

according to the chosen noise variance decay scheme. Then, the perturbed local variable

~tt1
€

is sent by agent ¢ to all its neighboring agents j € V;. At last, each agent updates the

dual variable oe§+1 through (15). The corresponding ADMM iterations are as

Vi) ol 4 m Vil = [ VilE+ ) F (14)
JEV:
and ol =al+n | V]t — Z 56;“ : (15)
JEV;

Now how to set the value of threshold U is important. Since > ;_, ||F — :i;;“Hg < U and

Si—o 1QE* |2 = % Si—o Do(EN jev) |z — 57?”2 with @) = /L_/2, then the value of noisy
local deviation statistics Z;‘on |Q&"||2 is upper bounded by v/2EU. Note that if we set the
threshold U as U = U/(v2E), we have Ztho |Qzt||2 is upper bounded by U, where U is

the upper bound of the noise-free local deviation statistics ZtT:O |Qxt||2. The upper bound
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Algorithm 1 Differentially Private Robust ADMM
1: Input: datasets {D;}¥ ,; initial variables z{ € R? and a? = 04; threshold U; time

)

period T}, decay rate Rp € (0,1) and Ry > 0; initial variances (02)3 for all agents 7;

2: Choose noise variance decay scheme (Line 3-7).
3: if Periodic Linear Decay Scheme is chosen then
£ (A = (%) x RET
5: else
6: (02)?1 = (02)3 X m. //Iteration-Based Decay Scheme
7: end if
8 fort=0,...,7—1do
9: fori=1,---,N do
10: if i llZF — &2 > U with j € Vi then
11: Replace i’z with i’f
12: else
13: Keep 5;;
14: end if
15: Compute 2! by solving V f;(z/h) +-al +2n| V| x5 (Wz’jf + 2 ey j;) =
0.
16:
17: Generate noise &1 ~ N(0, (02)Z+1Id).
18: Perturb a:Z'H: iﬁ?“ = xf“ + ff“.
19: end for
20: fori=1,---,N do
21: Broadcast 53§+1 to all neighbors j € V;.
22: end for
23: fort=1,--- ,N do
24: Compute af“ from
A (V5 20,
25: end for
26: end for

27: Output: {#7}Y, for any i € N.

U can be obtained from the following Lemma.

Lemma 9. If we randomly initialize z° and the gradient ¥V f(z) is bounded as ||V f(z)|]2 <

Vo and the feasible x is bounded as ||z||2 < Vi, in conventional ADMM (10-11), we have

T 2V2
t o 2 2
; 1Q2ll2 U = (Gmas(Lt) + 20mas (QNVE + po—T— + 1.

Proof. The upper bound of 3"} [|Qz!||2 can be directly derived from Lemma 8 in [51] if we

use the inequality [|a + b||3 < ||la||3 + [|b]|3 for all a,b € R™ and ||Qz°|| < ¢maz(Q)[|2°]]. O
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In distributed settings, the output of the algorithm includes all intermediate results
generated at every stage of the learning and final result. For this reason, we present the
dynamic zero concentrated differential privacy framework to quantify the privacy leakage

of ADMM-based algorithms.

Definition 7 (Dynamic p!-zCDP [52]). Consider a connected network G = {N,E}
that contains a set of agents/nodes N = {1,--- N} and each agent possesses a training
dataset D;, and D = UjenrD;. We denote T is a randomized version of ADMM algorithm
with updates (12) and (13). Let T be the agent-i-dependent sub-algorithm of T, which
corresponds to ADMM update (12) at t-iteration that outputs xt. A randomized algorithm
T gives dynamic pt-zCDP if for all datasets D; and D; differing at most a single record,
and for all agents i € N, and for all t during a learning process, the privacy loss variable
Prlz} p =o

ﬁ satisfies E[e(T"DZi(0)] < (r-D7p;
D,

of an outcome o € Range(T), Z!(0) = In

VT € (1,00).

For dynamic zCDP algorithms, the adversaries cannot obtain additional information
by observing the intermediate results and final results at each step. Since the added noise
may destroy the convergence behavior and lead to poor model performance. It is vital to
carefully design and adjust privacy budget allocation for each iteration, i.e., dynamically
reducing the noise variance in the iterative process, instead of just adding a noise ferl for
agent ¢ in iteration t + 1 [42].

Here we propose two kinds of noise variance decay schemes, which effectively reduce the
bad impact of noise and stabilize the convergence property.

Periodic Linear Decay Scheme In a period of time 7T}, there is a decay rate Rp €
(0,1) to describe the decrease of noise variance. The mathematical form is

(o) = (6%); x RE™), (16)

(2

where (02)} is the initial noise variance determined by agent i and the value of T, decides how

often to reduce noise variance regards the number of iterations. Without loss of generality,
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suppose the total iteration number 7" is divisible by Tj,.
Iteration-Based Decay Scheme In the iteration ¢ + 1, the noise variance (02)?1 can

be obtained based on the previous noise variance. It has the mathematical form as

1 1

t+1
(02)i = (02)i X m,

where R > 0 is decay rate.
Before showing PR-ADMM satisfies dynamic zCDP, we first estimate the sensitivity of

1

the local primal variable xf* as shown in the following lemma.

Lemma 10. The sensitivity of local primal variable :cf“, denoted by A;, is ﬁ, where V
is the Lipschitz constant of the loss function L(-), |Vi| is the number of neighboring agents

of agent i, and n is a positive penalty parameter.

Proof. According to subproblem (12) and definition of sensitivity, we have

1 1 1
t+1 t+1 ~t ~t t
Ty == V(e D;) + Vilz; + i | — o
on = gy VO g M 25 | s
and ] = — Vi D)+ o (a3 # | -l
1,D; 277|Vz'| (AN 2 A 2|Vi| (2t = J 277|Vi| i

where D; and D; are two neighboring datasets. Without loss of generality, suppose only

the first data sample in D; and D is different, say (y},21) and (g}, 2}) respectively. Then

18



by the definitions of sensitivity, we have

A — th—i—l _xz?—&-Al ”
1 A~
= g IV i@i™ Do) = V@™, D2
L1 o 5
= 2wl 151 pa ZVE yis 2 @i ) + 5 VR
|Di )
- |Zw gt 27w = VR
= 5o |V||!V£(yz,zi, i) = VL@ &L 22
v
< —
nvil

In the last inequality, we use the fact the Lipschitz constant V is an upper bound of

IVLE) 2 O
The following theorems show the privacy guarantee of PR-ADMM.

Theorem 1. The PR-ADMM algorithm satisfies the dynamic pf“—zCDP, where pﬁ“ =

V2
202|V;[2(02); T

Proof. The privacy loss variable of a:t'H on an output o over two neighboring datasets D;

and ﬁ, is
Z* 1 (0) =1n

Since :ng — x1?+1 + §?+1 and 5?“ ~ N(0, (o )t+ 1;), the probability distribution .Z‘H_Dl is

N (:Ufj&_, (o )tHId) and the probability distribution of xfjjlz is N(z thz ((72)?r 1;). Accord-

ing to Lemma 2.5 in [31] and V7 € (1, 00), the Rényi divergence is given by

rlat 3 a2
t+1 t+1 t+1 o\t+1 . i,D; . TA;
Do (A TN 0 0 = =P = ST
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Then, we have

E[e(-DZ o) < LTTDD W@ (@) LIV (@] (0%); " )

— (r=1)TAZ/2(0%)

2
(r—)r——Y
<e 2m2|v;(2(o2)iH

t+1
— 6<T_1)Tpi+ .

Therefore, PR-ADMM provides the dynamic pr—ZCDP at each agent ¢ with pit! =

i
The parameter pf“ in Theorem 1 only inspects the privacy loss of one agent in each
iteration. However, it does not show the privacy guarantee when an adversary uses the
revealed results from all iterations to perform inference. Therefore, the total privacy loss
over the entire computational process and the entire network should be calculated.
For two kinds of noise variance decay schemes: Periodic Linear Decay Scheme and

Iteration-Based Decay Scheme, we leverage (e, d)-differential privacy to derive the total

privacy loss as shown in the Theorem 2 and Theorem 3, respectively.

Theorem 2. For any Rp € (0,1) and 6 € (0,1), if Periodic Linear Decay Scheme is

chosen, the PR-ADMM algorithm is (e, 6)-differential privacy with € = max;en plo +

24/plotdln1/68, where

T /T,
total _ V2 Tp(l B RP/ p) 1
U PR |

7

Rg/Tp*1 _ Rﬁ/Tp
and T, is time period, and Rp € (0,1) is the decay rate, and K is the total number of

iterations.

Proof. According to Theorem 1, PR-ADMM satisfies dynamic p§+1—ZCDP. It ensures that
each primal variable :c:f+1 perturbed by noise drawn from the Gaussian distribution

N(0, (0'2)?_1[(1) is pit1.7zCDP at ¢ + 1 iteration. By the composition theorem in Lemma 2
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and for each agent, PR-ADMM provides ZthBl pf“—zCDP. Since Periodic Linear Decay
Scheme is chosen, together with the result in Theorem 1, we have pf“ = pi1 / Rg/ ) and

PR-ADMM is pt°**_zCDP for each agent with

T/T,
total 1 ( Tp(l — RP/ p) _ 1) .

Pi = Pi Rg/Tp_l B Rﬁ/Tp

By Lemma 4 and V§ € (0, 1), PR-ADMM satisfies (/! §)-differential privacy with e/ =

pletal 42, /ptetalln 1/§. Therefore, considering all of agents, the total privacy loss of PR-

total
i .

ADMM is bounded by (¢, d)-differential privacy with € = max;epnr €
O

Theorem 3. For any Ry > 0 and § € (0,1), if Iteration-Based Decay Scheme is chosen,

the PR-ADMM algorithm is (e, 0)-differential privacy with

€ = Inax

pH(RrT(T? — 1) +3) pH(RrT(T? —1)+3)In1/8
ieN( - +2\/ . >’

3 3

where p} = r and T is the total number of iterations.

V2
202|Vil?(0?)

Proof. Since Iteration-Based Decay Scheme is chosen, together with the result in Theorem

1, we have pt! = Ryt(t +1)p}. Then PR-ADMM is p{°*@-zCDP for each agent with

total 1 RTT(T2 - 1) +3
i =P 3 .

By Lemma 4 and V§ € (0,1), PR-ADMM satisfies (/' §)-differential privacy, where

6gotal — pgotal +2 pgotal In 1/5

_ pHRYT(T? — 1) +3) N 2\/p}(RTT(T2 —1)+3)In1/s
B 3 3 ‘

Therefore, considering all of agents, the total privacy loss of PR-ADMM is bounded by
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(¢, 0)-differential privacy with

€ = max e

iEN
i - 1 2 _
- ma <pz(RTT(T3 1)+3>+2\/pZ(RTT(T 31)+3)ln1/(5>.
1€

3.3.1 Convergence Analysis

In this section, we present the convergence analysis of proposed PR-ADMM algorithm

for general convex objective functions. The updates of PR-ADMM can be written in matrix

forms as
Vi) +at + Mzttt — L 3t =0 (18)
and o't —aof — L 3" =0, (19)
where 7 = zt + £t and €' € RV? is a vector concatenating all noise variables {&ty.

Given the perturbed primal variable #¢, two auxiliary sequences 7 and ¢/, and a matrix
G are defined as follows
¢ rt nl 0
rt:ZQaES, ¢ = ,and G = )
5=0 xt 0 nLy/2
where @Q = /L_/2. Since the network is connected, the Laplcaian matrix L_ is positive
semi-definite.

Substituting (19) into (18), we obtain z't1 = — M71V2{7(xt+1) + M_IQLJt - M_zlL_ Ztszo 7.

l,tJrl)

Based on the auxiliary sequence 7! and the fact M = (L_+L)/2, we further have %

2Qrtt! + Ly (& — &) = 21t
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Proposition 1. For any r € RN and k > 0, we have

t+1y * 2
f(:L‘ ) f(:l: ) <27” th+1> <= (Hq q*H%} o ”qt—i-l ¢mam(L+)

n — 1 HG) + 2¢mzn(L—)
+ <§t+172Q(T,t+1 . 7‘)> 7

€413

r
where x* is the optimal solution of (5) and ¢* =

x*

We can now prove the following convergence results of PR-ADMM for the general convex

problem.

Theorem 4. Suppose the objective function f(z) is general conver. In PR-ADMM, if
Periodic Linear Decay Scheme is chosen, we have
77 d¢?nam(L+)Tp Zi]\il(oj)il

T~ 2¢min(L_)(1 - Rp)

~
Accumulated noise term

BIFGT) — £ < 2% (1Qa01 + ® — 2713 _ o +2072) +

with 0 < Rp < 1 and time period T,,, where the expectation is taking with respect to the

noise and &7 = Zt L@t

Proof. Summing Proposition 1 fromt =0tot =7 — 1, we have

T
S ) = £ + (2r.a)
t=1
T
¢72nax(L+) —1y2 1 0 o
<;<2¢W(L_>”5t ”2+<5t72Q<’"t—r>>>+an —rE
< < znax( ) t—1 9 t 7 1 0 112
<3 (gl + 1208 (0 + Ir1e) ) + Ll — a1
T T
Ormaz(Lt) (-1 1o aro )
S;(%()Hé H2>+n||q —q !\G+;!2Q§tllz (T +Irl2)
T 2 .
<3 (et Sel i1 1g) +20 (0 + rka) + 21 ~ o'

~~
Il
—
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where we use the fact that Zthl |Q¢t|2 < U. Letting r = 0, there is

T
(> 7 §Z<2% ) +207 + QB + 1° ~ a* I,

By taking expectation of above function and using Jensen’s inequality and convexity of the

functions, we have

¢ma:0 L -
(\|@x°||2+||x ~ a3 /2+2U2) Z o 2

B[/ (") - f(a")] < S

’ﬂ\d

2\1
77 ( 0 2) 77 d¢maz(L+)TP Zi:l(o- )7,
a — 2U )
where 7 = %Zle 2t. In the second inequality, we use the sum of infinity terms of
geometric sequence. O

Theorem 5. Suppose the objective function f(x) is general conver. In PR-ADMM, if
Iteration-Based Decay Scheme is chosen, we have

dpmae (L) Sity (07)]
E maz \ "M+ i=1 i

T 2¢mm (L— ) RT

Accumulated noise term

E[f(57) - £2*)] < % (1Q2°03 + la® — 27 [3_ o +20%) +

with Ry > 0, where the expectation is taking with respect to the noise and &' =z Zt 1 at.

Proof. Similar to the proof of Theorem 4, we have

~ * 77 * ¢m(lm L -
E[f@T) - £@)] < 2 (IQa"13+ [0° = a*[3_p, +20%) + Z Pnas(C) e
T 2¢mln
E 0 X 2 ﬂ d¢ma:c(L+) Zi:1(02)11
< 7 (1Qa"15 + 112 = a7} _jy +20%) 4 i =rimse e pmemy E0,
where 27 = 1 ST at. O

Remark 1. As we can see from the above two theorems, if the variance of Gaussian noise
decays according to Periodic Linear Decay Scheme and Iteration-Based Decay Scheme, then

the averaged function value approaches the minimum function value with a convergence rate

24



of O(1/T). Note that the non-private decentralized ADMM in [50] also achieves a O(1/T)

rate for a general convex problem.

3.3.2 Numerical Experiments

In this section, we experimentally evaluate the performance of PR-ADMM under two
noise variance decay schemes: Periodic Linear Decay Scheme and Iteration-Based Decay
Scheme on binary classification tasks. Specifically, our evaluation considers logistic regres-
sion as the loss function.

Logistic regression The logistic regression loss function on a data sample (z,y) with
y € {+1, -1} is defined as L(ylz] 27) = log(1+exp(—yrxT 21)), and the regularizer R(z;) =
Jaill3.

Data preprocessing We also use the Adult dataset from UCI Machine Learning Repos-
itory, as in [42, 43, 44]. The dataset consists of 48,842 personal records with, including age,
work-class, sex, race, income, etc. Our goal is to predict whether the annual income an
individual is more than $50k or not. We preprocess the data by removing all individuals
with missing values. We also normalize the feature vectors such that its ls norm is at most
1 while transforming labels of Adult {> 50k, < 50k} to {+1,—1}.

Baseline algorithms In our experiments, we compare our PR-ADMM algorithm against
four benchmark algorithms, namely, DVP, M-ADMM, and R-ADMM and Non-private. The
private ADMM algorithm using dual variable perturbation is called DVP [42]. ADMM with
a penalty perturbation, proposed in [43], is referred to M-ADMM. Based on the penalty
perturbation, R-ADMM with repeatedly using the existing computational results to make
updates is proposed in [44]. Furthermore, we denote the non-private ADMM algorithm [49]
as Non-private baseline. Finally, we denote our PR-ADMM with Periodic Linear Decay
Scheme and Iteration-Based Decay Scheme as PR-ADMM (Per) and PR-ADMM (Iter),
respectively. Setup As shown in Figure 1, we consider a bidirectionally connected net-
work with N = 5 agents, and each agent is randomly assigned |D;| = 8000 data samples

for training. In the testing process, we random sample 1000 instance from the remaining
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Figure 1: A network with five agents (N = 5).
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Figure 2: Hyperparameters of PR-ADMM (Periodic Linear Decay).
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Figure 3: Hyperparameters of PR-ADMM (Iteration-Based Decay).

dataset. We set 7 = 0.5 and the total iteration number 7" = 50. For privacy parameters,
we consider the total privacy loss e = {0.1,0.5,1,5,10} and 6 = 0.0001.
Evaluation We evaluate the convergence of the algorithms with respect to the average

loss defined by £; = + ZZ]\LI ﬁ ZL@{ L(yM(xt)T2"). Moreover, the accuracy is measured

Number of correct predictions
Total number of predictions made*

by classification accuracy defined as follows Accuracy = Since
each of the baseline algorithms introduces randomness due to noise, we perform 10 indepen-
dent runs of algorithms and report the mean of accuracy (Testing and Training). Moreover,

we also record both the mean and standard deviation of the average loss. The smaller the

standard deviation, the more stable of the algorithm.
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Figure 4: Compare convergence: Total privacy loss € = 10.

As we can see from Algorithm 1, there are some hyperparameters for tuning, such as
threshold U, time period T, decay rate Rp and Rr. Given the total privacy loss € = 10
and the total iteration number 7" = 50, we manipulate different hyperparameters separately,
while keeping the rest unchanged to show their impact on testing/training accuracy?. Figure
2(a) shows the impacts of time period 7, on the performance of PR-ADMM with Periodic
Linear Decay Scheme. The value of time period T}, represents how often to reduce noise
variance regards the number of iterations. From the figure, we see that 7, = 1 achieves
the highest testing/training accuracy. Figure 2(b) illustrates how classification accuracy
changes with varying values of U, the threshold U is to eliminate the too noisy results
from neighbors. As it was shown in the figure, U = 0.1 achieves the best testing/training
accuracy. Figure 2(c) describes how classification accuracy changes with varying values of
Rp. The parameter Rp controls how fast the noise variance decreases. As it can be seen
from the figure, Rp = 0.925 is best. To see the impact of decay rate Ry and threshold U
on performance of PR-ADMM with [teration-Based Decay Scheme, Figure 3(b) and Figure
3(a) describe how Rp and U affect the testing/training accuracy, respectively. From these
figures, we see the testing/training accuracy are highest when Ry = 0.015 and U = 1.

Figure 4 compares the convergence performance of PR-ADMM algorithm with other

2Note that tuning hyperparameters may not be private. In the future work, we can consider differentially
private hyperparameter tuning algorithms proposed in [53, 54] to achieve end-to-end differential privacy.
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baseline algorithms. Compared to DVP and M-ADMM, R-ADMM indeed improves the
privacy-utility tradeoff significantly, i.e., R~-ADMM has the low value of average loss, with
repeatedly using the existing computational results. However, R-ADMM performs many
iterations that do not help decrease the average loss value. As it was shown in the figure,
both PR-ADMM (Per) and PR-ADMM (Iter) significantly outperform all other algorithms
and get close to the best achievable average loss (Non-private) during the entire iterative
process. This is because, with carefully adjusting privacy budgets and setting a threshold
to eliminate the too noisy intermediate results, the negative effects of noise addition have

been reduced and the convergence behavior of ADMM has maintained.
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Figure 5: Compare testing accuracy by Figure 6: Compare training accuracy by

varying total privacy loss e. varying total privacy loss e.

Figure 5 and Figure 6 illustrate the testing and training accuracy achieved by each
algorithm changes as the value of € increases. We can see that both PR-ADMM (Per) and
PR-ADMM (Iter) achieve the competitive testing/training accuracies on a wide range of

values for total privacy loss e.

3.4 Plausible Private ADMM

In this section, we will present our plausible differentially private (PP-ADMM) by adding
Gaussian noise related to the maximum tolerable gradient norm of perturbed objective in

each ADMM iteration, which relaxes the requirement of exact optimal solution as shown in
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[55, 43, 44], to provide differential privacy guarantee of each training data sample during
the iterative procedure. We also adopt the privacy framework of zCDP to compute much
tighter privacy loss estimation of PP-ADMM. In addition, the generalization performance
guarantees of PP-ADMM is provided by measuring the number of data samples at each
agent to achieve a specific criteria.

Specifically, in each iteration, we perturb the subproblem (3) with the objective per-
turbation method the same as used in previous studies [55, 43, 44], where a random linear
vector (bil)Txi is injected to the objective function, and b;1 is a random vector drawn from a

zero mean Gaussian distribution N'(0, 0% I,). Consequently the objective function (3) used

t+1

to update the primal variable z;"" becomes the modified function as

1
Lper (i, D) = fi(wi) + 2N +ba) 2+ ) ||§(93§ +3h) — i[5, (20)
JEV:

where f;(x;) = ﬁ ZLDzlll L(yral2m)+ %R(xl) In order to ensure DP guarantee, as pointed

out in [55, 43, 44], each agent i € N needs to find the optimal solution f;“ of the perturbed

objective function Lye,(x;, D;), i.e.,

i.zfi-i-l = argmin Eper(miv Dz) (21)

Ty

However, the subproblem (21) may not be easy to solve and obtain an optimal solution in
a finite time. For instance, if we choose logistic regression as loss function, the subproblem
(21) cannot yield an analytical solution due to the complicated form of logistic regression.
Especially when the problem dimension or the number of training samples is large, obtaining
optimal solution might not be feasible in every iteration.

Thus, we consider obtaining the approximate solution of perturbed objective function
Lyper(xi, Di) to provide privacy guarantees when the optimal solution is not attainable.
Specifically, we approximately solve the perturbed problem until the norm of gradient of

Lper is within a pre-defined threshold 3. However, due to the limitations of objective
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perturbation method [56], releasing this inexact solution leads to the failure of providing

t+

DP guarantee. We thus perturb the approximated solution Z; ! with another random noise

biz from Gaussian distribution N(0,0%1,), to "fuzz” the difference between i’fﬂ and the

optimal solution f?_l. Note that the noise variance 032 has the parameter 8 about the
maximum tolerable gradient norm, which leads to a trade-off between the gradient norm

bound and the difficulty of obtaining an approximate solution within the norm bound.

Algorithm 2 Plausible Private ADMM
1: Input: datasets {D;}Y,; initial variables 2 € R? and A\ = 0g4; step size n; privacy
parameters, €;1, 8,1, €3, pi2; Optimizer O(-,-) : FxB — R? ( F is the class of objectives,
and (3 is the optimization accuracy, i.e., the gradient norm of objectives); gradient norm

threshold g € 3.

2: Set €1, 0;1, €3, pio > 0 such that €;; > €;3.

3: Set regularizer parameter 2> mgix%.

4: fort=0,...,T—1do

5: fori=1,...,N do

6: Generate noise b1 ~ N (0,03 1) with 01 = 2+/21n (1.25/5;1) /(| Dil€is)-

7: Construct the perturbed objective function Lpe,(z;, D;) according to (20).

8: Compute an approximate solution if“: :i’?rl = O(Lper(zi, Ds), B).

9: Generate noise b ~ N(0,0%1,) with oin = B/[vZpi2(3 + 2n|Vi])).

10: Perturb :Eﬁ“: 932“ = fcf“ + bio.

11: end for

12: fori=1,...,N do

13: Broadcast acf“ to all neighbors j € V;.

14: end for

15: fori=1,...,N do

16: Update local dual variables At from ATt = A+ g S (- x§+1).
€V;

17 end for ’

18: end for

The key steps of PP-ADMM algorithm are summarized in Algorithm 2. The privacy
parameters (e;1,0;1) are used to perturb the objective function while the parameter p;o
being used to perturb the approximate solution. Moreover, the parameter €;3, a portion of
€i1, 1s used to scale the noise injected to the objective function, and the remaining privacy
budget (e;1 — €;3) is allocated to setting the regularizer parameter. Notice that we also
define an Optimizer O(-,-) : F x 3 — R%, where F is the class of objectives, and 3 is the
optimization accuracy, i.e., the gradient norm of objectives. Each agent 7 then constructs

the perturbed function Ly, (x;, D;) with a Gaussian random vector b;; and finds an inexact
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t+1 where the norm of gradient is lower than £, i.e., iﬁ“ = O(Lper(zi, Ds), B).

solution Z;

After that each agent i generates a random Gaussian noise b;5 and transmits xf“ =

Zi + bio to its neighbors j € V;. Finally, each agent updates the local dual variables )\EH

via XD = X\ - g ezv (mﬁ“ — a:z*l).
JEVi

3.4.1 Privacy Analysis

Here, we provide the privacy guarantee of PP-ADMM (Algorithm 2) in the following
two theorems. Due to the limited space, we only provide a proof idea of Theorem 6, and

the detailed proof can be found in Appendix.

Theorem 6. The PP-ADMM in Algorithm 2 satisfies p;-zCDP for each agent i with p; =
T(pi1 + pi2), where pi1 = €% /(41n(1/8:1)), and pi2 > 0 is the privacy budget for perturbing

the approximate solution.

Proof Sketch. For achieving p;-zCDP for each agent i at ¢t + 1 iteration in Algorithm 2, we
first divide the output of ¢ 4+ 1 iteration into two parts. The first part is to obtain the

optimal solution :ff“ of the perturbed objective function Lpe,(x;, D;), and the second part

t+1

is to obtain the approximate solution with Gaussian noise z;" . We then show obtaining the
optimal solution #:*! provides p;1-zCDP with p;1 = €2 /(41n (1/8;1)) for the first part, and
releasing an approximate solution in the second part is p;2-zCDP. By using the composition
of zCDP in Lemma 2, we can get releasing the perturbed primal variable :L“ZTH at t + 1
iteration provides (p;1 + pi2)-zCDP. Considering T iterations, the total privacy loss for each

agent 7 is bounded by p; = T'(pi1 + pi2)- O

We then give the following parallel composition theorem of p-zCDP to provides a to-

gether characterization of total privacy loss for distributed algorithms.

Lemma 11 (Parallel Composition [57]). Suppose that a mechanism M consists of a se-
quence of k adaptive mechanism M, --- , My where each M; : H;;ll RjxD = R; and M,

satisfies p;-zCDP. Let D1,Do,--- Dy be the result of a randomized partition of the input
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domain D. The mechanism M(D) = (My(DNDy),--- ,Mg(D NDy)) satisfies (max p;)-

zCDP.

Based on Lemma 11, we can directly obtain the total privacy loss of PP-ADMM given

as follows.

Theorem 7. The PP-ADMM in Algorithm 2 satisfies p-zCDP with p = max p; and satisfies
(2

(6,0)-DP with e = p+24/pln(1/9).

3.4.2 Sample Complexity Analysis

We next measure the generalization performance of PP-ADMM by focusing on the ERM
problem given in Section 3.2. We also assume that data samples of each agent ¢ are drawn

from a data distribution P. The expected loss of classifier 2! at iteration ¢ is defined as

Following the similar analysis in [56, 55], we first introduce a reference classifier z,.; with
expected loss L(z,.f), and we then measure the generalization performance using the num-
ber of samples D; required at each agent to achieve L(z!) < L(Zycf) + Gace, Where agec is
the generalization error.

PP-ADMM without Noise

Here, we consider the learning performance at all iterations rather than only the fi-

nal output. Let the intermediate updated classifier #i7! at iteration t + 1 be 17! =

O(Enon(xiaDi)aﬁ)-

Note that {;%ffllon} is a sequence of non-private classifier without adding perturbations.

Let x* = argmin f;(x;, D;) be the optimal output of PP-ADMM without Noise. The
i

sequence {:%fﬂm is bounded and :i“ffllon converges to x* as t — oo. Therefore, there exists

a constant AT at iteration t 4 1 such that L(z#/T! ) < L(z*) 4+ A"l We then have the

7,m0Nn 7,moNn 7,mon "

following result, and the detailed proof can be found in supplemental material.
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Theorem 8. Consider a regularized ERM problem with R(z) = %||z||3, and let x,c5 be

the reference classifier for all agents and {ﬁ:”‘l } be a sequence of outputs of PP-ADMM

i,non

without adding noise. If the number of samples at agent i satisfies

log (1
D> Va0
Pl B (14 a)
2| zrerll3
for some constant V, then 1  satisfies

i,mon

Pr []L(:f;t“ ) < L(@ref) + Gace| >1— €

7,non

with agee > AL

1,non”’

Remark 2. As we can see from Theorem 8, the number of data samples |D;| relies on the
la-norm of reference classifier ||z ef||3 and the parameter B that bounds the optimization

accuracy of the non-private intermediate classifier. The results demonstrate that if |D;]|

satisfies |D;| > V max;{ - 7Alffl(1>/§) }, each agent’s non-private intermediate clas-

7,M0Nn _ 1+(L
2l|@ e 112 (1+a)8

sifier will have an additional error less than aqcc compared to any classifier with ||z ez||3.

2||zrer]|3 log (1 ;
%}, the same as given

i,non

Moreover, if 5 =0, the result reduces to |D;| > V max;{
in [55], which shows that the lower optimization accuracy of the non-private intermediate

classifier, the more samples required to achieve the same accuracy.

PP-ADMM

We then show the sample complexity of the PP-ADMM algorithm. Similar to the
analysis in PP-ADMM without noise, we also consider bounding the generalization error
of the intermediate classifier xﬁ“ of each agent i at all iterations. In order to compare the

+

private classifier xf ! with a reference classifier 2. , we follow the same strategy used in [55].

We define a new optimization function f**"(z;, D;) = fi(zi, D;) + bir’z; and then solving
PP-ADMM algorithm is equivalent to solving a new optimization problem, where each

agent i’s performs local minimization to get 2ttt = O(f1*¥(x;, D;), B) + bia. The sequence

*

rew @ t — oco. Thus,

of outputs {xﬁ“} is bounded and $§+1 converges to a fixed point x
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there exists a constant AF! “at ¢ + 1 iteration, such that L(z!t!) < L(af,,) + AL - We

1,new ,new’

then give the following result, and the detailed proof can be found in supplemental material.

Theorem 9. Consider a reqularized ERM problem with R(x) = 3|z||3, and let z,cs be the
reference classifier for all agents and {a;'é“} be a sequence of outputs of PP-ADMM. If the

number of samples at agent i satisfies, for some constant V,

|D;| > Vm?x{ ( log (1/¢) )

aacc*At--'—l 2
(ool (14 a)(8 + H)

Qeref”%

O'z'Q(Clacc—At-H )1 /2dlog %

i,new

with H = + 204 dlog %, then 211 satisfies

”xref”% Lnew

Pr [L(z/™!) < L(2ref) + agec] > 1 — 3¢

with agee > AL

,new”

Remark 3. Compared to Theorem 8, we can see that in Theorem 9, the privacy constraints

impose an additional term H with H = cia(agcc — Aﬁ;ﬁw), /2dlog %/”mrefH% +202 dlog % If
both noise variances o;1 and o2 are equal to zero, the number of required samples | D;| will
reduce to the same result shown in Theorem 8. Moreover, the additional term H demon-

strates that the higher dimension of features, the more added noise to achieve the same

accuracy requires more data samples.

3.5 Improved Plausible Private ADMM

In this section, we present an improved version of PP-ADMM algorithm called Improved
Plausible Private ADMM (IPP-ADMM) by leveraging sparse vector technique (SVT) to
improve the performance and reduce the communication cost of PP-ADMM. Compared
with current differentially private ADMM algorithms [55, 43, 44], although the proposed
PP-ADMM algorithm can ensure DP guarantee without requiring the optimal solution
during each ADMM iteration, the primal variable is updated using the local data in every

iteration and frequently broadcasted to neighboring agents, which leads to the privacy loss
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unavoidably accumulating over the iterations, and compromise the accuracy during the
whole training procedure.

Hence, we adopt SVT that can output some local computational results without paying
any privacy budget, to check whether current approximate solution has a big enough differ-
ence from that of previous iteration, where the difference is quantified by a quality function,
fi(xh) — fi(21), based on the change of the values of local function over the primal variable
from previous iteration and current approximate solution. If a sufficient level of difference
« is achieved, each agent transmits the current approximate solution with Gaussian noise
to its neighbors. Intuitively, if the difference between the current approximate solution
if“ and the previously transmitted x! is small, then using either one does not help the
convergence of the iterative process, which leads to reducing the communication cost.

However, one difficulty in using SVT is that there is no known priori bound on query
(i.e., the quality function) f;(z!) — fi(#;). To bound the sensitivity of fi(a!) — fi(2;), we
apply the clipping method to clipping the loss function £(-). Given a fixed clipping threshold
Closs, we compute the value of loss function £(-) on each local data sample, clip the values
at most Cjyss, and compute the value of f;(z) — f;(#;) based on the clipped values. Note
that we denote this loss function clipping procedure as Clip.

The complete procedure of IPP-ADMM algorithm for a single agent is shown in Algo-
rithm 3. The privacy parameters €; and €s are allocated to perturb the quality function and
threshold a, respectively. In each iteration, each agent ¢ first constructs the perturbed func-
tion Lyer (24, D;) with a Gaussian random vector b;; and finds an inexact solution :%f“, where
the norm of gradient is lower than g, i.e., §:§+1 = O(Lper (x4, D;), B). Then each agent apply
the clipping method Clip to clip the quality function f;(x!)— fi(ifﬂ) with a clipping thresh-

old Cj,ss to limit the sensitivity of quality function. Further, each agent uses SVT to check

t

whether the difference between the approximate solution :EZ-H and ! is below a noisy thresh-

2ccloss
€1

) via a noisy quality function, Clip [fz(zrf) — fi(ﬁ“)] +Lap(%).

€2

old & = ar+Lap(

t+1

If yes, then agent ¢ does not transmit any computational results and let ;" = z; otherwise,

each agent i generates a random noise bjz ~ N(0,0%1;) with o9 = B/\/Qpig(% + 2n|Vi)),
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Algorithm 3 Improved Plausible Private ADMM Run by Agent ¢
1: Input: dataset D;; initial variables :pg € R? and )\? = 0g4; threshold, a; Maximum
number of primal variables that can be broadcasted, c; loss function clipping threshold
Closs; step size n; privacy parameters, €;1, 0;1, €3, pi2, €1, €2; Optimizer O(-,-) : Fx3 —
@ ( F is the class of objectives, and 3 is the optimization accuracy, i.e., the gradient
norm of objectives); gradient norm threshold g € 8.

2: Set €1, 0;1, €3, Pi2, €1, €2 > 0 such that €;1 > ¢;3.

3: Set regularizer parameter A > mzax#]:;ﬁm

4: count; = 0.

5. for t =0,. —1do

6: Generate noise bj1 ~ N(0,02 1) with o1 = 24/21In(1.25/6:1) /(| Dileir).

7: Construct the perturbed obJectlve function Lpe,(xi, D;) according to (20).

8: Compute an approximate solution xtﬂ ;§+1 = O(Lper(zi, Ds), B).

9: if Clip [fi(2}) — fi(zM)] + Lap(#) > o+ Lap(%) then

10: count; = count; + 1, Abort if co%mti > c. ' A

11: Generate noise by ~ N(0,0%1,) with oin = 8/[v2pi2(3 + 2n|Vi])].

12: Perturb a:t'H f"'l = i:f“ + b;9.

13: Broadcast xi“ to all neighbors j € V.

14: else

15: Let xﬁ“ = xf

16: end if

17: if xtH is not received from neighbor j € V; then

18: Replace xﬁ“ with x;

19: else

20: Keep xt“

21: end if

22: Update local dual variables Ai*! from At = A 0 5 S (2t x?’l).
€V;

23: end for !

! Aﬁ“ + b2 to its neighbors. Moreover, each agent maintains a counter

and transmits :L‘H—
count; to bound the total number of broadcasts of primal variables during the whole in-
teractive process. If a predefined transmission number c(c < T) is exceeded, agent i stops
transmitting anything even when the condition in Line 7 is satisfied. Hence, if agent ¢ does

1

not receive a: ! from any neighbor j € V;, then lets a:t+ ; Finally, each agent updates

the local dual variables /\tJrl via /\tJrl = /\t + = 5 JGZV ( t+1 x;“),

3.5.1 Privacy Analysis
We provide the privacy guarantee of IPP-ADMM (Algorithm 3) in following theorem.
Theorem 10. The IPP-ADMM in Algorithm 3 satisfies p}-zCDP for each agent i with
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%7 pir = €4/(4In(1/6:1)), pi2 > 0 is the privacy

pi = pi +cpin + piz), where py =
budget for perturbing the approximate solution, and ¢ (¢ < T) is the maximum number
of primal variables that can be broadcasted. Moreover, the total privacy guarantee of IPP-

ADMM is p'-zCDP with p' = max p.
K2

Proof. For achieving p}-zCDP for each agent 7 in Algorithm 3, we first divide the procedure
of the algorithm into two parts. The first part is using SVT to compare the noisy threshold
and the perturbed query answer (i.e., the value of quality function) to check the quality
of the approximate solution obtained in Step 7 of the Algorithm 2. The second part is to
share the approximate solution with Gaussian noise, whose value is above the threshold.
We prove that DP mechanism used in the first part provides p}-zCDP (shown in Lemma
13). Moreover, at each iteration, the privacy budget spending on releasing an approximate
solution in the second part is (pi1 + pi2)-zCDP (shown in Theorem 6). Then, using the
composition of zCDP in Lemma 2, we obtain the privacy guarantee of IPP-ADMM for each
agent i is p; = p1 + ¢(pi1 + pi2) by considering ¢ times of broadcasting primal variables.
Lastly, we get a total privacy guarantee of IPP-ADMM, i.e., p'-zCDP with p/ = max pl by

adopting the parallel composition in Lemma 11. O

Before presenting the privacy guarantee of the first part, i.e., compare the noisy threshold
and the perturbed query answer to check the quality of the approximate solution, we first

give the sensitivity of the clipped quality function as follows.

Lemma 12. Given a clipping threshold Cioss of the loss function L(-), the sensitivity of

quality function f;(xt) — fl(i“fﬂ) is at most 2Cj,ss, where fi(x;) = \l%i\ ZIHDZZ‘l E(yf:zgle”) +

Proof. Fix a pair of adjacent datasets D; and D; and we also assume that only the first

data point in D; and D; are different, i.e., (z},y}) and (2},9}). According to the definition
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of Li-sensitivity, we have

Ap= |fi(al,Dy) — fi(@0, D) — fixh, Di) + fi(@5, D)l
= L ()T2)) — LG ()" 3))

= (L(yi (™)) = L@ @D )

< 1Ly (@) T2 = £(g3 (@)@ )]h
F L (2 2)) = £(9) (@7 8
f; 2C’loss- ]

Then we show the privacy guarantee of the first part in the following lemma.

Lemma 13. Given the mazimum number of primal variables that we can broadcast, ¢, using
SVT to check whether the approximate solution is above the threshold o provides p1-zCDP

with p1 = 7(61262)2.

Proof. During the whole training process, each agent will receive a stream of queries (i.e.,
a stream of clipped quality functions Clip [ fi(zh) — fi(& t“)]) with sensitivity 2Cj,ss and

2ccloss )

compare them with a noisy threshold a + Lap( . According to Theorem 1 in [33],

this procedure satisfies (€1 + €2)-DP and by Lemma 3, it also satisfies %—ZCDP. O

3.5.2 Numerical Experiments

Datasets. Experiments are performed on three benchmark datasets®: Adult, US, and
Brazil. Adult has 48,842 data samples and 41 features, and the label is to predict whether
an annual income is more than $50k or not. US has 40,000 records and 58 features, and
the label is to predict whether the annual income of an individual is more than $25k. BR
has 38,000 samples and 53 features, and the goal is to predict whether the monthly income
of an individual is more than $300.

Data preprocessing. We consider the same preprocessing procedure as the method

used in [43]. We first normalize each attribute so that the maximum attribute value is 1,

Shttp://archive.ics.uci.edu/ml/datasets/Adult, http://international.ipums.org
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and normalize each sample so its Lo-norm at most 1. As for the label column, we also
map it to {—1,1}. In each simulation, we randomly sample 35,000 records for training
and divide them into N parties, and thus each party includes 35000/N data samples (i.e.,
|D;| = 35000/N). We denote the rest of the data records as testing data.

Baselines. We compare our proposed algorithms against four baseline algorithms:
(i) DVP [55], is a dual variable perturbation method, where the dual variable of each
agent at each ADMM iteration is perturbed by Gamma noise. (ii) M-ADMM [43], is a
penalty perturbation approach, where each agent’s penalty variable is perturbed by Gamma
noise at each ADMM iteration. (iii) R~-ADMM [44], is based on the penalty approach and
the re-utilization of previous iteration’s results to save the privacy loss. (iv) Non-private
(decentralized ADMM without adding noise). Note that the privacy guarantees of DVP, M-
ADMM, and R-ADMM hold only when the optimal solution of the perturbed subproblem is
obtained in each iteration. In order to have a fair comparison, we adopt the Newton solver
to obtain the optimal solution in each iteration. Notice that we also provide sharpened
and tight privacy loss of above private ADMM algorithms under the privacy framework of
zCDP.

Setup. We adopt logistic loss £(ylz! 21") = log(1+exp(—ylz! z1)) as loss function, and
the derivative £/(-) is bounded with |£/()| < 1 and ¢;-Lipschitz with ¢; = 1/4. We also let

R(2;) = 3||2]|3. We evaluate the accuracy by classification error rate over the testing set,

Number of incorrect predictions
Total number of predictions made

defined as Error rate = and the convergence of algorithms by

the average loss over the training samples, given by £; = + >V ﬁ ZLD:"I Ly (zh)T2m).
We also report the mean and standard deviation of the average loss. The smaller the average
loss, the higher accuracy.

Parameter settings. We consider a randomly generated undirectedly network with
N = 5 agents and we fix the step size n = 0.5 and the total iteration number T" = 30.
We also consider the maximum number of primal variables that can be shared, ¢ = 15.

Moreover, to maximize the utility of SVT, we follow the ratio between €; and €9 in [33], i.e.,

€1:€=1: (20)%. In all experiments, we set § = 1074, and ¢ = {0.5,1,1.5,2,10}.
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Figure 9: Effects of clipping threshold Cjss

Impacts of parameters. In this set of experiments on the Adult dataset, we present
the effects of privacy budgets splitting and optimization accuracy (i.e., gradient norm thresh-
old) 8 on the performance of PP-ADMM, and the loss clipping threshold Cj,ss and the

quality function significance threshold « on the performance of IPP-ADMM. Specifically,
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we adjust different parameter settings separately, while keeping the rest constant to repre-
sent their impacts on training and testing accuracy.

For the privacy budgets splitting of PP-ADMM, we first convert the overall privacy
budget parameters (€,0) to protar = Wi/&)' We set pj1 = £gtel . (1 — splits) and py =
% - splits, where splits denotes the fraction of p;q; allocated to p;o. By tuning splits,
we can find the good trade-off between the privacy budget for perturbing the objective and
perturbing the approximate solution. In addition, we compute €;1 = p;1 + 2+/pi1 In(1/d;1)
with §;; = 107%, and set €3 = 0.99 - €1 to dedicate most of the budget to reduce the
amount of noise for perturbing the objective and increase the influence of regularization.
Figure 7 shows the effects of privacy budget splitting on the performance of PP-ADMM by

setting 3 = 1075. As splits decreases, i.e., allocating less privacy budgets for perturbing

the approximate solution, it yields better training and testing accuracy. Thus, we set
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Figure 13: Classification error rate comparisons on Brazil and US datasets.

splits = 0.001 to achieve a good trade-off between amount of noise added to the objective

and approximate solution.

Figure 8 shows how classification accuracy changes with varying values of 8 and fixing
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splits = 0.001. The parameter S controls the optimization accuracy of each iteration of PP-
ADMM training process and the amount of noise for perturbing the approximate solution.
As it can be observed from the figure, due to randomness of objective introduced by the
random noise, when 3 is too small, solving the noisy objective perfectly in each iteration
may not help the final performance. Conversely, when 3 is too large, large amount of noise
is added to perturb the approximate solution, which also leads to performance degradation.
In our experiments, we thus fix 3 = 10735 that achieves lowest training/testing error rate.

The IPP-ADMM algorithm has two threshold parameters, Cj.ss and «. These two
parameters are used to bound the sensitivity of the quality function, and the value of
quality function, respectively. If the clipping threshold Cj,ss is set to a small value, it
significantly reduces the sensitivity but at the same time it leads much information loss
in the estimation of quality function. On the other hand, if Cj. is large, the sensitivity
becomes large that results in adding too much noise to the estimation. Thus, too large or
small values of Cj,ss have a negative effect on employing SVT to check whether the current
approximate solution has a big enough difference from that of previous iteration. As we
can see from Figure 9, Cj,ss = 2 achieves a good trade-off between high information loss
and large sensitivity. In Figure 10, we fix the the clipping threshold Cj.ss = 2 and vary
a from 1073 to 10 to see the effect of o on the performance. Although large value of o
may potentially reduce the releasing of low quality approximate solution and reduce the
communication cost, we observe that it also leads the learning performance degradation.
We then choose @ = 1072 in our experiments, which achieves the lowest testing/training
error rate.

Performance comparisons. We also present the trade-off between classification error
rate and privacy cost in Figure 11, where we measured the privacy costs of all algorithms to
obtain some specified testing error rates. Figure 11 illustrates that both of our methods have
consistently lower privacy cost than those baselines algorithms. Compared with PP-ADMM,
IPP-ADMM further saves more privacy cost due to limiting the number of releasing low-

quality computational results. Additionally, we also inspect the convergence performance
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(i.e., average loss) of different algorithms under the same budgets, as shown in Fig. 12. We
can observe that when budget e decreases from 10 to 1, the average loss values of baseline
algorithms increase, which matches the simulation results shown in [43, 44, 17]. Although
we also analyze the baseline algorithms using zCDP to provide tight privacy bound, using
Gaussian noise instead of Gamma noise might be more beneficial to the performance, which
usually has at least v/d times improvement of the empirical risk bound [58], where d is the
dimension of training model. And our proposed algorithms continues to outperform the
baseline algorithms significantly.

Figure 13 compares the accuracy (classification error rate) of different algorithms on
Brazil and US. The noise parameter of all algorithms are chosen respectively so that they
can achieve the same total privacy loss. As expected, the lower privacy budget, the higher
classification error rate. As it was observed in the experiments, our proposed algorithms
get close to the best achievable classification error rate for a wide range of total privacy loss

considered in the experiments.

3.6 Omitted Proofs

Proof of Theorem 6

t+1

Proof. According to (21), we have ;" = argmin Lpe, (24, D;). First we will show that for

Ty

some o € R?, we have

pdfp, (" = o)
pdf 5, (# = o)

<e 't wp. >1—06;.
According to the KKT optimally condition of equation (21), we have

BN EF Dy) = —VA@ET) - 2) -9 (28! — 2l - o).
JEV;
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Changing variables according to the function inverse theorem [59], we obtain

pdfp, (77" =0) _ pdf(Bf (0, Dy)s €ir, din)  ldet(I(o — Bl (0, Dy)))|
pdfy (7 =0)  pdf(Bi (0, D;);€n,0i1)  |det(I(o — Bl (0, Dy)))|’
where J(o — Bl (0, D;)) is the Jacobian matrix of the mapping from o to B (o0, D;)
using data D;.
We will bound the ratios of the densities and the determinants separately.

First, we will show that for ¢;3 < ¢;1, we have

pdf (B (0, D;); €1, 0i1)
pdf (B4 (0, Dy); €in, i)

<eB w.p. >1—06,

and then we will show that

|det(J (o — B (o, Dy)))
|det(J(o — B5 (0, Dy)))

‘ < 65i1*5i3.
‘ =

Consider the first part, without loss of generality, we fix a pair of adjacent datasets D;
and D; and assume that only the first data point in D; and D; are different, i.e., (2},y}) and
(#1,91), respectively. We assume that each feature vector |2%||2 is normalized to ||2]']]2 < 1

and yP' € {+1,—1}. Then the Lo-sensitivity of B5(o, D;) is bounded by

1B (0. Di) = Bii (0, Di) |2 < |V filo, Di) — |V fi(o, Di)ll2

1
<
| D
2

lyi £/ (g o 22 = 5 £(5 0" 2}) 2 |2

IN

|Di|”

where the last inequality follows as |£/(+)| < 1.

Setting 0,1 = %\/W, we can get
pdf (B} (0, D;); €1, 011)

Pdf(Bfle(Oa [)i); €1, 0; )

<e" wp >1-90i

from the guarantees of the Gaussian mechanism.
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Consider the second part, the Jacobian matrix J(o — B (0, D;)) is given as

| Ds] A
A
Z YL (" ) ()T = 1 VR(0) = 20 i

J(o — B (o, D))

Define A(t4+1) = b (57)2L" (307 #1)a} (21)T — (y)2L" (420" =)= (1)) and E(t41) =

~J(0 — B (0, D;)). Then, we have

|det(J (0 = Bj{ (o, Di)))| _ |det(E(t +1))]
det(J (0 — B4 (o, Dy)))|  Idet(E(t +1) + A(t + 1))
1
T Jdet(I + E(t + 1) LAt + 1))
1

T A+ X (B + 1) TAR+ 1)

where \;(E(t + 1)71A(t + 1) represents the j-th largest eigenvalue of E(t + 1)71A(t + 1)
and E(t + 1)1 A(t + 1) has rank at most 2.
Also, since 0 < L£” < ¢; and the regularizer R is 1-strongly convex and twice differen-

tiable, the eigenvalues of E(t + 1) and A(t + 1) satisfy

A
Ni(Et+1)) > ¥ +2n|V;| >0
c1l C1
and — — < \j(A(t+1)) < ,
|Di] =7 | Di

which implies

01 Cl

< NE(E+1)TTA(E+1)) <
!D (% + 20 Vi) | Dil(% + 20V )

If we choose 7 such that 2¢; < \DZ]( +2n|Vi|), we have —1 < X;(E(t+1)7tA(t+1))) <

N[ =
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Since Apin(E(t +1)7LA(t +1))) > —1, there is

1 1
T4 (B D) TAG+ D) = [aet(T + B+ 1) TAE £ 1)
1
= A (B + D TAG+ D)

Therefore,
[det(J(o — Bji (0, Di)))| _ 1
t+1 a - a2
det@(o = Bl (0. D)~ 1= ]
—2In(1l-———3 28
=e¢ 1D (R +2n1V5]) < e |Dil (R +2n1viD) < efitTEis

where in the second inequality, we use the fact that for any real number z € [0,0.5],

—In(1 — z) < 1.4z. If choosing A > mﬁx(% —2n\V]) > mfmx%, the last

inequality follows.

Pde( i :0)

Combine the first and second part, we can get that oG H’l*o) < el w.p. >1—96;.

In other words, obtaining the exact minimizer #*! of equation (21) provides (1, d;1)-DP,
and p;1-zCDP with p;1 = €% /(41n (1/5;1)).

Now, since we have :UtH = :Ef“ + (:%’;:H —

;i’;fH + bi2), we will prove that releasing

(@&1 t“ + bi2) is pi-zCDP. The Lo-sensitivity of (] i+ _ ;§+1) is bounded by

. . 1 . B
[#7 — # My € VL (7, D) VL (E, D) o € .
~ +2n|Vi T 2nVil
. . o 2 - # 1 At1
According to Lemma 1 with bjs ~ N (0, 0751,) and 049 RN releasing (&}

if“ + bi2) provides p;2-zCDP.

Finally, by the composition of zCDP in Lemma 2, it follows that the privacy guarantee
of outputting the perturbed approximated solution at ¢ + 1 iteration provides (pi1 + pi2)-
zCDP. Considering T iterations, the total privacy loss for each agent i is bounded by

pi =T (pin + pi2)- ]

Proof of Theorem 8
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Proof. Let f(z) = L(z) + ﬁHmH% and x; = argmin f(z). Let z*" = argmin  fi(z, D)
x

be agent i’s classifier learned with its own dataset. Let (""" = O(fi(x, D;), 8), which

is agent i’s approximate classifier trained with its own dataset. Then, using the analysis

method in [60], we have

L(@%) = Li@reg) + (F@*) = F@m)) + (F5m') - f@) + (;Vuxrefué - ;VH:U*H%>
+ <f(jz) - f(iref)) :

By [61], we have f(af™") — f(z:) < (1 + a)(fi(#{™™") = fi(e{™)) + O(*FEE) holds

Va > 0 with probability 1 — &, where O is the big-O notation. Moreover, we have

Fil@fPP) — fia™) < 1 fiz™ ) = filad™)|

g

2

< IV il = Vi)l
Np

P

<

>

Since %X; = argmin  f(z), then f(Z;) < f(iref).

appopt -

Moreover, we also assume the difference of expected loss under z,.; and z; is

bounded by v > 0, i.e., f(a*) — F(zPPP) < A (¥ |2 — | 2P |13) +v. Then, the following

holds Va > 0 with probability 1 — &

N log(1/¢€) (14+a)NB A D ;
L(z*) < L(z,e o(————— = F e r | — appop
(") < L(zres) + O( AD: )+u+ O o I%resll2 = 571l I3

N(aaee—ALTE )

7,M0MN

We assume that v is quite small in comparison to other terms. If choosing A<

1 Hx'lef||2
A Qacc— A'L'n,on
then, sy [lzyfll§ < g,
aCCiAt'+1 . K
Thus, L(z*) < L(zyef) + (’)(Nl)(\]glgl(g)) + (1+§)Nﬁ + 2 5" holds with probability

1—¢.
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t+1

i,non

If | D;| satisfies O(Nlog(l/f)) 4 LrONS o aaCfQA

< we have
A|D;| X = ’

|D;| > Vm?x{ o

for some constant V. Therefore, the following holds with probability 1 — &

L('T*) < L(xref) + Ggee — ALt

1,non’

Since L(zt! ) < L(2*) + AL then L(#4F! ) < L(2yef) + aace holds with probability

i,non i,non’ i,non

1-¢. O
Proof of Theorem 9

Proof. Let f(x) = L(x)+ ﬁ”m”% and %; = argmin  f(z). Let :cfpt = argmin f;(x, D;) be
T T
agent i’s classifier learned with its own dataset. Let ;""" " = O(fi(z, D;), 8) which is agent

1’s approximate classifier trained with its own dataset. Let azzjfifft = O(f"(x, D;), ) and

privopt

_ : new i i ___.appopt )
inew = Argmin flre(x, D) and  pew = ; + bso.

i,new
T

Using the analysis method in [60], we have

L@hew) = L(@rer) + (F@hen) = F@inen)) + (F@inen) = (@)

) ) o
+ (Muxmfr\% - mum;ew\%> + (F@) = F@rep) -

*

Here, =7 ..,

is the centralized classifier trained with all data samples, and x; ye. is the private

classifier trained with data from agent <. We also assume that the difference of expected loss
*

between %, and 2; e, is bounded, i.e., f(z%e,) = F(Tinew) < g (15 ewl|3 = [ Zinew|3) +v.

By [61], f(@inew) = F(30) < (14 ) (filwinen) — fila™)) + OCLELD) holds Va > 0

with probability 1 — &, where O is the big-O notation. Then, we have

iinen) = Fi@f") = (loinen) = Hl) + (Rlil) = 5.
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We first bound f; (@i new) — Fi(aP""Py  We have w.p. >1—¢

i,new

Fi@imew) = Fi@) < | fil@imew) — Filalnio)]

t
< |[@imew = 2hens” 2
= ||x?,€f;(;5t - xzq;f:;pt + bial|2

¢ ¢
< llafhen’ — @hmentll2 + [1biz]l2

NS 1
Sf"‘@'i 2dlog —.
PO -

Next, we bound f;(z!""*P") — f;(x Opt) We have w.p. 1 —¢

i,new

fi (xprivopt) fz( Opt) < b T( opt o xprivopt)

,new i ,new

12 2NoZdlog i
< NHliﬂHz < i gg,
A A

where the second inequality follows the X—strongly convex properties of f**“ and f;, and

the last inequality follows Lemma 14. Thus, f;(znew) — fi(z{"") h < NTB + 0oy /2dlog% +
No2 dlog % ~ .

ZEEE holds w.p. 1 2€. Therefore, f(zinew) — F(#) < (1+a)(X2 + 0, [2dlog £ +

2No? dlog ¢

—)+ O(nglg];?l/ £)) holds Va > 0 with probability 1 — 3¢.

Since %; = argmin  f(z), then f(Z;) < f‘(:?:ref). We then have Va > 0 w.p. 1 — 3¢

xT

2N o2 dlog &
]L(x;tbew) S L(xref) + v+ (,)(Nlj\(ﬁ)(l’/ﬁ)) —+ (1 —|—a)(]\;ﬁ . m‘i‘ ﬂ)

A
A A
+ (2]\[”%#”% - 2N”37i,newH§> .

We assume that v is quite small in comparison to other terms. If choosing <
N(aaee—ALTL 5 —Altl

z,new) Qacc

A )
st thems gy lloreylla < =,
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Thus, we have

1

Nlog(1/€) Np T 2Nojdlogg

Lx;ew S]Lxre +O0(————)+ (1 +a — + 0; 2dlog — 4+ —m——>

(Tnew) < Ll@rer) (A‘Di|)( )(A 2/ 2dlog ¢ 5 )
aacc_Ag:;];w
—

holds w.p. 1 — 3¢.
_AtTL

2No? dlog + ace
If | D;| satisfies O(Nl;\o‘gfél,‘/g)) + 1+ a)(% + a2 /2dlog ¢ + 0“5\ ey < foceDimew

i.e., for some constant V', we have

t " (agce—ATTL,)? ’
Mooy~ — L+ )B+H)

U'Q(Qacc_At-+1 )‘ /2d log 1
where H = — —— * + 207 dlog ¢

[zresll3

Therefore, the followsing holds with probability 1 — 3¢
L(zew) < L(@ref) + aace — Atj‘l .

Since L(z/™) < L(ak,,) + AL " then L(zit) < L(#es) + Gaee holds with probability

,new’

1— 3¢ O

Lemma 14. [62] Let X be a random variable drawn from distribution N(0,1;). Then we

have w.p. >1—&, || X2 < \/2dlog%.
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4 Differentially Private and Communication Efficient Decen-

tralized Gradient Descent

4.1 Introduction

Machine learning is increasingly deployed into large-scale distributive systems that can
improve the quality of our life, such as smart home security [1], and Al-aided medical diag-
nosis [2]. With the proliferation of mobile phone devices, a vast amount of data has been
generated at an ever-increasing rate, which leads to significant computational complexity
for data collection and processing via a centralized machine learning approach. Therefore,
collaborative training of a machine learning model among edge computing devices is benefi-
cial and essential in dealing with large scale decentralized learning tasks [3, 4, 5]. However,
since the dimension of learning model increases (which is the current trend in large-scale
distributed machine learning), model exchanges among agents become the significant com-
munication bottleneck. Moreover, the computation speed and computational load of local
agents vary greatly, which can substantially slow down the overall system efficiency.

While communication is a key concern in collaborative machine learning, an equally
important consideration is the critical privacy leakage of sensitive training data during the
training process [11, 63]. Fortunately, differential privacy [25] has been exploited as a well-
defined framework for providing privacy protection in machine learning, which guarantees
that the adversary with arbitrary background knowledge cannot extract any sensitive infor-
mation about the training data. Many existing mechanisms have been proposed to ensure
DP, like gradient perturbation [64, 53] and output perturbation approaches [56, 65, 17].
However, directly hammering those centralized mechanisms into distributed settings will
potentially introduce a heavy communication burden.

A majority of the existing research focuses on either communication efficiency [66, 67, 68]
or data privacy [69, 17, 70]. However, only a limited amount of works consider both
[63, 71, 72]. Agarwal et al. [63] proposed the cpSGD algorithm based on the random-

ized quantization and Binomial mechanism. However, the method was specialized for the
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distributed mean estimation problem under the server/worker architecture. The perfor-
mance of collaborative learning is not clear in general network topologies. Furthermore, in
[71], Zhang et al. adopted a sparsification operator to compress the differentially private
local differentials before transmitting to neighboring agents to reduce the communication
cost while guaranteeing privacy. However, the above works ignore the critical impact of the
straggling agents, which may significantly slow down the wall-clock time of the convergence.

In this work, we propose two differentially private and communication efficient algo-
rithms, named Q-DPSGD-1 and Q-DPSGD-2, by considering different orders between the ran-
dom quantization and DP mechanism. Particularly, in Q-DPSGD-1, a Gaussian mechanism
is applied before random quantization, and the privacy guarantee of quantized model roots
from the post-processing property of DP. In Q-DPSGD-2, we consider an alternative design
in reverse order, i.e., by applying a Gaussian mechanism after random quantization. Due
to the discretization of the quantizatized local model parameters, we propose to sample
Gaussian noises from a discretization of Gaussian distribution and add the discrete Gaus-
sian noise to the quantization values without sacrificing the communication efficiency. We
provide the privacy analysis of discrete Gaussian mechanism under the Rényi DP (RDP)
instead of Concentrated DP, i.e., CDP [73]. The reason is that CDP does not support
privacy amplification from subsampling and analytical moments accountant [35], both of
which may broaden the practical applications of discrete Gaussian mechanisms. Moreover,
a deadline based scheme for local computations is leveraged in both algorithms to address
the straggler problems and reduce the elapsed time of convergence. We also provide con-
vergence results of both algorithms for convex and non-convex loss functions. Our salient

contributions are summarized as follows.

e We propose a Q-DPSGD-1 method which will update the local models by integrat-
ing DP noise and random quantization operator to simultaneously enforce DP and
communication efficiency. Especially, different from the fixed (mini-batch) gradient
computation approaches, we utilize a deadline based approach [74] to effectively inte-

grate DP and random quantization for collaborative learning, where no privacy budget
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will be consumed if there is no gradient computation before the deadline. We prove
the convergence results under convex and non-convex cases, and analyze the trade-off

between privacy and accuracy in terms of expected population risk.

e To exploit the capability of perturbing quantized local model by DP noise in col-
laborative learning, we propose a Q-DPSGD-2 method that employs discrete Gaussian
mechanism after random quantization, instead of using Binomial mechanism [63].
We analyze privacy guarantee of discrete Gaussian mechanism under the RDP that
breaks its limited application under CDP. The convergence results of Q-DPSGD-2 are

also provided for both convex and non-convex objectives.

e Through extensive experiments on the CIFAR-10 and MNIST datasets, we show the
superior performance of the proposed algorithms over the baseline algorithms, and

the experimental results validate our theoretical analysis.

4.2 Related Work

Decentralized consensus optimization has been studied extensively. The most popu-
lar first-order choices for the convex setting are distributed gradient descent-type methods
[75, 76], distributed variants of the alternating direction method of multipliers (ADMM)
[49], and dual averaging [77]. Recently, there have been some works which study non-
convex decentralized consensus optimization and establish convergence to a stationary point
[78, 79]. There are two categories of communication-efficiency of distributed optimization.
One way to improve communication-efficiency of distributed optimization procedures is by
communicating compressed local gradients or models to parameter server via quantization
[80, 81, 82] and sparsification [83, 84]. Another line is to reduce the number of communi-
cation rounds by techniques such as periodic averaging that pay more local computation
for less communication [85]. However, most of the above communication-efficient schemes
ignore the privacy aspect.

To prevent privacy leakage in distributed machine learning, many related works focus

on secure multi-party computation or homomorphic encryption, which involve both high
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computation and communication overhead, and cannot prevent the information leakage
from the final learned model. Thus, many works [21, 17, 18, 69] have studied how to
effectively integrate distributed learning algorithms (ADMM, gradient descent) with DP.

However, most of them ignore the communication efficiency aspect.

4.3 Problem Setting and Preliminaries

In this work, we aim to solve the population risk problem as

min F(z) = Egp Uz, 0), (22)
xERP

where £ : RP x R? — R is a stochastic loss function, § € RY is a data sample drawn
from an unknown probability distribution P. Instead of directly solving (22), we consider

minimizing the following Empirical Risk Minimization (ERM) problem as

1
min Fy(x,D) = — ) I(z,0), (23)
xcRP mn
0D
where D = {601, -+ , 0y} is the overall data samples.

In collaborative training, our goal is to collaboratively solve problem (23) to train a
common classifier € RP in a decentralized manner (i.e., no centralized controller) while
keeping the privacy for each data sample. Thus, we consider a wireless edge network
containing n agents with a node set .4/ = {1,---,n}, and each agent i has a dataset
D; = {Hil, .-+, 0"}, The communication among agents can be represented by an undirected
connected graph G = {4, &}, where & C A x A denotes the set of communication links
between agents. Note that two agents ¢ and j can communicate with each other only when
they are neighbors, i.e., (i,7) € &. We denote the set of neighbors of agent 7 as N;. Thus,
the collaborative ERM problem can be formulated as

min f(z, D) = ,rllzn:fi(waDi)v (24)
=1

xcRP
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where D = Dy U---UD,, is the union of all local datasets, and f;(x, D;) = + > oep, L(z; 0),
which is only observable to agent i. In order to collaboratively solve problem (24) in a
decentralized manner, we then rewrite it as a consensus optimization problem as follows,

min F(z) = %Zfz(wz, D;) (25)
i=1

X1, T

st. m =wmj, Vi,j €N,

where the vector z = [x1;- - ;x,] € R™ denotes the concatenation of all the local models
x; at agent i, and the constraint here is to enforce all the local classifiers reach consensus,
ie, x; = ¢y = --- = @x,. Thus, (24) and (25) are equivalent, i.e., the optimal solution
{z}}! | of problem (24) holds that * =] =5 = --- = x}.

To solve Problem (25) in a decentralized manner, each agent ¢ can minimize the local
objective function f;(x, D;) over its own private dataset D;, and exchange local model x;
among its neighboring agents j € N; to enforce x; close enough to the local model x; of
its neighbors j. Although there is no need to share the local private dataset during this
iterative process, local model exchange between the distributed agents imposes the risk of
information leakage. For example, the adversary may perform model inversion attack [11,
86] and membership inference attack [10] together with some background knowledge to infer
sensitive information in the dataset. Furthermore, model exchange also brings a potentially
heavy communication burden, and this problem becomes worse when performing on edge
devices due to the receiver sensitivity and transmitter power constraints, etc. Therefore, in
this work, our objective is to achieve communication efficient collaborative learning while
preserving DP guarantee at the same time.

We then assume that the weight matrix, the quantizer, and local objective functions
satisfy the assumptions, which are commonly used in related works [80, 81]. We use [z]
to denote the least integer greater than or equal to x, and || - || to denote the l3-norm of a

vector.

Assumption 1. The weight matriz W € R™™"™ with entries w;; > 0 satisfies the following
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conditions: W =W, W1 =1 and null(I — W) = span(1).

Assumption 2. The random quantizer Q(-) is unbiased and variance-bounded, i.e., E[Q(x)|x] =
x and E[||Q(x) — x||?|x] < %, for any = € RP; and quantizations are carried out indepen-

dently.

Assumption 3. The local loss function £ is K -smooth and K -Lipschitz continuous with
respect to @, i.e., for any @, & € RP and any 0 € D, |[VL(x,0) — VI(z,0)|| < K|z — &|,

and [[(z,0) — ((z,0)| < K|z —z|.

Assumption 4. Stochastic gradients V{(x,0) are unbiased and variance bounded, i.e.,

Eop [VU(x,0)] = VF(x) and Egp [[|[VL(x,0) — VF(z)[?] <2

Assumption 5. The function ¢ is p-strongly convez, i.e., for any x,& € RP and 6 € D we

have that (Vi(x,0) — VE(%,0),x — &) > pllz — £|°.

The condition in Assumptions 3 and 5 imply that the objective function f is strongly
convex and

the local gradients of each node V f;(x) are also unbiased estimators of the expected risk
gradient VL(z) and their variance is bounded above by v?/m as it is defined as an average

over m realizations.

4.4 Main Methods
4.4.1 Q-DPSGD-1

In this section, we introduce Q-DPSGD-1 algorithm that takes into account privacy-
preservation and communication efficiency in collaborative learning. To ensure DP guaran-
tee, each agent utilizes Gaussian mechanism to perturb the gradients of model update and
then performs noisy SGD to update the local model before sharing to neighboring agents.
To reduce the communication overhead, we consider that each agent only exchanges a ran-
domly quantized version of its local model to its neighbors. Exchanging quantized local

model instead of the original model indeed improves the communication efficiency at the
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Algorithm 4 Q-DPSGD-1 run by agent ¢
1: Input: Weights {wij}?:ﬁ Deadline Ty.
2: Set initial variables x; o = 0 and z; 0 = Q(xip).
3: fort=0,---,T—1do

4: Broadcast z;; = Q(x;;) to all neighbors j € N;.

5: Receive z;j; from its neighbor j € N;.

6: Take and evaluate stochastic gradients {V{(x;;6) : 0 € S;;} till reaching the
deadline Ty, with S;; C {1,--- ,m}.

T: Generate gradient:
Vfi(xit) = ITIA > ves,, Vi 0)

8: Update x; 41 = (1 — e + ew;i) i + EZjGJ\Q wijzjr — ae(V fi(xit) + Cit), where
Gt ~N(0,02K2L,)).

9: end for

cost of injecting quantization noise to the information received by the agents in the net-
work. However, using quantized model and Gaussian mechanism induces extra noise in the
training process which makes the analysis of our algorithm more challenging.

The details of Q-DPSGD-1 algorithm are given in Algorithm 4. At each iteration t,
consider x;; as the local classifier, each agent ¢ sends z;; = Q(«;¢), the quantized version
of the vector x; ¢, to all neighbors j € N to reduce the communication burden on the shared
bus. For instance, we consider the precision quantizer decribed by quantization resolution n
and s bits with the representation range {—n-2°71 .- 5 (2°—1)}. Then the quantization

function Q(z) can be expressed as

k w.p. 1—(x—k ,
Oe) = n p ( m/n 26)

(k+1)n wp. (z—Fkn)/n,
where = € [kn, (k + 1)n]. Note that the above quantizer satisfied Assumption 2 [80].

Note that Q-DPSGD-1 is different from the fixed (mini-batch) gradient computation in
previous works [80, 71, 63], where each agent i selects a subset of local data samples to
estimate the stochastic gradient. Motivated by [74, 81], Q-DPSGD-1 considers a deadline
based approach by setting a deadline T, to limit the time that each agent can perform
stochastic gradient estimation. Further, this deadline based approach can also avoid waiting

for the slowest agent to finish its local model update, i.e., straggler’s delay problem. Thus,
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at iteration ¢, each agent is given a deadline time T; to compute its per sample gradient
Vi(xi;0). At the end of the deadline, each agent computes its local mini-batch gradient
%fi(iﬂi,t) = @ ZQGSM Vil(x;iy;0), where we treat the set of collected samples as S; ;. Note
that we set V fi(xit) = 0 when there are not any gradient estimates by deadline Ty, i.e.,
|Si ] = 0.

In order to enforce DP guarantee, each agent ¢ adds a noise (;; drawn from a Gaussian
distribution (0, 02K?21,,)) to perturb the local stochastic gradient %fz(a:,t) After that, the
perturbed local stochastic gradient, its local variables x;; and the local variables received
from its neighbors {z;; = Q(x;¢);j € N;} are used to update its local model x; 1. Note
that we denote the communication matrix w;; as the weight that agent 7 assigns to the
information that it receives from agent j. If agents ¢ and j are not neighbors, w;; = 0. In

particular, at iteration ¢, agent 7 updates x; ;1 according to the update

i1 =(1 —e+ewy)xit+¢ Z WijZjt — ag(%fi(mi,t) + Git), (27)
JEN;

where ¢ ~ N (0, JQKQIP)) and « and € are positive constants. The parameter o behaves
as the step size of the gradient descent step regarding to the local objective function f;
and € acts as an averaging parameter between performing the distributed gradient update
e(wiiziy + ZjeM Wiz — a(%fi(azi7t) + (i) versus using the previous decision variable
(I—¢e)xiy.
Privacy guarantee The following theorem provides the privacy guarantee of Q-DPSGD-1

algorithm.

Theorem 11. The Q-DPSGD-1 algorithm satisfies (e,0)-DP with € = €(p) + loi(% and

€(p) = max; ZtT:_Ol eé}t(p) with egyt(p) = % if |Sit| #0, and p = 2log(1/d)/e+ 1.

Remark 4. Since we adopt a deadline based scheme in @-DPSGD-1 algorithm instead of
the fized mini-batch scheme used in [71, 53], the size of mini-batch S;y, i.e., |Si| is not
deterministic but a random variable. We then need to carefully state our computation model

used for the processing time of agents in the communication network. Following the similar
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approach in [74, 81], we denote the processing speed of each machine as the number of per-
example gradient V(x; ; 0) that it computes per second. We also assume that the processing
speed of each machine i at iteration t is a random wvariable V;;, and V;;’s are i.i.d with
probability distribution Fy (v). We further assume that the domain of the random variable V
is bounded and its realizations are in [v,v|. If Vi is the number of stochastic gradient which
can be computed per second, the size of mini-batch S; is given by |S;+| = V;+Tq. Therefore,
the privacy budget € in Theorem 11 is also a random variable and provides a good manner
to characterize the privacy consumption of decentralized learning under the straggler’s delay
problem. For instance, when S;y C 0, i.e., there is no gradient computation by deadline Ty,
agent i then updates ;41 by Tipp1 = (1 — e+ ewy)xip + € ZjeM w;;2zj¢ and broadcasts
Zit+1 = Q(xir41) without spending any privacy budget while preventing stragglers holding

up the entire network.

Convergence analysis We characterize the convergence of Q-DPSGD-1 algorithm for

strongly convex and non-convex objectives, respectively.

Theorem 12 (Strongly Convex). If the conditions in Assumptions 1-5 are satisfied and
step-sizes are picked as e = T_Sg/z, o= 2T_g/2, for any dc (0,1/2), then for large enough

number of iterations T > TS. | the iterates generated by the §-DPSGD-1 algorithm satisfy

min’

1 E2(K/p)? &%\ 1
n}:Emﬂ_wwz§@<</w>+o)

o 1-82 " u)r
2 E[l 1 K?62\ 1
m('ymax{ [/V1,}+M)~,
0 3 m 1 T26

where E? = 2K >°1  (fi(0)— fF), and f} = mingere fi(z) and x* is the solution of Problem

(25).

Remark 5. Theorem 12 shows that the exact convergence of each local model to the global
optimal can be achieved with the sublinear convergence rate which is O(l/\/T) by setting
5 close to 1/2. Furthermore, the above results also show the effect of stochastic gradients

variance 2, the Gaussian noise o2 used to provide privacy guarantee, as well as the deadline
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based scheme parameters E[1/V]/T, that describes the inverse of the batch size computed
before the deadline Ty. Moreover, the coefficient of 1/Tg describes the effects of objective
function condition number K/u, variance 62 introduced by random quantization, and the
graph connectivity parameter 1/(1— ). Notice that the error term introduced by DP decays

faster than the one introduced by random quantization.

Remark 6. Utilizing the strong convezity of objective function, if we choose |S;¢| = B and

o? = 16T(21°§$£6)/E+1) and T = O((log(l/gjiuf)?p?K‘l)f Q-DPSGD-1 is (¢,6)-DP and the em-
pirical risk Fn(x; 1) — Fn(2*) = f(zir)— f(2*) < O((Qlog(lggéjl)pld). Then according to

[87], the difference between population risk F and empirical risk Fn over mn data samples

is bounded by sup,, |F(x) — Fn(x)] < O(1/mn). Thus, the overall error of Q-DPSGD-1 with

((210g(1/rs%/€;+1)pK2 +%)

respect to population risk F' is O

We next present the convergence result of Q-DPSGD-1 for non-convex objectives regard-

ing to first-order optimality and consensus convergence rate.

Theorem 13 (Non-convex). Under Assumptions 1-4, and for step-sizes o = T-1/6 and

e =T"Y2, Q-DPSGD-1 guarantees the following convergence and consensus rates:

1= gPm (- B2 ) T
Lo (Kfmax{E[l/V],l} N UZKK2p> 1

T—1 . - -
1 o K52 K242 2K2K?p\ 1
= E|V <O
7 BNV @I < (7L+( +

Ty 'm n T2/3

- — 2 o8 1

=1
+O< K? 42 K & o’K?K?)\ 1
(

S

=
and T ;

1=Bim  (1=B2n  (1-p) )12

for large enough number of iterations T' > T¢ . Here T; = %Z?:l x; ¢+ denotes the average

models at iteration t.

Remark 7. Theorem 13 shows that §-DPSGD-1 finds first-order stationary points and the

approzimation error decays with a rate of O(1/T'/3). Moreover, the local models reach
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consensus as fast as O(1/TY?3). Notice that the consensus rate result shows a balance

between the variance of Gaussian noise and the graph connectivity.

4.4.2 (Q-DPSGD-2

Note that in Q-DPSGD-1, the DP noise is applied before random quantization, and the
privacy guarantee of quantization operator roots from the post-processing property of DP.
Is it possible that we can implement communication efficient and private collaborative
learning in a reverse order, i.e., adopting DP noise after random quantization? Agarwal et
al. in [63] indeed implemented such a design on the distributed mean estimation problem
by applying the Binomial mechanism after random quantization. However, compared with
the Gaussian mechanism, Binomial mechanism has very complicated privacy analysis and
incurs large noise errors under the same privacy budget. Besides, as pointed out by [88],
the Binomial mechanism cannot inherently benefit from the powerful privacy accountant
like the moments accountant method. Thus, we consider to add Gaussian noises after
quantization instead of Binomial noises to implement the collaborative learning.

The main challenge is that the transmitted values now are real numbers and the benefits
of model quantization are lost, if we directly adding Gaussian noise after quantization. Our
solution is to sample Gaussian noise from a discretization of Gaussian distribution and add
the discrete Gaussian noise to the quantization values without sacrificing the communication
efficiency. However, the problem here is whether the discrete Gaussian distribution still
guarantees the same DP as the continuous Gaussian distribution. Fortunately, [73] has
shown that discrete Gaussian provides the same CDP [31] as the continuous one. In general,
the RDP view of privacy is broader than the CDP view as it captures finer information.
Unlike RDP, CDP cannot enjoy the benefit from the privacy amplification of subsampling.
Therefore, we in this work provide the RDP analysis for discrete Gaussian, which can use

tight composition theory like analytical moments accountant [35].

Definition 8 (Discrete Gaussian [73]). The discrete Gaussian distribution with location

w € R and scale o € R is denoted as Nz(u,?). The corresponding probability distribution
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Algorithm 5 Q-DPSGD-2 run by agent ¢
1: Input: Weights {wij}?:ﬁ Deadline Ty.
2: Set initial variables x; o = 0 and z; 0 = Q(xip).
3: fort=0,---,T—1do

4: Broadcast z;; = Q(x;) + (it to all neighbors j € N;, where (4 ~ N,z (0,02 K21,).

5: Receive z;j; from its neighbor j € N;.

6: Take and evaluate stochastic gradients {V{(x;;6) : 6 € S;;} till reaching the
deadline Ty, with S;; C {1,--- ,m}.

T: Generate gradient:
Vfi(ac@t) = Wl,t\ ZGGSi,t Vf(m“; 9)

8: Update i1 = (1 — e+ ewi)xis +¢€ Zje/\fi wijzjt — aeV fi(xiy).

9: end for

supported on the integers and defined by

o (—1)? /207
Vr € Z, XNNED(M,O'Q)[X =zx]= s e RMErTEE

Theorem 14 (Discrete Gaussian Satisfies RDP). Let A,o >0, p > 1. Let My : D — Z
satisfy |My(D) — Mq(ﬁ)| < A for all D,D € D differing on a single sample. Define a
randomized algorithm M(D) = My(D) + X, where X is drawn from a discrete Gaussian

distribution Nz(0,02). Then M satisfies (p, pA%/(202))-RDP.

Corollary 1 (Discrete Gaussian with Arbitrary Precision). Let A,o,n > 0, p > 1. Let
My : D — nZ with nZ = {nz : z € L} satisfy |Mqy(D) — ./\/lq(f?)| < A for all D,D € D
differing on a single sample. Define a randomized algorithm M(D) = My(D) +Y, where

Y is drawn from a discrete Gaussian distribution Nyz(0, o?), i.e.,

6—4102/20'2
Yz € nZ, P X=z= .
" XNan(O,UZ)[ ] ZyenZ e—Yy?/202

Then M satisfies (p, pA2/(202))-RDP.

The details of Q-DPSGD-2 is given in Algorithm 5. At iteration ¢ — 1, each agent
is given a deadline time 7, to compute its per sample gradient V{(x;;—1;60). At the
end of the deadline, each agent computes its local mini-batch gradient v fi(xi—1) =

WL” Z(,e&_ o Vi(xi;—1;0), where S; ;1 is the batch size in such time period. Formally,
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agent 7 updates x;; according to

it =(1 —e+ewy)xit—1+¢ Z WijZji—1 — ozeﬁfi(:c@t_l). (28)
JEN;

Local variables x; are then exchanged between neighboring agents. To reduce the commu-
nication cost of exchanging such variables, the quantization operator Q(-) is enforced to
reduce the required number of bits. Thus, each agent i sends z;; = Q(xi) + (¢ to all
neighbors j € N;, where (4 ~ N;z(0,02K2I,) is used to enforce DP guarantee of the quan-
tization model variables. If the range of private local model z;; surpasses the representation
range, post-processing (i.e., truncating) can be used to limit it.
Privacy guarantee @ We then provide the privacy guarantee of Q-DPSGD-2 algorithm in

the following theorem.

Theorem 15. The Q-DPSGD-2 algorithm satisfies (e,0)-DP with € = €(p) + loi(# and

e(p) = max; Yy 30 (ae + B2|S; )2 with p = 2log(1/8) /e + 1.

Remark 8. From Theorem 15, we can see that the privacy budget is related to the step
sizes a and g, and the quantization resolution 11 and model dimension p. Diminishing step
sizes o and € can not only help balance the randomness introduced by exchanging quantized
and private local models, but also improve the privacy guarantee (i.e., reduce the privacy

budget).

Convergence analysis The following is the convergence rate of Q-DPSGD-2 algorithm

for strongly convex and non-convex objectives, respectively.

Theorem 16 (Strongly Convex). If the conditions in Assumptions 1-5 are satisfied and
step-sizes are picked as € = T_3g/2, a= T_g/g, for any e (0,1/2), then for large enough

number of iterations T' > T the iterates generated by the Q-DPSGD-2 algorithm satisfy

pK202

1< ) EX(K/p)? F+ES\ 1 2 E[1/V] 1 1
“N"E|zir—z P <O —to(L SRS I
p 2 BleaeP <0 g+ = Lo e (g )
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where E? = 2K >°1_ (fi(0)— fF), and f} = mingere fi(z) and * is the solution of Problem

(25).

Remark 9. From Theorem 16, the coefficient of l/Tg is dominated by the error term
introduced by random quantization and DP, i.e., the error term decays slower than that in
Theorem 12. Nevertheless, §-DPSGD-2 still finds the global optimal for each agent with a

O(1/v/T) convergence rate by choosing & close to 1/2.

Remark 10. Utilizing the strong convezity of objective function, if we choose |S; | = B and

2 16T(2log(1/8)/e+1)(ac+nB/p/K)? B em? 2
o= m2e and T = (p(2log(1/5)/64'l:1)(asK/r]+\/ﬁB)2) /

is (€,0)-DP and the empirical risk Fn(x; 1) — Fy(x*) = f(xi7) — f(x*) <
O((p(Zlog(l/é)/e+1)(asK/n+\/ﬁB)2 )2/3)

pem?

3 then Q-DPSGD-2

, where &* is the minimizer of the empirical risk F.

The overall error of §-DPSGD-2 regarding to population risk F is

O((p(2log(l/é)/6+l)(aEK/n+\/ﬁB)2)2/3 + %) Notice that the overall risk of Q-DPSGD-2, 1i.e.,

pem?

6(%/:4/3), is higher than that of Q-DPSGD-1, i.e., 6(#), where O term omits logarith-

mic and other factors.

Theorem 17 (Non-convex). Under Assumptions 1-4, and for step-sizes o = T-1/6 and

e =T71/2, Q-DPSGD-2 guarantees the following convergence and consensus rates as

T-1
% ZEHVf @)|* <0 <kf maX{E[l/V]’1}> 1
t=0

Ty T2/3
I pK20? K22 1
+O<n( T )+(1—5)2m T3
LT
1 _ 2 ¥ 1
and gngE\wt—me SO(m(l—BF) T1/3
S ~ ~ 20.2
Lo K P, K (@2 +2557) ) 1
1=8)tm (1-p5)? n T2/3

for large enough number of iterations T' > T,¢ . Here T; = % >y @iy denotes the average

models at iteration t.

Remark 11. From first upper bound in Theorem 17, §-DPSGD-2 indeed finds the first-order

stationary points with a rate of O(l/T1/3), while in the second upper bound of Theorem 13,
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Figure 14: Compare loss on MNIST (7, = 3, batch size B = 20, s = 3, ¢ = 0.3).

the error term due to DP appears in the both of coefficients of 1/T1/3 and 1/T2/3. Moreowver,

the consensus error decays the same rate as Q-DPSGD-1.

4.5 Experimental Results

In this section, we present the performance evaluation of the proposed two algorithms
for solving a non-convex decentralized optimization problem. In particular, we compare the
privacy-accuracy trade-off and the total run-time of our proposed algorithms against the

ones for two baselines:

e Decentralized SGD (DSGD) [89]: Each agent updates its local model parameter as
Tit1 = Zje/\/i Wit — a%fi(:cm). Note that the exchanged local parameter x;
with its neighbors is not quantized or compressed and the local gradients \Y fi(xit)

are computed for a fixed batch size.

e Sparse differential Gaussian-masked stochastic gradients (SDM) [71]: This algorithm
communicates compressed local differentials d; ;—1 = y;—1 — @i 1 with its neighbors
and then estimating neighbor’s copies x;; = ;1 + 5(d;¢), where S(-) is a sparsifier
operator. The output of S(-) follows the Bernoulli(c) distribution, i.e., Pr[S(z) =
z/c] = c and Pr[S(z) = 0] = 1 — ¢. Thus, the update rule of SDM is y;; = (1 —

0)x; + H(Zje/\/i Wi T — a(%fi(mi7t) + (i), where (; ¢ is a Gaussian random noise.
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Figure 15: Compare loss on CIFAR-10 (7T, = 3, batch size B = 20, s = 3, ¢ = 0.3).

Dataset and Experiment Settings We conduct the experiments over two benchmark
datasets: MNIST and CIFAR-10. For MNIST, we consider a fully connected network with a
hidden layer of size 50. The image is transformed to a vector of length 784. For CIFAR-10,
we use a fully connected neural network with one hidden layer with 40 neurons to classify
the input image into 10 classes, where the input image is converted to a vector with 3072
dimensions. We use sigmoid function as the activation in both network.

In the experiments, we set the step sizes (o, &) = (0.3/T/6,11/T"/?) for Q-DPSGD-1 and

Q-DPSGD-2, and o = 0.2 for DSGD and SDM. Moreover, we also set # = 0.6 as stated in [71]
for SDM. To control the sensitivity of the gradient, we adopt gradient clipping threshold
technique,
Vi(xi;0) = Vi(x;y;0)/ max (1, || VE(xi; 0)||/K). Here, we set K = 0.5 for Q-DPSGD-1 and
Q-DPSGD-2 and SDM. In each simulation, we randomly sample 10,000 records for training
and divide them into n parties, and thus each party consists of 10000/n data samples (i.e.,
m = 10000/n). In all experiments, we set § = 107>,

We also set the processing speed of each machine follows a uniform distribution given
as
V'~ Uniform(10, 90), and then choose the deadline T, = B/E[V], where B is the expected
batch size used in each machine. We consider a low precision quantizer in (26) with various
quantization levels s, and we denote T, as the communication time of a p-dimension vector

without quantization (16 bits). Thus, the communication time for a quantized vector and
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Figure 16: Left: loss comparisons for different number of agents on MNIST (B = 20, T, = 3,
¢ = 0.3); Right: loss comparisons for large batch size B = 50 on MNIST.

compressed vector are proportioned according the quantization level and the compressed
rate ¢, respectively.

Network Model We adopt a network with 10 agents, where the communication graph G
is generated by the ERd6s-Rényi graph with edge connectivity p. = 0.4. The weight matrix
is designed as W = I — L/k with Laplacian matrix L of G and k > Apax(L)/2, where Apax
is the largest eigenvalue of L.

We present the convergence performance (i.e., loss) of different algorithms on MNIST
and CIFAR-10 under the same budgets and same communication time, as shown in Figure
14. We can observe that when privacy budget decreases from 1.5 to 1, the loss values of
private algorithms increase. Moreover, our proposed algorithms significantly outperform
the baseline algorithms in terms of total run-time, since the utilization of quantization and
deadline based scheme can reduce the communication cost while mitigating the straggler
problem. Notice that Q-DPSGD-2 exhibits a lower convergence rate compared to Q-DPSGD-1,
which is consistent with our theoretical analysis in Remark 10.

Moreover, we also consider the impact of number of agents on the algorithm convergence,
as shown in Fig. 16(a), The results shows that the proposed algorithms continue to have
the highest accuracy for large networks. To evaluate the effect of batch sizes, we observe
that large batch size can further reduce the loss while consuming more training time from

Fig 14(a) and Fig. 16(b).
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4.6 Omitted Proofs

Proof of Theorem 11

Proof. At iteration t, agent ¢ updates x; ;1 according to the update

Tigr1 =(1— e +ewi)zig +e Y wizje — as(Vfi(@ie) + Gi),
JEN;

where ;1 ~ N(0,02K?1,)).
We first show that the Lo-sensitivity of gradient /\}li,t = 6]‘}(1:”) = ﬁ Zaes,-,t Vi(xiy;0).
Assume neighboring datasets S;; and S;, differ by one samples 0 and ¢;, by the definition

of sensitivity, we have

. 1 1
AM;p) = > V(i 0) — o
(Mir) sjig;,t | S0 V(i 0) 5

Z V(i 0)|

0€|Si ¢ il ves],
1
= sup [|Ve( @i 05) — V(i 05) |
|Si i
2K
< .
|Si i
By Lemma 5, Mi,t preserves (p, € +(p))-RDP with respect to S; ¢, i.e., €+(p) = IS'?%'

Since S;; is a randomized subsample of D;, by Lemma 8 and its approximate version [90]
with sampling probability p = %, we then can compute e;i(p) so that Mi,t preserves
(p,€; 4(p))-RDP with respect to D, i.e., € (p) ~ %. Note that if |S;;| = 0, i.e., there
are not any gradient computation by deadline Ty, we set e’i,t(p) = 0. Since the algorithms
has run T iterations, according to Lemma 6 and parallel composition [25], Q-DPSGD-1 is

(p, €(p))-RDP with €(p) = max; ZtT:_Ol ¢;.+(p). Moreover, Q-DPSGD-1 is also (¢,d)-DP with

e — lp)tlog(1/9)
p—1 ’

Proof of Theorem 12
In our analysis for both convex and non-convex scenarios, we need to have the noise of vari-

ous stochastic gradient functions evaluated. Hence, let us start this section by the following
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lemma which bounds the variance of stochastic gradient functions under our customary

Assumption 4.
Lemma 15. Assumption J results in the followings for any x € RP and i € [n]:
i. Ep,[Vfi(x,D;)] = Eg[Vi(z,0)] = VF(x)

- Ep, [IVfiw, D) -~ VF(@)|?] < 2

.
<

iii. Ep [|V f(z. D) - VF(@)|*] < 2=

. Ey [||Vfi(iv,Dz') — Vf(w,D)H2

INA
2
—1o
Il
2
o
S|~
_l_
3
L

v. E [%fl(w)] = VF(x)

vi. E [H%fl(m) — Vfi(w)HQ] < 92 == 272 max {%ZV], %}

Proof. The first five expressions (i)-(v) in the lemma are immediate results of Assumption
4 together with the fact that the noise of the stochastic gradient scales down with the
sample size. To prove (vi), let S; denote the sample set for which node i has computed the
gradients, i.c., Vfi(z) = ‘?11' > pes, VU(x;0). We have

2

E [H%fi(m) - VF(m)HQ] =Y Pr[|Si| = bE % Y Ve(x:6) — VF(z)
b 0ES;

1
<P Y Pr(Si| =]
b

= "E[1/|Si]]
2 E[1/V]

=V 7

and therefore

B |[¥h@ - i@ | =& |[Fae@ - vr@)| ] +E IV i@ - vr@)P
< 72 <E[1/V] + 1)

- Ty m
E[1 1
< 272max{[T/V], }
d m
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O]

We first establish two Lemmas 16 and 17 and then easily conclude the theorem from
the two results.

The main problem is to minimize the global objective defined in (25). We denote the
vector = [x1; - ;x,] € R™ denotes the concatenation of all the local models. Clearly,
x* = [x*; - ;x*] is the solution to (25). We also define the matrix W = W ® I € R"P*"P
as the Kronecker product of the weight matrix W inR"™*™ and the identity matrix I €
R™™ given in Assumption 1. Similarly, we further define W; = Wy ® I € R"™*"P_ where
Wy = [wy;] € R™™ is the diagonal matrix of the entries on the main diagonal of W. We
also denote the boldface I as the identity matrix of size np. Then the constraint in the
alternative problem (25) can be stated as (I — W)/2z = 0. Inspired by this fact, we define
the following penalty function for every «

ha(z) = %H(I _ W + anf(x), (29)

and denote by @}, the (unique) minimizer of hq(z). That is

1 .
z;, = argmin hy(r) = argmin ~z' (I — W)z + anF(z). (30)
z€RP zERNP

Next lemma characterizes the deviation of the models generated by the Q-DPSGD-1
method at iteration 7', that is @p = [x17;- - ;@ 7] from the optimizer of the penalty

function, i.e. x},.

Lemma 16. Suppose Assumptions 1-5 hold. Then, the expected deviation of the output of

Q-DPSGD-1 from the solution to Problem (29) is upper bounded by

2 1 ny? (E[1/V] 1 1
el <o (MW —wal?) e S
E |2 man}_O(M || o) S+o (S (")) 7=

2 2
Lo (npKal) (31)
w72
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fore = T*?’S/Q, a= 2T*g/2, any §¢c (0,1/2) and T > TS, ,,, where

Trin1 = maﬂ?{ {(W) :

Proof of Lemma 16. First note that the gradient of the penalty function h,, defined in (29)

(32)

ol
P
—|
o

o
R
t‘\) —
)
JE—
- 1
=
[\v]
S
—_
N——

is as

Vha(zt) = (I — W)z + anV F(x), (33)

where x; = [©1,4;- - ; Zn,] denotes the concatenation of models at iteration ¢. Now consider

the following stochastic gradient function for h,,

Vha (@) = (Wp — W) 2z + (I — Wp) x; + anV E(x), (34)

where %F(xt) = %%fl (1) ; %%fn(acnt)} ,and zp = 214+ - ; Znt] as the concatena-
tion of the quantized variant of the local updates x;.

We let ! denote a sigma algebra that measures the history of the system up until time
t. According to Assumptions 2 and 4, the stochastic gradient defined above is unbiased,

that is

E [Vha(@)|F!] = (Wp = W)E [2F] + (I - Wp) @+ ank |V F ()| F'|
= (I - W)x; + anVF(x;)

= Vha(xy).

By denoting ¢; = [C1.4;- ;Cat] With (¢ ~ N(0,02K21,)) as the concatenation of noise

vectors at iteration ¢, we can also write the update rule of Q-DPSGD-1 method as

Ty =X —€ ((WD —W)zi+ (I —Wp)a + an%ﬁ‘(mt) + aCt>

=x; — 5%ha(azt) — ealy, (35)

which also represents an iteration of the Stochastic Gradient Descent (SGD) algorithm with
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step-size € in order to minimize the penalty function hy(x) over & € R™. We can bound

the deviation of the iteration generated by Q-DPSGD-1 from the optimizer x}, as

E 2o — @l 1 7] (36)
2
7|

= ||a; — xX||* — 2 <wt -z, E [ﬁha(wt) — 5a§t].7-"t}> + 2K [H%ha(wt) - aCtHQ |.7-"t]

=E [Hwt — 5€ha(a:t) —ealy — x,

~ 2
= ||&; — X ||> — 2 (x¢ — 7, Vha(xy)) + K {HVha(:ct) - aCtH ].Ft]
~ 2
< (1= 2uqe) ||lzs — xb||* + 26K [HVha(wt)H ]ft] + 262’ K20 np, (37)
where we used the fact that the penalty function h, is strongly convex with parameter

fto = ap, and E[||la + b||*] < 2E|a||* + 2E||b]|*. Moreover, we can bound the second term

in RHS of (37) as

E m%ha(mt)HQ \fﬂ

_E [H(WD ~ W)zt (I~ Wp)a, + anVE ()| |ft]

_E [H(I W)@+ anVE (@) + (Wp — W) (2 — @) + anV F(a) — omVF(:Bt)HQ \ft}
= [ Vha(@)|* + E [|(Wp = W) (2 — )| |F] + a*n’E [H%F(mt) - vﬁ(wt)HQ |ft]

< K2 ||@; — x)|? + nd? [|[W — Wp||> + o®nr3. (38)

«

To derive (38), we used the facts that h, is smooth with parameter K, = 1— A, (W) + aK;
the quantizer is unbiased with variance < &2 (Assumption 2); stochastic gradients of the

loss function are unbiased and variance-bounded (Assumption 4 and Lemma 15). Plugging
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(38) in (37) yields

E|lze1 — @5 |F]
< (1= 2p0e + 26 K2) ||y — 4 ||” + 262052 |W — Wp||* + 202’073 + 2620’ K20 np.

(39)

To ease the notation, let e, := E[ ||&; — 2% ||?] denote the expected deviation of the models at
iteration ¢ i.e. x; from the optimizer =, with respect to all the randomnesses from iteration

t = 0. Therefore, we have

er1 < (1= 2pae + 262 K2) e + 26°n5” |W — Wpl|* + 202242 + 26202 K20 np

= (1 —e(2pa — 2¢K2)) e, + 2e*n5> |W — Wpl? + 2a%e2n42 4 2202 K20 np.  (40)

)5 > (2+K)?

and
n

1 and the proposed pick € = T_3g/2, we have T® > (T¢

minl

For any T'> T¢

min

therefore

g = =
T36/2

< C—
~ (24 K)? 7pd/2

Mo
< e
~ 22+ aK)?

< Mo
~ 2K?2

Hence, we can further bound (40) as

e < (1 —€ (2ua — 25K§)) e + 22N> |W — VVDH2 + 20426271722 + 28202 K%0%np

< (1 — pag) e + 26252 |W — Wp||* + oe*n (273 + 2K%07p)

2 &2 |[W —Wp|? 2043 + 2npK20?
=(1-— "= )e + - + = .
T26 T36 T46

Now, we let (a,b,¢) = (21,2052 |W — Wp||*,2n~3 + 2npK20?) and employ Lemma 18
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which yields

er =E |Jor - x|

co(%)+ (%)

_0 (n52 ||W—WD”2~> Lo <m2 <E[1/V] +1> 1~> Lo (npK202 1 >

1
o T3 po\ Ty m)r® poo%

and the proof of Lemma 16 is concluded. O

Now we also bound the deviation of the optimizers of the penalty function and the main

loss function, that is &}, and x*.

Lemma 17. [81] Suppose Assumptions 1, 3-5 hold. Then the difference between the optimal

solutions to (25) and its penalized version (30) is bounded above by

ot — 5 <O (x/anQD(3+2K/N) 1 )

1-p Tg/Z

for a = T7-9/2, any & € (0,1/2) and T > TC, , with

S S )

where E? = 2K Y"1 (fi(0) — fF), and f} = mingers fi(zx).

Having proved Lemmas 16 and 17, we can now plug them in Theorem 12 and write for
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T>T5 TS o} We then have

- C
=max{T5. |,

1 - *12 1 [ ¥ (|12
U5 B[l o] = 2 [ler - 2]
nizl n L

1 [ * * ~k
:ﬁE _HmT—ma—i-a:a—m H?}
2 [ * 2 * ~k
< ZE |lor - 24l’) + = 12k - &)
E2(K/p)? o2\ 1 2 E[1/V] 1 1
SO((/@+0>~+O<7max{ L/ ],}>N
(1-5) w) Té I Ta "m ) ) T2

K?0? 1
e <p o > .
po T26
In the end, we state and proof Lemma 18 which we used its result earlier in the proof of

Lemma 16.

Lemma 18. [81] Let the non-negative sequence e; satisfy the inequality

a b c
ett1 < <1—~> e+ —=+ —=, (41)

o). (12)
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Proof of Theorem 13

We the characterize the convergence rate of Q-DPSGD-1 for non-convex and smooth
objectives. We are interested in finding a set of local models which satisfy first-order
optimality condition approximately, while the models are close to each other and satisfy the
consensus condition up to a small error. To be more precise, we are interested in finding
a set of local models {w7,...,x}} where their average T* := 13" | ¥ (approximately)
satisfy first-order optimality condition, i.e., E||Vf (Z*)||?> < v, while the iterates are close
to their average, i.e., E||z* — z}||? < p.

To ease the notation, we agree in this section on the following shorthand notations for

t=0,1,2,-,

X =[z14 Tt € RPX™,
Zt = [zl,t th] c RP*™
1 n
Ty = nZ;wl’tER )
1=

X = [® - T] € RP*",
Of(Xy) = [6.}01(931,0 6fn(:cn,t)} € RPX™,
of (Xy) = [Vfi(z1e) -+ Vn(mn)] € RPF

and ¢ =[Gy -+ Cug) ERPX™ with ¢y ~ N(0,0%K?1,)).

As stated before, we can write the update rule of the proposed Q-DPSGD-1 in the matrix

form as
Xey1 = X¢ (1= &) +eW) +e(Zy — Xo)(W — Wp) — acdf (Xy) — asy. (43)
Let us denote W, = (1 — ) + W and write (43) as

X1 = XiWe + (2 — X)) (W — Wp) — agdf(X;) — aely. (44)
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Assumption 1 implies that W is symmetric and doubly stochastic. Moreover, all the
eigenvalues of W are in (—1,1], i.e., 1 = A\ (W) > Xo(W) > -+ > A\ (W) > —1. We
also denote by 1 — 3 the spectral gap associated with the stochastic matrix W, where
B = max {|A2o(W)], |An,(W)|}. Clearly for any € € (0, 1], W is also doubly stochastic with
eigenvalues \;(W;) = 1 —e+eX;(W) and spectral gap 1— . = 1 —max {|A2(W¢)|, A\ (We)[}.

We start the convergence analysis by using the smoothness property of the objectives

and write

B/ <Xt+11n> gy <XtW€1n (2= X)W = W)L, acdf (X1, ae(t1n>

n n n n n
Assumption 3
%) Ef <Xt1n> — a¢E <Vf <Xt1n> 78f(Xt)1n>
n n n
~ 2
2 _ _
+ & KE (Zt Xt)(W WD)]-n _ a@f(Xt)ln _ aCtln (45)
2 n n n

We specifically used the following equivalent form of the smoothness (Assumption 3) for

every local and hence the global objective
filz1) < filze) + (Vfi(x),z1 — ) + % |21 —||*, forallie [n],z, x €RP.
Also, we used the simple fact in Assumption 1 as
Wel,=(1—e)l+eW)l, =(1—-¢e)1, +cW1l, =1,.

Now let us bound the term in (45) as
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= 2
Z, — X)) (W — Wp)1, X1, 1,
E || 4= X p)ln  Of(X)ln G
~ 2
Zi = X, _ 1y ? Xi)1, 1, 2
S?’EH( t W = Wp) + 3E QM +3IEHaCt
n n n
3y 2 2 o || 0 (X010 ’ 30’2 K20%p
= nzz;(l — W) E||zig — zigl|” + 3°E . T
~ 2
o° + 30’ K?0” X))1
< 30° + 3a*K<o Py 3.2E 3f(nt)n ’ (46)

where we used Assumption 2 to derive the first term in (46). To bound the second term in

(46), we have

g || (X)L : g || 2 Vi) ‘2
n n
) Doy Vii(®ig) — Vi) + Vfi(@is) ’
n
<EEjlﬁmmo—vmm@r+EHE?ﬁm@mw2
n n
<7 (E[l/w . 1> R H Sy Vi) ’
n Ty m n

2

2 n ‘ )
:%+WZMVWW)’ .
n n

where the last inequality follows from Lemma 15.
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Plugging (47) in (45) yields

()
o () () 257)

K K (@) ||
i o (35 +3a2K202p) 3a §+305 ‘Zz Vi@, t)‘
X1, — 3a22K X,)1, 1.\ |I?
-er () -5 E\a“ : -EHW(t )
n 2 n 2 n

2
;o (48)

’K 3022 K 1, Of(X)1,
+—82 (367 + 30’ K?0”p) + 722+EHVf( )— fiX1)
n 2n n n

T

where we used the identity 2(a,b) = ||a||* + ||b||* — ||a — b||*>. The term T; defined in (48)

can be bounded as

Xt1n> o af(Xt)]-n 2

n n

sl

n X1,
< :LZEHVJ% ( ;1 ) — Vfi(xiz)

2

2

— it

K2” Xt
n

Q'L,t

2 2
Let us define Q;+ = E H% — w,tH and M, = %Z?:l Qi+ = %Z?ZIE H% — w,tH .
Here, QQ; + captures the deviation of the model at node ¢ from the average model at iteration
t and M; aggregates them to measure the average total consensus error. To bound M;, we

need to evaluate the recursive expressions as

X=X aWe+e(Zi1 — Xp))(W = Wp) — 0465]“(th1) —aei-1

t—1 t—1 t—1
= XoW!+e) (Zo— X)W = Wp)W! ™ —ae Y f (X)W —as > (Wit
s=0 s=0 s=0

(49)
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Now, using (49) we can write

2

1o~ || Xl
Mt_ZIE’ ek 8

=1

1_ = 2
= “E|[X, - x|}

1 117 2
- EHXt —X;

F
t—1 T

1 11 11
) X0<—Wt>+eZZ X)W — WD)< Wt51>

n s=0

s=0 F
1 2 -1 2
(QS)Q < 11T t—s—1 (ae)Q 11T t—s—1
= SE|Y (X (- - W B G - W
s=0 r s=0 F
Ty Ty
2 t—1 2
€ 11 e
+—E E%(Z X)(W—Wm( W, 1) ,
5= F

where we used the fact that quantiziations, stochastic gradients, and DP noise are statisti-

cally independent and Xy = 0. According the proof of Theorem 2 in [81], we can bound 75

as
2
Zaf < Wt s— 1>
F
t—1 . 117 2
—E Z(af(xs)—af(xs)wf(xs))( Wi 1)
s=0 F
Gty 11 = 117 ’
<283 (30 - o51x,) (B —wee)| o aro (B —wee)
_ F s=0 F
t—1 n 2
2”72 +6KQZZQ” i Wi +6ZIEHVf (X 1”>1n 1:; Wi
s=0 i=1 F
2 T gLt 2 1
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Moreover, the term T3 can be bounded as

2

t—1 11‘|’
T3 =E|) (Z: — Xo)(W - W) < — Wi 1>
s=0 n F
t—1 11 2
<EY |2 — X7 W - Wh|? —wiet
s=0
Ang?
< b)
—1-p2

where we used the fact that [|[IW — Wp| < 2.

We can also bound term T} as

2

ZCS (11T W;—s—l)
< EZ HCs||F

< n02K2p.
142

F
2

_Wtsl
n
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Now we use the bounds derived for T5 and 73 and T4 to bound the consensus error M; as

a’e? g2 a?e?

M; < 7T2+ T3+TT4

n 2

2a2 202 6a2e2K2 L 117

e D N

€ n s=0 i=1

t—1 2
+ 22 S o () ] |22 -
F n
12022 i—1 X.1 2 t—s—1

+ > 3K2ZQi,s+3E Vf( ; ”)12 ff

n s=0 =1 F _66

1802272 4e%5?  a?e?0?K?p
+ 2 + 2 + 2
(1_65) 1_ﬂ€ 1_/85

< 20223 n 18a2e2~2 n 4£252 n a?e20?K?%p 6a2€2K2 ii FR(t=s=1)
T8 (1B 1-pE 12 2 2 O

22t1
6a5 ZEHVf< )1T Bstsl
12a2¢2 2 ) X1, )P gt
K is +3E 1 2
P (s ;Q,+3"Vf( >"F1—ﬂg

202e%y5  18a2e?y]  4e%6?  o?e?0?K?p

=1 g AT +1—63+ - 32

t—1
T s—1) 2/31‘/51
o (55 (e 55T

604 2¢2 ZE

6a5 el sl (t—s5—1
+ Z%( — A 8—>>. (50)

s=0 i=1

As we defined earlier, we have M, = %Z?:l Qi,s which simplifies (50) as

202243 18a%e%y?  4e%5? 2?0 K?p

M R e Tt T
6a2e? -1 2 9Bt—s-1
]E v T < Q(t—s—l) £ )
> [ ()], (e 3
+ 6a 52K2ZM 267 + p2(t=s=1) (51)
17/66 ¢ ’
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Now we can sum (51) over t =0,1,---,7T — 1, which yields

-1 ~
9 1 46252 2.2,2 2
M, < aEZZT 8045’le 502T+a502pT
t=0 1_5 (1_68) 1_65 1_/85
6a252 T-1¢-1 - 2 ) 98t=s-1
1 (t*S*l) 3
5 %o ()], (i
t=0 s=0
T-1t—
2
—|-6C¥ 8 K2 ZMS < /85 552(t51)>
t=0 s=0
202¢? ’yQT 18a2e ﬁT—i— 4e%5 T+ a?e?a?K?p

SU-g - 1@ -8
60‘25 s1 T R ok | 2D e 55
e fer (B (S R

T-1
+6052€2K22M (2216 Oﬁa +252k>
L
t=0

2a572T 18045'le1L 4552<72TJr a? 20’2K2p
- 1-p2 (1-p5.)2 1—p2 1 -2

18022 22 X.1, 2 18a2:2K
+——— =) E|Vf < ) Ll + %
n(l - 66)2 ; n " F (1 - Be)2

9 T—1
> M. (52)

Note that ||V (%51) 17 [ = n [V (55)

, which simplifies (52) as

h

9 1 4252 2.2,2 )2
M, < 046722T 8a£’le+ 502T+oz502pT
1—j2 1—=B)?  1-p2 1—pz

2 1g8a2:2K2 11
M,. (53)
) H (1 - /6’5)2 ; !

if
o

QQTI

A ZEHW<

Rearranging the terms implies that

18022 K2 T-1 9 18 4252 2,252 2
(1_ a‘e 2) M, < a572T a571T+ 50’2T+a502pT
(1_B€) 1_@5 (1_55) 1_55 1_/85

18a~e >

(1

9 9 T-1

N

2

(54)
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Now define Dy =1 — 1?10‘_2;2522 and rewrite (54) as

= 1Mt 2242 T4 18222 T4 4£252 a?c20?K?p

1%)1?2 12D, "D, T(_@)Dhs

t=0

18a2e?

T-—1 X]_
" (1-5:) 2D2ZE“Vf< )

(55)

Note that from definition of 77 we have T7 < KTQ Z?:l Qi = K2M,. Now use the above

fact in the recursive equation (48) which we started with, that is

Ef X411y <Ef X1, _aa—SaQEQKE Af (X1, |7 acplly, X1\ |2
n n 2 n 2 n
+52K(3~2+3 2 102,2 )+3a252K 2+asK2M (56)
—(3c a“K o
2n P on 27 2
If we sum (56) over t =0,1,--- , 7 — 1, we get
ae — 322K Of (X)L, |2 ae X1\ |I?
T E DNy || ENT g
st [ S e ()

o EK o 272 2 K, aEKz
<SHO) = 145 (37 +3aKap)T+ 2n V3T + ZMt
from (55) 2K 3a02e2K
< FO) - (3 + 30’ K?0?p)T + 5 T
acK? { 20223 18a2e%42 4e252 n a25202K2pT}
2 lA=8)Dy  (1=p)2Dy  (1=p2)Dy  (1-p52)Dy
90(353K2 = ' (Xs]-n> ?
+ E [V 57
We can rearrange the terms in (57) and rewrite it as
T-1 T-1
ae — 302e2K Sk f (X1, |I? (1 9 222 ZE vy Xt
2 n 2 (1-0:)2D p
2K 3 2 2K
< £(0) — f* + 52—(352 +302K202p)T + 0‘25 2T
n
acK? { 20222 18a2e%~? 4e%52 N a25202K2pT} (58)
2 \(1=82)Dy  (1-p:)*Dy  (1=pB2)D2  (1-52)D;
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Now, we define Dy as Dy = % — % and replace in (58) which yields

1 Qg — 3a TZ: 8f Xt
aeT —

T-1 1
+aaDleHVf< - )

)

t=0
1 55 3K~3
< 0) — 2 1 302 K202 2
_QET(f() o)+ ( +3a" K 0°p) + ae o
a252 K2 2 262 9K2 2 62 2K2&2 Oé252 O.2K4
+ 5 N 5 + 5 P (59)
1-62 D (1-58:)? Dy 1-p52 Do (1—75:)% 2Ds

To balance the terms in RHS of (59), we need to know how (. behaves with €. As we
defined before, W, = (1 — e)I + eW. Hence, \;(W.) = 1 — & 4+ eX\;(W). Therefore, for

1
g S T(VV)’ we have

Be = max {[Aa(We), [An(We)[}
=max {|1 — e+ el(W)|,|1 —e+ el (W)|}
=max{l —e+eX(W),1—ec+eX, (W)}

=1—e(1=X(W)).
Therefore,

1= =e(l—=X(W)) 2e(1-5)

and 1— (2 =2e(1—X(W))—e2(1—X(W))? >e(1 - 52).

Moreover, if ag < %, we have

')

2
1 * e K 2 27-2 2 3K72
e — — K
< (F0) = ) + S5 (350 + 307K 0%) + s 2
a’e K242 4 o  9K?y? 4 e 2K?%G?
1 -2 Dy (1-p8)* D 1-p% Dy
n a? o K%
(1-p)% 2Dy °

7o (4

t=0

87



For oo < 1=8 e have
6K

v
[

(61)

1-8
6vV2K

and for a < we have

1 90%’K?
2 (1—B.)2D,
1 18a%e?K?
2 2(1-p)?
1 180*K*?

5 -

1

4

(1-p)?

Y

Now, we pick the step-sizes as

It is clear that in order to satisfy the conditions mentioned before, that are ¢ < #(W),

ae < % and a < 61/_5/?{’ it suffices to pick T as large as
6vaK "
T > 135, = mac § (1= A(W))?, (K/6)°", (1_5> | (64)

For such T', we have
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2

1 X1,
r e ()
T n
t=0
1 . 1 K, 1 9 9 1 6K~v3
Smﬁl(f(())—f )+m;(60‘ +WGK O‘p)+m n
1 8K2%43 1 T2K?4? 1 16K?252 1 40?K*p
+ T5/61 -2 T1/3 (1- 5)2 T2 1 — 2 T1/3 (1-— 5)2
By Bo Bs By
=i T i e e (65)
Ko? K2~ 2K 1 K? 1
<l AR A i < +0 o2
no(1=pPm  (1=p)2) T T\ 520 ) T

0 (i e (B, 1.,

02K3p> 1

T, m n

K2 E[1/V] 1 1
+O<1_62’Y max{ Td am}> T5/6’

where

BQ =

B3:

and Ba

T2/3

Now we bound the consensus error. From (55) we have

89

K T2K%4? 402K

= 4(f(0) — f*) + —(65°) + . ,

(() ) n( ) (1_6)2 (1_6)2
_ 16K%5?

1-p2"7

6Kv2 602K3p
= -+ ,

n n

_ 8K%y3
e



1 1 X1, 2
DI
=0 =1
20223 18a2e%42 4e252 n a?c20?K?p
T (1=-83)D2  (1-B)*D2  (1-p2)D2 (11— j2)Ds
18022 1 X.1,\ |2
—_—— E |V
i v ()

23 1842 452 a’K?p
< a’e 2 a? L +¢€ + ale—
- (1—2)D, (1-8)2Dy  (1—pB%)Dy (1—p2)Do

T-1 2
18 1 X1
2 sin
—_—— E |V
D, T 2 H f< " )

For the same step-sizes o and ¢ defined in (62) and large enough 7" as in (64), we can use

the convergence result in (65) which yields

T-1 n 2
1 1 X1,
DRI
t=0 =1
1 442 1 3697 1 87 1 20%K?p

—T5/61 -2 T1/3 (1-p3)2 - T1/2 (1-72) ™ T5/6 (1 — 32)

1 36 B B B B
+ <1+2+3+4>

T1/3 (1 _ /3)2 T1/3 T1/2 T2/3 T5/6
Cl 02 03 04 C5 06

= 713 + T1/2 + T2/3 + T5/6 + T + T7/6

_ v? 1 o 1
=0 (=) 7+ (2 7

K 9 K 7 CK'p) 1
(1=8)2n  (1=p)t) T3

T, 'm

v {E[l/V] 1} K?5? +202K2p> 1
o A=) —p)) T

<
<

co(p e (L2} ).
<

1-8)2n) T

m
BT
1 B)° T, 'm/) T
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where

o 367%
e
852
Cy = 1—7ﬁ2’
36 216 K52 2592K2y2  14402K%p
= 4 — f*
O =g O =D+ g, T e T a o
4 2 9 2K2 K2~2
Of = Y3 n o p+ 576 K“o ’
1-p2 (1-52) (1-8)2(1-p2
216K~2  2160%K3
05 — 6 72 + 6o p’
(1-8)n " (1-8)n
2.2
and Cp = 208K

(1=p)2(1—p%)
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Proof of Theorem 14

Proof. For p > 1,¢ > 0, a randomized mechanism M satisfies (p,€)-Rényi differential

privacy, i.e., (p, €)-RDP; if for all adjacent datasets D, D differing by one element, we have
Zp(M(D)||M(D)) :=log E(M(D)/M(D))?/(p—1) < e,

where the expectation is taken over M(f)) Then we get

(=175 (MD)|M(D))

_ (=17 (Na(Mq(D).0?)INo (Mg (D),0?))

=> P (X = a]f P [X=a
rez X~ N2(Mq(D),0?) X~Nz(My(D),02?)
1-p
e~ (@=Mq(D))?/20° e—(@=Mq(D))? /202
- Z —(y—M(D))? —(y—My(D))?

2€Z\ Y ez € 2 yez€ 2
ez (=22 +2p(Mg(D)=Mq(D))z—p(Mq(D)=Mq(D))?) /20

ZyEZ ein /20

6—(z—pA)2/202

_ _p(p—1)A2/202 ZmEZ
- ¢ > —y?/20?
YyEZL €

< ePlp—1)A? /202

Thus, we have @AM(D)HM(b))) < pA?/(20?). According to Definition 6, M satisfies

(p, pA?/(20?))-RDP. O
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Proof of Corollary 1

Proof. We have

(P17, (MD)IM(D))

(0= 1)Zp (N (Mg (D),0%) [N,z (Mg (D) ,02))

=€
=Y P (X = a]° P (X = 2]
acGT]ZXNNnZ(MQ(D)’U2) XNNnZ(Mq(D)ﬂQ)
B Z P N x.P P [X N x]l—P
venz <~ Ne(Mq(D)/n,0% /) " X~Nz(Mg(D)/n,0%/n) n
p R 1-p
e~ (z=M(D))?/20° e—(@=Mq(D))?/20°
- ~(y—Mq(D)/n)? —(y—Mg(D)/n)?
TENZ ZyEZ e 202 /12 ZyEZ e 202 /2
p R 1-p
e—(@=Mq(D))?/20° e—(@=Mq(D))?/20°
- ~(ny—Mq(D))? ~(ny—Mgq(D))2
TENZ ZyGZ e 202 ZyEZ e 202

> vent (=22 4+2p(Mg(D)=Mq(D))z—p(Mq(D)=Mq(D))?) /20>

ZyGZ 6_y2 /202

(z—pA)2202

_ oPlp-1)A%/20” Dwenz @
- _m2 2/20-2
ZyGZ e~y
—(ny—pA)2 /202
_ oPp=1)A2/20° > ez (ny—pA)? /20

Xyen e

—1)A2? /202
< ePlP— DA% 207

N

where the last inequality is from Lemma 6 in [73]. Then, we have Z,(M(D)||M(D))) <

pA?/(20?). According to Definition 6, M satisfies (p, pA2/(202))-RDP.

Proof of Theorem 15

Lemma 19. The sensitivity of quantized local model Q(x; ), denoted by Ay, is IEZK:iI +
2n,/p-

Proof. Assume neighboring mini-batches S;;—1 and S;, ; differ by one samples 65 and 6.
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Then, by the definition of sensitivity, we have

Ajp= sup [ Q@ir(Sit-1)) — Q(@it(Si1-1))ll
Si,tle‘Sz{,t 1

< osup lwie(Sie1) F 0l — xit(Sipo1) — nlp)ll
Sﬁtfl“é%¢,1

< osup lwii(Sie1) = ®ii(Siq)|| + 20y
Sit—1~S ;4

< sup ae||Viil@in Sip1) — Vii(@ie, Sy + 20y
Si,tfl“"sz{ t—1

< g V@i 0) — Ve )]l + 2015

O

Proof. According to Lemma 19, we have the sensitivity A; + of Q(@;+(S;—1)) with respect to

the subsample dataset S;¢—1, is | %' + 2n,/p. By Corollary 1, Q(x; ) satisfies (p, €;¢(p))-

RDP with €;+(p) = 2p(|szat nias nf) . Since S;; is a randomized subsample of D;, by
Lemma 8 and its approximate version in [90], for each agent i, each iteration of Algorithm 5
preserves (p, €; ,(p))-RDP with respect to D;, i.e., €/ ,(p) = J%p > (ae+ \f|8” 1])%. Since the
algorithms has run 7T iterations, according to Lemma 6 and parallel composition, Q-DPSGD-2
is (p, €(p))-RDP with €(p) = max; Zf;ol €; 1(p). Moreover, Q-DPSGD-1 is also (¢, §)-DP with

e(p)+log(1/6)

€= 1 .

O

Proposition 2 (Variance of Discrete Gaussian [73]). For all 0 € R with ¢ > 0, we have

VariNz(0,0%)] < o? (1 - eﬁgj‘{:) and Var[Nz(0,0%)] > —1L

el/o?_1°
Corollary 2 (Variance of Discrete Gaussian with Arbitrary Precision). For all 0 € R with

edn 252 /92

o >0, andn >0, VarlN,z(0,0?)] < o2 /n? (1 — M) < o?/n? and Var{Nyz(0,0%)] >

6"2/0271
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Proof of Theorem 16
Next lemma characterizes the deviation of the models generated by the Q-DPSGD-2
method at iteration T, that is p = [x17;- - ;@p ] from the optimizer of the penalty

function, i.e. x,.

Lemma 20. Suppose Assumptions 1-5 hold. Then, the expected deviation of the output of

Q-DPSGD-2 from the solution to Problem (29) is upper bounded by

1 ny? (E[1/V] 1) 1
W-Wp|? = | +0(— = +=) —
| ol 19 i <u ( T, m 12

(66)

n(a2 + P57

2
E|lzr - =3)?] <0 :

fore = T_3g/2, o= T_S/Q, any & € (0,1/2) and T > T¢

minl’

minl = max{ [(Q—’—MK)Q> é—‘ ) [661125-‘ ) {W%-‘ } . (67)

Proof of Lemma 20. First note that the gradient of the penalty function h,, defined in (29)

where

is

Vha(zi) = (I — W) 2 + anVF(zy), (63)

where @y = [@14;- -+ ; @y 4] denotes the concatenation of models at iteration ¢. Now consider

the stochastic gradient function for A, as
Vha(z:) = (Wp — W) (2 + G) + (I — Wp) z; + anVE(zy), (69)

where VF(z;) = |1V fi(@1,);- 3 2V fal@ny) |, and ¢ = [Gras -+ ; Goy) with
Git ~ an(O,U2K 2Ip) is the concatenation of noise vectors at iteration . Moreover, z; =
[Z1,4;- - ; Zn,t) @s the concatenation of the quantized variant of the local updates ;.

We let F! denote a sigma algebra that measures the history of the system up until time

t. According to Assumptions 2 and 4, the stochastic gradient defined above is unbiased,
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that is,

E {?ha(mt)u-'t] = (Wp—W)E [z + G|F"] + (I — Wp) z¢ + anE [61:—'(5515)’]:1
=1 —-W)ax,+anVF(x)

= Vha(act)
We then can also write the update rule of Q-DPSGD-2 method as

Tl = T — € ((WD W) (24 G) + (I — Wp) s + om%(F(xt))
=x — aﬁho‘(azt), (70)
which also represents an iteration of the Stochastic Gradient Descent (SGD) algorithm with

step-size ¢ in order to minimize the penalty function h,(x) over € R". We can bound

the deviation of the iteration generated by Q-DPSGD-2 from the optimizer x}, as

B [l - il 17] = | o - <Fhate - oz 17]
= |z — x| — 2 <a:t — 2" E [%a(wt)\ﬁb +e2E [H%a(wt) ’ |]—'t]
= @y — a||? — 2¢ (@) — &%, Vha(z:)) + €2E M%a(a:t) ’ ]-‘t}
< (1= 2uae) |2 — 2% + 2E U]%ha(xt)uz |]-'t} : (71)

where we used the fact that the penalty function h, is strongly convex with parameter

Lo = ap. Moreover, we can bound the second term in RHS of (71) as

E [H%ha(ast)H2 |]-'t]

=5 || W~ W) (e 60 + (1~ W) s+ cn¥ )17

=E {H(I — W)@+ anVF(x;) + (Wp — W) (2, — z; + () + anVE () — anVE(z)

2 |]_-t:|
— Vha(@) | +E [|[(Wp — W) (2 — 20 + G| |ft} +a2n’E U]%F(mt) _ Vﬁ’(:ct)HQ ]-"t}

» npK202
< K2z — x4 + (n5” + pnz

) [[W = Wpl* + a?nrj. (72)
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To derive (72), we used the facts that h, is smooth with parameter K, = 1— A\, (W) +akK;;
the quantizer is unbiased with variance < &2 (Assumption 2); stochastic gradients of the

loss function are unbiased and variance-bounded (Assumption 4 and Lemma 15). Plugging

(72) in (71) yields

pK2a2
7]2

E[llzes — 232 17] < (1= 2pae + 2K2) e — 23| + (5% + 257 W = W)

+ oe’nAs. (73)
To ease the notation, let e, := E[||a; — * |*] denote the expected deviation of the models

at iteration t, i.e. a; from the optimizer x} with respect to all the randomnesses from

iteration t = 0. Therefore, we have

erii < (1—2 252 2, (=2 pK?*s® W — Wnl2 2.2 2
t+1 < ( o€ + €2 K3) e +e"n(o” + 7 ) pll” + a*e*nv;
~ K252
= (1 —e(2pa — eK2)) e +e°n(c? + b po YW = Wp||? + a?e?n2. (74)
For any T' > T}, and the proposed pick ¢ = T_3g/2, we have T9 > (Tncqinl)é > (2+f)2 and

therefore

g = =
T36/2

< C—

T (24 K)? 92
Ha

2+ aK)?

IN

I
| F

Q
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Hence, we can further bound (74) as

2 2 (=2 pK?*s® 2 2.2 2
e < (1—5(2;;,1—61(&)) et +e“n(c” + = ) |[W = Wh||” + a”e*n;

~ K202
< (1 — pag) e + (5% + P o YW = Wpl* + a?e?nqd

~ K252 2
(e +n(a2+Pn2 ) ||[W - Wp| +L722
o TQE € TSS T45'

Now, we let (a,b,c) = (u,n(5?+ M;#)&Q W — Wp|*,n12) and employ Lemma 18, which

yields

er =E [|ar - =]

co(%) (%)

n(3? + P 1 2 (B[ 1\ 1
:O(MWZWW—WMPﬁ«+OCW<[/W+>J.

Combining Lemmas 20 and 17, we can now plug them in Theorem 12 and write for

T>T¢

min

= maX{Tr%inl’ Tr(1:1in2}

1 - *112 1 I ~* (|12
=3 E[lzir—a*?] = 2E [Jler - #7]
n < n L
=1
_1 I * * )12
_HE ler — xf, + x}, — *||
2 [ 2 2 ~ 12
< ZE [lor — 23] + - llzs - 3
2 2 52 4 pKZo?
Cof B T L

(1-p)2 7 T8

98



Proof of Theorem 17

We then characterize the convergence rate of Q-DPSGD-2 for non-convex and smooth
objectives. We are interested in finding a set of local models which satisfy first-order
optimality condition approximately, while the models are close to each other and satisfy the
consensus condition up to a small error. To be more precise, we are interested in finding
a set of local models {w,...,x}} where their average T* := 13" | ¥ (approximately)
satisfy first-order optimality condition, i.e., E||Vf (Z*)||?> < v, while the iterates are close
to their average, i.e., E||z* — z}||? < p.

To ease the notation, we agree in this section on the following shorthand notations for

t=0,1,2,-,

X =[z14 Tt € RP*™,
Zt = [zl,t th] S RP*"
1 n
Ty = 5‘21131",5 eR s
=1
Yt: [ft Et] eRan,

Of(Xy) = Wfl(ﬂ?l,t) %fn(mn,t)] € RPX™,
0f(Xt) = [Vfi(x1s) -+ Via(Tat)] € RP,

and ¢ =[Gy -+ Cog €ERP™ with  (p ~ Nyz(0, 02 K21,)).

As stated before, we can write the update rule of the proposed Q-DPSGD-2 in the matrix

form as
Xeg1 = Xi (L= &) +eW) +e(Zy — Xy + G) (W — Wp) — acdf(Xy). (75)
Let us denote W, = (1 — ) + W and write (75) as

Xip1 = XeWe +e(Z — Xi + &) (W — Wp) — azdf(Xy). (76)
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We start the convergence analysis by using the smoothness property of the objectives

and write

£f (Xmln) gy (Xtvgeln el = X+ Q)W = Wp)Ly aaé”f(Xt)ln)

n n n
Assumption 3
é) Ef <Xt1n) —asE <vf <Xt1n> 7af(Xt)1n>
n n n
~ 2
2 _ _
e QKE (Ze — Xi + Ci(W Wp)l, O‘af(iit)ln (77)

We specifically used the following equivalent form of the smoothness (Assumption 3) for

every local and hence the global objective is bounded by
fi(x1) < fi(x) + (Vfi(x), 21 — x) + % |z —||*, forallie [n],z,x; €RP.
Also, we used the simple fact in Assumption 1 as
Wel, = (1 —¢e)l+eW)l, = (1 —¢)1, +eW1l, =1,.

Now let us bound the term in (77) as

~ 2
n n
~ 2
Zt— X B 1n 2 X ]—n
SEH( t — X+ G)(W = Wp) B QM
n n
AN ar x|
=2 D (1= wii)*B|zis — @ig + Gial? + B || =22
i=1
52 pK?0? ~ 2
B 100
n n
52+PK2202 2 SV fi(wis) 9
§n+2+EHZ1’ , (78)
n n n

where we used Assumption 2 to derive the first term in (46) and the second term is from

(47).
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Plugging (78) in (77) yields

Ef <Xt—;11n> <Ef <X;1n> " <Vf (X;1n> 7af(Xt)1n>

n
2 K252 2.2F 2.2 g () |2
L€ @ + P 20 )+ a’e o2 e K ’21:1 fizir)
2n n 2n 2 n
_Ef X1, _as—angKE Af(X)1y 2—0‘5151 vy X1\ |
n 2 n 2 n
2 2 9 2.2 2
e’K ., pK<o a‘e’K 4 ae X1, of(X)1,
it 1 v/ _
+2n(0+ n? )+ 2n 72—’_2 / n n
2.2 2 2
< Ef thn . ag a“e KE Bf(Xt)ln _ 047€E Vf Xt]-n
n 2 n 2 n
2}( _ }(2 2
+ @+ 2

2
2n

: (79)

— 2
2 om Y2 it

2.2 2 n
)+a€K 2+£ E‘thn
n

i=1

Qi
where we used the identity 2(a, b) = ||a]|* + ||b||* — |]a — b]|*.
2 2
Let us define Q; ; .= E H% - mi7t|’ and M; = % Yo Qi = % Y E H% — ﬂfi,t” .
Here, @);; captures the deviation of the model at node ¢ from the average model at

iteration ¢ and M; aggregates them to measure the average total consensus error. To bound

My, we need to evaluate the following recursive expressions, i.e.,

Xi=Xe aWe+e(Ziq — Xe1 4 C1)(W — Wp) — agd f(Xs_1)
t—1

t—1
= XoW! +e) (Zs — Xo+ ) (W = W)W —ae Y 0f(X )WL (80)
s=0 s=0
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Now, using (80) we can write

2

1o || Xl
Mt_ZE‘ ek 8

n <
=1
1 = 2
= JE|X, - X
1 117 2
= “E HXt - X,
F
t—1 T
1 11 11
= ~E|| Xo ( — Wg) —i—EZ(ZS X+ ¢)(W —Wp) ( Wg—s—1>
s=0
t—1 117 2
—ae Y a5 (- - we)
s=0 F
(ae)? _ || <2 117 ’
— E a3 XS - Wtfsfl
TE| 3 aree (- we) )
T
2 [ 117 ?
—E Zs— Xo4+Co)(W —=Wp) [ — —wi===1)|
# |  X w wo) (Hw )F

T3

where we used the fact that quantiziations, stochastic gradients, and differential privacy
noise are statistically independent and Xy = 0.

Moreover, the term T3 can be bounded as

t—1 11T
S (2= X+ W = W) (T - wiet)
s=0
t—1
<EY 1Zs— X+ G5 W = Wp?
s=0
an(5? + 27

<
— 1—ﬁ€2 )

Ty =E

F

11T _ Wt—s—l

£

where we used the fact that ||W — Wp|| < 2.

Now we use the bounds derived for Ty and T3 and T4 to bound the consensus error M;

as
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a?e?

62

M; < 7T2 + T3

20222 6(Jz252K2

1-p2 n
2 9t 1
6048 ZEHVf<
12022 L
_l’_

s=0

t—1 n

Y Qi i
s=0 1=1

2117

) Fil T

Wt—s—l

3 Xs
—> (3}(2;@@5 +3E HVf <

1n> 1T

2

2\ gLt
F) I- /88

- 2 2

1802 42%(0% + B)

(1_56) 1—53
204262’)/2 18a2¢? 2 452(524‘1)]572202) 602’ K?

- 1-p2 (1—ﬁ5) 1-p2 n

6 9 9 t—1

aaZEHvJC< )1T 65t81

120262 &2 X,1 2
+ > 3K2ZQ@S+3EHVf< > "> 1)

i=1

s=0

2@262")/2 18042 2 2

12+ 22

S (e e
t—1
GaQEQZE ‘Vf( >1
6a6 t—1 n
_|_

As we defined earlier, we have M, =

M; <

s=0 i=1

ZZ@S(%&_B + g ”>

202e2y2  18a2e?r? P 4e2(5? + plfzaz)
1—p2 (1—55) 1—p2
6a252 =

ZE

2
v (o)

tsl

F

t—s—1
€
a 1- /85

2 —5—
( 2(t—s—1) + 26& 1>
F

t—1 n

Z Z Qi,sﬁg(tisil)

5=0 =1

1_/85

LS | Qi which simplifies (81) to

<ﬁ52(t_s 1) _’_ZBt 5 1>

+ 6022 K2 ZM < - + 5§(t81)> )
s=0 €
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Now we can sum (82) over t =0,1,--- ,7 — 1, which yields

N

~1 2(52 4 pK?0®
Mt§2a€72T 18045’le 4e%(0” + B7)

1-j2 (1—B:)? 1-p2 g
=S ()]
t=0 s=

L Qﬁt—s—l)
2(t—s 1)+ €
RE =
T-1

0
t—
2 9752 25t 2(t—s—1)
+ 6a“e“ K E M +ﬁ

t=0 s=0

T
o

K2 2
20223 1826242 4626 + 2557)
< T+ 51+
1_65 (1_66) 1_65

9 9 T—1

2 0o 00 k
T 2k 22]6:068
ZEHW< o F@ﬁs M- )
T—1
+60[252K22Mt <2Zk‘ Oﬁe _’_ZB )
t=0

~9 2 2
< 2a2€2722T 18a2e? ’le 4e?(5” + 15772)
T 1-p2 (1 — B:)?

1— 2
18a?%e?
=n HVf (%) HQ, which simplifies (83) as

60[8

2 22727
18a“e“K
.
1_B€QZE >1nF 1_5622Mt (83)

Note that HVf (%) 1;{”?

" 2 2
= lM 22 a?e?y2 n 1804262’7%T+ 452(024‘:0[:720 ) 18a 52 TZI H < s1y ) 2
t <
2 M < T T Ty 7 B
18022K?

7(1 — ) M;.

(84)
Rearranging the terms implies that
-1 2(=2 pK252
(1 B 18a252K22) Z M, < 2a25272§ 18a2e? 'le+ 4e%(0” + 72,72 )
(1 _55) 1 _Bs ( /85) 1 _Bs
18a 222 1 2
S
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Now define Dy =1 — % and rewrite (85) as

2 2
— 2, < 2073 18%h? 4e (3% + ET)
1_65)D2 (1_55)2D2 (1_65)D2

=0
18a2¢ X1,
+(1—5e 2D2ZEHVf< >

(86)

Note that from definition of 77 we have T} < KTQ Z?:l Qit = K?2M,. Now use the above

fact in the recursive equation (79) which we started with, that is

| el ()

n

2

_ 2
Ef <Xt211n) < Ef (th]-n> ag a 3 K H@f Xt

e?K _, pK?0? 22K 5 aeK?
— (o 87
+ @ )+ R (87)

If we sum (87) over t =0,1,--- ,T — 1, we get

2

ae — a?e?K Af (X1,
2 ZEH n

t=0 t=0
2 2 2 2.2 9 T—1
e“K pK“o ae‘K acK
< — (52 T T M,
SO = f7 4 5@+ )T+ 5 i T t;t
from (86) 2K pK?20? a?e’K
< fO)-f* +T( + 2 )T + on T

aeK? { 202 5272 T4 18a2e ;1 T4 4e%o T}
(1=p3Dy  (1=p)Dy (1-P2)Dy

2
9033 K2 = Xs1,
—_— E
(1= 5:)2Dy Z va ( ) (5)
We can rearrange the terms in (88) and rewrite it as
ae — a2e?K « ZE Of (X1, | 1 90%%K’ TzlE vy (Xl 2
2 & n 27 0—pDy) & n
2K =2 pK?c? a?e’K
T T
IO - £+ G @ T+ S
aeK? { 20 52722 18a2e 271 452527’2 T}. (89)
2 \(A=82)D2  (1=p)*Dy  (1—-p2)D2
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Now, we define Dy as Dy = % — (90‘252K °_ and replace in (89) which yields

1—8:)?D2

1 [ ae—a?2K 2 Af (X1, |I? — X1\ |
E ||=2on DS E
e 0 KL MR SR L oy
1 e K _, pK?0? K~2  a%? K242 a’e? 9K?%4?
_asT(f() f)+a2n(a+ n? ) +ae 2n +1—ﬁ€2 Dy +(1—5a)2 Dy

(90)

To balance the terms in RHS of (90), we need to know how . behaves with . As we
defined before, W, = (1 — ¢)I +eW. Hence, \;(W:) = 1 — e 4+ eX;(W). Therefore, for

1
e < =, vy We have

Be = max {[A2(We) [, [An(We) [}
=max{|l —e+eX(W)|,|1 —e+ e, (W)|}
=max{l —e+eX(W),1 —c+eX, (W)}

=1—e(1—=X(W)).
Therefore,

1= fe=e(l=A(W)) =e(l-5)

and 1— 2 =2¢(1—X(W))—e2(1—X(W))* > (1 —5?).

Moreover, if ae < % we have from (90) that

T-1 2 2 2 2
D1 X1, 1 e K, 5 pK‘ K~
— > E\V 0)—f)+—— -

Su v (B )| < aaptr@ -1+ 5@ P ey

a’e K243 a? 9Ky} e 2K?5?
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For a < lﬁ_—Kﬁ, we have

v
[

(92)

1-8
6vV2K’

and for a < we have

1 90%’K?
2 (1-p5:)2%Ds
1 18a%e?K?
2 20152

1 180*K*?

5 -

1

4

(1-p)?

Y

Now, we pick the step-sizes as

It is clear that in order to satisfy the conditions mentioned before, that are ¢ < #(W),

1-p

1
angandagfiﬁK,

it suffices to pick T' as large as

min (95)

6vV2K ¢
1-p

T > T = max (1—>\n(W))2,K3/2,<

For such T we have

107



T—1 2
1 X1,
Py E|vs ( . )

t=0

1 1 K,_, _pK?%? 1 2K~v3

1 8K?v3 1 72K2fy% 1 16K25>
T T5/61 — /52 T1/3 (1-p3)2 T T2 1 — 32
By Bs B3 By
=i T i e e (96)

_ K, ., pKZ%? K?~? 1 K2 5\ 1
= <n(0 + 2 )+(1—6)2m i TO 1-327 )12

2 2
5 E[1/V] i 1 K? E[1/V] 1) 1
+0 (K n max{ T, T2/3 +0 T3 _627 max T m () T

where

n

K pK2 2 T2K?2
By = 4(f(0) — )+ — (252 + 2 L
L= AF0) ~ )+ (250 + )+ G
16 K252
B23:72a
1-7
2K ~2
Bg!: 72,
n
K73
and B4::1_62.

Now we bound the consensus error. From (86) we have

T-1 n 2

X1,

|

1
n

N[~

t=0 =1

- 2,
202273 n 18a2e2+? N 14e%(5° + %) n 18a2e Z E va (
~(1=-p53)Dy (1 /35)2172 (1—pB2)Dy (1-B.)2D, T

~2 K2O'2
< o2 272 o2 1871 n 54( + 2 P )
= 52) (1=5)2Ds (1- 52)D

S ()

t=0

For the same step-sizes o and ¢ defined in (93) and large enough 7" as in (95), we can use
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the convergence result in (96) which yields

- 2,2
S ] LN P SO’ S MU S S kst
TZons||"n ~ P STRI-E T TIBA- B2 T2 (1- )
1 36 B, Bs Bs B,
+ T1/3 (1 _ 5)2 T1/3 + T1/2 + T2/3 + T5/6
. Cl CQ 03 C4 05 CG
=ms et st st T e
— 2,2
B '72 1 ) (024'])[(7772) 1
- m(l _ B)Z T1/3 1— 52 T1/2
- 242
o K, K (@ +257)\ 1
1=BTm " A=-p2 n T2/3
2 2~2
0% E1/V] 1 Ko 1
w(l—ﬁ?max{ T, mf  G=p)t) 156
K 2 E[1/V] 1 1
+O<(1—[3)2nmax{ T, mf)T
K? E[1/V] 1 1
where
_367%
“= o
. 2452
0, BT+
1—-p2
2 2
36 T2K(G% + EE7) o599 5242
= 4 _ f* n 1
Oy e 473 N 576 K252
T-p T -2 -y
4 2
Cs 32K; ’
(1-08)%n
2.2
and Cp = 298K

(1-8)21-p8%)
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5 Differentially Private and Fair Classification via Calibrated

Functional Mechanism

5.1 Introduction

In this big data era, machine learning has been becoming a powerful technique for
automated and data-driven decision making processes in various domains, such as spam
filtering, credit ratings, housing allocation, and so on. However, as the success of machine
learning mainly rely on a vast amount of individual data (e.g., financial transactions, tax
payments), there are growing concerns about the potential for privacy leakage and unfairness
in training and deploying machine learning algorithms [11, 91]. Thus, the problem of fairness
and privacy in machine learning has attracted considerable attention.

Fairness-aware learning has received growing attentions in the machine learning field due
to the social inequities and unfair behaviors observed in classification models. For example,
a classification model of automated job hiring system is more likely to hire candidates
from certain racial or gender groups [15, 16]. Hence, substantial effort has centered on
developing algorithmic methods for designing fair classification models and balancing the
trade-off between accuracy and fairness, mainly including two groups: pre/post-processing
methods [92, 93, 94] and in-processing methods [95, 96]. Pre/post-processing methods
achieve fairness by directly changing values of the sensitive attributes or class labels in
the training data. As pointed out in [96], pre/post-processing methods treat the learning
algorithm as a black box, which can result in unpredictable loss of the classification utility.
Thus, in-processing methods, which introduce fairness constraints or regularization terms
to the objective function to remove the discriminatory effect of classifiers, have been shown
a great success.

At the same time, differential privacy [26] has emerged as the de facto standard for
measuring the privacy leakage associated with algorithms on sensitive databases, which has
recently received considerable attentions by large-scale corporations such as Google [97]

and Microsoft [98], etc. Generally speaking, differential privacy ensures that there is no
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statistical difference to the output of a randomized algorithm whether a single individual
opts in to, or out of its input. A large class of mechanisms has been proposed to ensure dif-
ferential privacy. For instance, the Laplace mechanism is employed by introducing random
noise drawn from the Laplace distribution to the output of queries such that the adversary
will not be able to confirm a single individual is in the input with high confidence [25]. To
design private machine learning models, more complicated perturbation mechanisms have
been proposed like objective perturbation [56] and functional mechanism [99], which inject
random noise into the objective function rather than model parameters.

Thus, in this work, we mainly focus on achieving classification models that simulta-
neously provide differential privacy and fairness. As pointed out in recent study [100],
achieving both requirements efficiently is quite challenging, due to the different aims of
differential privacy and fairness. Differential privacy in a classification model focuses on the
individual level, i.e., differential privacy guarantees that the model output is independent of
whether any individual record presents or absents in the dataset, while fairness in a classifi-
cation model focuses on the group level, i.e., fairness guarantees that the model predictions
of the protected group (such as female group) are same to those of the unprotected group
(such as male group). Lots of researches have emerged in achieving both privacy protection
and fairness. Specifically, in [92], Dwork et al. gave a new definition of fairness that is
an extended definition of differential privacy. In [101], Hajian et al. imposed fairness and
k-anonymity via a pattern sanitization method. Moreover, Ekstrand et al. in [102] put
forward a set of questions about whether fairness are compatible with privacy. However,
only Xu et al. in [100] studied how to meet the requirements of both differential privacy and
fairness in classification models by combining functional mechanism and decision boundary
fairness together. Therefore, how to simultaneously meet the requirements of differential
privacy and fairness in machine learning algorithms is under exploited.

In this work, we propose Purely and Approximately Differential private and Fair
Classification algorithms, called PDFC and ADFC, respectively, by incorporating func-

tional mechanism and decision boundary covariance, a novel measure of decision boundary
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fairness. As shown in [103], due to the correlation between input features (attributes), the
discrimination of classification still exists even if removing the protected attribute from the
dataset before training. Hence, different from [100], which adds same scale of noise in each
attribute, in PDFC, we consider a calibrated functional mechanism, i.e., injecting different
amounts of Laplace noise regarding different attributes to the polynomial coefficients of the
constrained objective function to ensure e-differential privacy and reduce effects of discrim-
ination. To further improve the model accuracy, in ADFC, we propose a relaxed functional
mechanism by inserting Gaussian noise instead of Laplace noise and leverage it to perturb
coeflicients of the polynomial representation of the constrained objective function to enforce

(e, 0)-differential privacy and fairness. Our salient contributions are listed as follows.

e We propose two approaches PDFC and ADFC to learn a logistic regression model
with differential privacy and fairness guarantees by applying functional mechanism to
a constrained objective function of logistic regression that decision boundary fairness

constraint is treated as a penalty term and added to the original objective function.

e For PDFC, different magnitudes of Laplace noise regarding different attributes are
added to the polynomial coefficients of the constrained objective function to enforce

e-differential privacy and fairness.

e For ADFC, we further improve the model accuracy by proposing the relaxed functional
mechanism based on Extended Gaussian mechanism, and leverage it to introduce

Gaussian noise with different scales to perturb objective function.

e Using real-world datasets, we show that the performance of PDFC and ADFC signifi-
cantly outperforms the baseline algorithms while jointly providing differential privacy

and fairness.

6 Problem Statement

This work considers a training dataset D that includes n tuples tq,to, - ,t,. We

also denote each tuple t; = (x;,y;) where the feature vector x; contains d attributes, i.e.,
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x; = (1, T2, -+ , %), and y; is the corresponding label. Without loss of generality, we
assume \/Z?:1 x?j < 1 where z;; > 0, and y; € {0,1} for binary classification tasks.
The objective is to construct a binary classification model p(x,w) with model parameters
w = (wy,ws, - ,wy) that taken & as input, can output the prediction g, by minimizing the
empirical loss on the training dataset D over the parameter space w of p.

In general, we have the optimization problem as

w* = argmin f(D,w) = arg minz f(ti,w), (97)
i=1

where f is the loss function. In this work, we consider logistic regression as the loss function,

ie., f(D,w) =Y " [log(l + exp(xlw)) — y;xlw]. Thus, the classification model has the

exp(xTw*)

form p(l',w*) = m

Although there is no need to share the dataset during the training procedure, the risk
of information leakage still exists when we release the classification model parameter w*.
For example, the adversary may perform model inversion attack [11] over the release model
w* together with some background knowledge about the training dataset to infer sensitive
information in the dataset.

Furthermore, if labels in the training dataset are associated with a protected attribute
z; (note that we denote x; as unprotected attributes), like gender, the classifier may be
biased, i.e., P(g; = 1|z; = 0) # P(y; = 1|z; = 1), where we assume the protected attribute
zi € {0,1}. According to [104], even if the protected attribute is not used to build the classi-
fication model, this unfair behavior may happen when the protected attribute is correlated
with other unprotected attributes.

Therefore, in this work, our objective is to learn a binary classification model, which is

able to guarantee differential privacy and fairness while preserving good model utility.

6.1 Background

In this section, we first introduce some background knowledge of Functional Mechanism

in differential privacy, which helps us to build private classification models. Then we present
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fairness definition, which helps us to enforce classification fairness.

6.1.1 Functional Mechanism

Functional mechanism, introduced by [99], as an extension of the Laplace mechanism
is designed for regression analysis. To preserve e-differential privacy, functional mechanism
injects differentially private noise into the objective function f(D,w) and then publishs a
noisy model parameter w derived from minimizing the perturbed objective function f (D, w)
rather than the original one. As a result of the objective function being a complex function

of w, in functional mechanism, f(D,w) is represented in polynomial forms trough Taylor

Expansion. The model parameter w is a vector consisting of several values wy,ws, -+ , wq.
We denote ¢(w) as a product of wi,ws, - ,wg, namely, ¢p(w) = wi'ws?---wy* for some
c1,¢2,---,¢4 € N. We also denote ®;(j € N) as the set of all products of wi,wa, -+, wy

with degree j, i.e., ®; = {wi'ws? - - wy’| Zflzl aq=7j}.
According to the Stone-Weierstrass Theorem [105], any continuous and differentiable
function can always be expressed as a polynomial form. Therefore, the objective function

f(D,w) can be written as

n J

FDw) =) >3 Mg d(w), (98)

i=1 j=0 ¢ped;

where Ay, represents the coefficient of ¢(w) in polynomial.

To preserve e-differential privacy, the objective function f(D,w) is perturbed by adding
Laplace noise into the polynomial coefficients, i.e., Ay = Y ;| Agr, +Lap(A; /€), where Ay =
2 maxy Z}]:1 > ey | Ag¢lli- And then the model parameter  is obtained by minimizing
the noisy objective function f (D, w). The sensitivity of logistic regression is given in the

following lemma

Lemma 21 (/;-Sensitivity of Logistic Regression). Let f(D,w) and f(D',w) be the
logistic regression on two neighboring datasets D and D', respectively, and denote their

polynomial representations as f(D,w) =>_1" Z}le Z¢ed>j Aot O(w) and
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f(D,w) =31, Z}']:1 Z¢€¢j A(bt;(;ﬁ(w). Then, we have the following inequality

2 d2
A=Y S I don = 3 Al <2max > 3 k< G+

j=1¢c®; ;€D tieD’ J=10€®;

where t;, t; ort is an arbitrary tuple.

6.1.2 Classification Fairness

The goal of classification fairness is to find a classifier that minimizes the empirical
loss while guaranteeing certain fairness requirements. Many fairness definitions have been
proposed for in the literature including mistreatment parity [106], demographic parity [104],
etc.

Demographic parity, the most widely-used fairness definition in the classification fairness
domain, requires the decision made by the classifier is not dependent on the protected

attribute z, for instance, sex or race.

Definition 9. (Demographic Parity in a Classifier) Given a classification model § =
p(x,w) and a labeled dataset D, the property of demographic parity in a classifier is defined

by Pr(g =1|z =1) = Pr(y = 1|z = 0) where z € {0,1} is the protected attribute.

Moreover, demographic parity is quantified in terms of the risk difference (RD) [107], i.e.,
the difference of the positive decision made in between the protected group and unprotected
group. Thus, the risk difference produced by a classifier is defined as RD = |Pr(§ = 1]z =
1) = Pr(y = 1|z = 0)|.

One of the in-processing methods, called decision boundary fairness [96], to ensure
classification fairness is to find a model parameter w that minimizes the loss function f(D,w)

under a fairness constraint. Thus, the fair classification problem is formulated as

minimize  f(D,w)

subject to  g(D,w) < 7,9(D,w) > —7, (99)
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where g(D,w) is a constraint term, and 7 is the threshold. For instance, Zafar et al. [96]
have proposed to adopt the decision boundary covariance to define the fairness constraint,

ie.,

9(D,w) =E[(z — 2)d(x,w)] — E[z — z]d(x, w) Z:(zz — Z)d(z;, w), (100)

=1

where {d(x;, w)}", is decision boundary, Z is the average of the protected attribute and
E[z—2] = 0. For logistic regression classification models, the decision boundary is defined by

T w. The decision boundary covariance (100) then reduces to g(D,w) = > (2 — z)zl w.

6.2 Differentially Private and Fair Classification

In this section, we first present our approach PDFC to achieve fair logistic regression
with e-differentially private guarantee. Then we propose a relaxed functional mechanism by
injecting Gaussian noise instead of Laplace noise to provide (e, d)-differential privacy. By
leveraging the relaxed functional mechanism, we will show that our second approach ADFC

can jointly provide (e, ¢)-differential privacy and fairness.

6.2.1 Purely DP and Fair Classification

In order to meet the requirements of e-differential privacy and fairness, motivated by
[100], we consider to combine the functional mechanism and decision boundary fairness. We
first consider to transform the constrained optimization problem (99) into unconstrained
problem by treating the fairness constraint as a penalty term, where the fairness constraints
are shifted to the original objective function f(D,w). Then, we have the new objective
function fp(w) defined as f(D,w) = f(D,w) + a1|g(D,w) — 7|, where we consider oy
as a hyperparameter to optimize the trade-off between model utility and fairness. For
convenience of discussion, we set 7 = 0 and choose suitable values to make a; = 1. Note

that our theoretical results still hold if we choose other values of a; and 7. By equation
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(100), we have

n

F(D,w) = log(1 + exp(a] w)) — ya] w] +

=1

. (101)

To apply functional mechanism, we first write the approximate objective function f(D,w)

based on (98) as

I IP IR (102)

where Ay, denotes the coefficient of ¢(w) in the polynomial of f(t;,w) and fi(-) = log(1 +
exp (+)).

The attributes involving in the dataset may not be independent from each other, which
means some unprotected attributes in @ are quite correlated with the protected attribute
z. For instance, the protected attribute, like gender, may be correlated with the attribute,
marital status. Thus, to reduce the discrimination between the protected attribute z and the
labels ¥, it is important to weaken the correlation between these most correlated attributes
and protected attribute z. However, it is often impossible to determine the degree of relation
between an unprotected attribute and the protected attribute. Therefore, we randomly
select an unprotected attribute x5 and leverage functional mechanism to add noise with
large scale to the corresponding polynomial coefficients of the monomials involving ws.
Interestingly, this approach not only helps to reduce the correlation between attributes x4
and z, but also improve the privacy on attribute xs to prevent model inversion attacks, as
shown in [108].

The key steps of PDFC are outlined in Algorithm 6. We first set two different privacy
budgets, €; and €,, for attribute x5 and the rest of attributes {x \ xz5}. Before injecting
noise to the coefficients, all coefficients ¢ should be separated into two groups ®; and @,

by considering whether w; involves in the corresponding monomials (i.e., whether their the
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Algorithm 6 Purely DP and Fair Classification (PDFC)

1:

NN N KN o e e e e e e e
WM QO X NPT RN RO

N NN
[SXNENGL TN

Input: Dataset D; The objective function f(D,w); The fairness constraint g(D,w);
The privacy budget e; for unprotected attribute x4; The privacy budget €, for other
unprotected attributes {x \ xs}; l1-sensitivity Aj.
Output: w, e.
Set the approximate function f(D,w) by equation (102).
Set two sets &5 = {}, &, = {}.
for 1 <j<2do
for each ¢ € ®; do
if ¢ includes w; for a particular attribute z5 then
Put ¢ into ;.
else
Put ¢ into ®,.
end if
end for

. end for
for1 <j<2do

for each ¢ € ®; do
if ¢ € ®, then B
Set Ag = Y0y Agr, + Lap(Ar/(e2)).
else R B
Set A = D251 Aot + Lap(Ai/(€n))-
end if
end for

: end for )

: Let f(D,w) =37, % ped; Aod(w).
: Compute @ = argmin,, f(D,w).

: Compute € = €5/d + €,(d — 1)/d.

: return: w, e.

coefficients contain attribute z5). We then add Laplace noises drawn from Lap(A;/es) and

Lap(Ay/ey,) to the coefficients of ¢ € &5 and ¢ € P, respectively to reconstruct the differen-

tially private objective function f (D,w), where Aj can be found in Lemma 22. Finally, the

differentially private model parameter @ is obtained by minimizing f (D,w). Note that w

also ensures classification fairness due to the objective function involving fairness constraint.

Lemma 22. Let D and D’ be any two neighboring datasets differing in at most one tuple.

Let f(D,w) and f(D',w) be the approzimate objective function on D and D', then we have
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the inequality as,

2 n_o n_ d2
= Z Z 1D ot =3 Aol < - +3d.
j=1 (I) =1
Proof. Assume that D and D’ differ in the last tuple ¢, and ¢/,. We have that

:Z Z HZM > Aol
i=1
Z D 1Pétn = Mgt Il

j=1 ¢,

< 2tinax Z > 1At

Jj=1¢€d;

1 1
<2 Ir%a};)(§ —yi + |z — 2|) Zx(e 3 Z T(e) (1)

e=1 1<e,i<d
d2
< —+3d,
— 4
where x(.) represents e-th element in feature vector x. O

The following theorem shows the privacy guarantee of PDFC.

Theorem 18. The oulput model parameter w in PDFC (Algorithm 6) preserves e-differential

privacy, where € = ées + d%dlen.

Proof. We assume there are two neighboring datasets D and D’ that differ in the last tuple
tn and t). As shown in the Algorithm 6, all polynomial coefficients ¢ are divided into two
subsets ®; and ¢, in view of whether they include sensitive attribute xs or not. After

injecting Laplace noise, we have

n N _ 3 TL — o N
Pr (f(D,w)) _ H exp <63|Zi:12¢15ti )\¢||1) H exp <6n||zl:12ftz )\¢H1>‘

PeDs ¢€Pn
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Then, the following inequality holds

Pr (f(D, w))
Pr (f(D’, w))

€s ?*j\i_ ?*5"- €n ?75\1-— ?,5\/_
< Hexp( 12201 ¢tA12_1 ¢t1|’1) I eXp( [P ¢tA12_1 ¢t1|1)

PpED,

65HX¢>tn j\zj)t’ Hl EnHX@fn 5\¢t’ Hl
exp < . b exp )

< [T ep (g 2max arll) TT exp (2max o)
Ped; ped,

= exp (€s/d + en(d — 1)/d)

= exp (€).

In the last second equality, we directly adopt the result in [108].

6.2.2 Approximately DP and Fair Classification

We now focus on using the relaxed version of e-differential privacy, i.e., (¢, ¢)-differential
privacy to further improve the utility of differentially private and fair logistic regression.
Hence, in order to satisfy (¢, ¢)-differential privacy, we propose the relaxed functional mecha-
nism by making use of Extended Gaussian mechanism. As shown in Definition 4, before ap-
plying Extended Gaussian mechanism, we first calculate the sensitivity of a query function,
i.e., the objective function of logistic regression f(D,w) = Y"1 [log(1+exp(zl w))—y;z] w],

given in the following lemma.

Lemma 23 (lo-Sensitivity of Logistic Regression). For polynomial representations of

logistic regression, two f(D,w) and f(D',w) given in Lemma 21, we have the inequality as

2
Ay = ||/ — a2 < \/176+d’

where we denote @A = {3771 Ao, }ges o, and oy = {Z?:l )‘¢>t’} as the set of
= [

J
(f)EUj:lq)j
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polynomial coefficients of f(D,w) and f(D',w). And we denote t; or t; as an arbitrary

tuple.

Proof. Assume that D and D’ differ in the last tuple ¢,, and ¢/,. For logistic regression, we

have

where we have

(1)
0 1
{Aot toea, = A, = 11,()% — g = (5 — yi)s
(2)
0 1
and {)\¢ti}¢€@2 = )\Zti = f12'( )mg = *13742.

) as the set of polynomial
PpeV?_| ®;

Denote 1 = {57 Aot} ges_ o, a0 % = {0y Aoy |

coefficients of f(D,w) and f(D',w), and & = , where z(.) represents

(d+d?)x1
e-th element in feature vector .
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Then, we have

A = [l — |2
= H{Z&bt _Z)\¢t’}¢eu2 a,l2

= [{ot, = Aot Yoerz_,a, I

where t is an arbitrary tuple. O

We then perturb f(D,w) by injecting Gaussian noise drawn from N(0,0?) with o =
%( log(\/% (15) 10g(\/> ) + €) into its polynomial coefficients, and obtain the dif-
ferentially private model parameter @ by minimizing the noisy function f(D,w), as shown
in Algorithm 7. Finally, we provide a privacy guarantee of proposed relaxed functional

mechanism by the following theorem.

Theorem 19. The relaxed functional mechanism in Algorithm 7 guarantees (¢, §)-differential

privacy.
Proof. Assume that the neighboring datasets D and D’ differ in the last tuple ¢,, and ¢/,.

P (

Pr (f(D’, w))

2
J n 3
Hj:l H¢e<bj exp <_2i2 (Zz‘:l Aot — )‘¢>> )
2
J n oy 3
Hj:l H¢>e<1>j exp <_zi2 (Zi:l /\¢t§ - /\¢>> )

J=1 ¢cd;

>\>
S

£

N—

log = |log

Z@HWH%—
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where D i1 Agt — Ao an iz Mgt = iz Moty $eUl_, @,

We know the fact that the distribution of a spherically symmetric normal is not depen-

J
¢€Uj:1q>j

dent of the orthogonal basis where its constituent normals are drawn. Thus, we work in a
basis aligned with %. Fix such a basis 47, - - - , ‘5|UJ ;] and draw .o by first drawing signed
i
lengths 73 ~ N (0,0?) for ¢ € szlfbj, then let @7y = 746, and &/ = E¢>Euj:1<1>j . With-
out loss of generality, we assume that %) is parallel to #. Based on the triangle with the
J P,
base %+ /1 and the edge ZL)U:]? i o, orthogonal to %, apparently, we have ||.</ + 5|3 —
Pr(f(D,w)) /Pr (f(D',w))| <
L }A% +2|”//1|A2‘. When [#| < £(202%€ — 1), the privacy loss is bounded by e(e > 0),

202

||$zf]|% = H%’H% + 2%1||8||2. Since ||B|l2 < Agy, we have

ie., |Pr (f(D,w)) / Pr (f(D’,w))’ < e. Next, we need to prove that the privacy loss is
bounded by € with probability at least 1 — §, which requires Pr (“//1 > %(20’26 - 1)) <4§/2.

Now we use the tail bound of #; ~ N(0,0?), we have

T2

o
< ——=).
Pr(7 >r) < o exp( 202)

By letting 7 = £(202€ — 1) in the above inequality, we have

1 V20 1 /20%—1 2
Pr(#>-20%—1)) < exp|—2 (22 ).
r<1>2(‘76 )>—2026—16Xp< 2< 2% >>

When o > ‘/gf?(\/log(\/g};) + \/Iog(\/g(ls) +¢€), € >0 and § is very small, we have

1
Pr (7/1 > 5(20'26 — 1)) <4/2.
We then can easily prove
L, 9
Pr{ |7 < 5(20 e—1)]>1-6.

Based on the proof above, we know that the privacy loss ‘Pr (f(D,w)) / Pr (f(D’,w)))

is bounded by € with probability at least 1 — §, which represents the the computation of
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Algorithm 7 Relaxed Functional Mechanism
1: Input: Dataset D; The objective function f(D,w) =3 1", ijl Zqﬁe@j Agt; o(w); The
privacy parameters €, d.
Output: w
Set Ay according Lemma 23.
for 1 <j<Jdo
for each ¢ € ®; do

6: Set Ag = L Ag, + N(0,0%), where o = Y282(,[log(/2}) +

log(\/g%) +e€).

end for
8: end for
9: Let f(D,w) = 37 3 pea, Aod(w).
10: Compute % = argmin,, f(D,w).
11: return: w.

~

f(D,w) satisfies (e, §)-differential privacy. Therefore, Algorithm 7 satisfies (¢, §)-differential

privacy. O

Our second approach called, ADFC, applies the relaxed functional mechanism into the
objective function with decision boundary fairness constraint to enforce (e, ¢)-differential
privacy and fairness. As shown in Algorithm 8, we first derive the polynomial representa-
tion f(D,w) according to (102), and employ random Gaussian noise to perturb the objective
function f(D,w), i.e., injecting Gaussian noise into its polynomial coefficients. Furthermore,
we also allocate differential privacy parameters, (es,ds) and (e, d,,) for a particular unpro-
tected attribute x5 and the rest of unprotected attributes {x \ zs} to improve the privacy
on attribute zs; and reduce the correlation between attributes xz; and z. Hence, we add
random noise drawn from A(0,02) to polynomial coefficients of ¢ € ®5. For polynomial

coefficients in ®,,, we inject noise drawn from N(0,c2).

Lemma 24. Let D and D’ be any two neighboring datasets differing in at most one tuple.
Let f(D,w) and f(D',w) be the approzimate objective function on D and D', then we have

the inequality as

d?
=l — A2 <\ T2+ 94
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Algorithm 8 Approximately DP and Fair Classification (ADFC)

1: Input: Dataset D; The objective function f(D,w); The fairness constraint g(D,w);
The privacy parameters €g, s for unprotected attribute xs; The privacy parameters
€n, Op, for other unprotected attributes {x \ zs}.

Output: w, € and 6.
Set the approximate function f(D,w) by equation (102).
Set two sets &5 = {}, &, = {}.
for 1 <j<2do
for each ¢ € ®; do
if ¢ includes w; for a particular attribute z5 then
Put ¢ into ;.
else
Put ¢ into ®,.
end if
end for
: end for
. Set lp-sensitivity Af, by Lemma 24.
:for1<j3<2do
for each ¢ € ®; do
if ¢ € &, then

Set 5\¢ = >, 5\% + N(0,02), where o, = \/2532( log(\/%i) +

\/log(\/g(i) + €5).

19: else
T noy 2 _VR2A) 21
20: Set Ag = S0y Aer, + N(0,02), where 0, = Yoo log(\ﬁ ) +

™ On
sty + e

21: end if
22: end for
23: end for

24 Let f(D,w) = Y7 Y jea, Aod(w).

A

e e e e e
ST A I T

,_.
®

25: Compute W = arg min,, f(D,w).
26: Compute € = ées + d%dlen and 0 =1 — (1 —0s5)(1 — dy).
27: return: W, € and 9d.

where we denote < = {37, 5‘¢ti}¢eu2 o, and oy = {Z?:l ;\aﬁt’-} as the set of
=1%i i

2
peU;_1 ®;

polynomial coefficients of f(D,w) and f(D',w). And we denote t; or t; as an arbitrary

tuple.

Proof. Assume that D and D’ differ in the last tuple t,, and t/,. For objective f(D,w), we
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have

=1 j= =1 =1
n 2
= )\(i)tld)(w)?
1=1 j=0 ¢pcd;
where we have
_ _ 1 B
Potitoers = M, = (5 — i + |z — 2
_ _ 1,
and {Ag boea, = A2, = S
! n \ ! n N .
Denote o] = {Zi:l Aot }¢€U?:1¢,j and o) = {Zi:l At }qﬁEU?_l‘Pj as the set of polynomial

(% —y+lz—z|)zq)

. . i (3 —y+ |z = 2Dz
coefficients of f(D,w) and f(D’,w), and & = , where z )

ST (1)

1

T(HT

8H (D7) (d+d2)x1
represents e-th element in feature vector .
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Then, we have

Ao = ||| — oty |2
n 3 n _
= 1D Mot = D Mot doern_,a,ll2
=1 =1

= {2t = Aot Yoz, a, I

<2 max [|&||2
t=(z,2,y)

d
1 B 1
— 92 max Z((§ —y+lz—z|)z;)? + Z (§$(e)$(l))2

t=(x,2,y) = 1<ei<d
2
=4\/—+9d
16 + 9,
where t is an arbitrary tuple. O

Finally, by minimizing the differentially private objective function f(D,w), we derive
the model parameter w, which achieves differential privacy and fairness at the same time.

We now show that ADFC satisfies (e, d§)-differential privacy in the following theroem.

Theorem 20. The output model parameter w in ADFC (Algorithm 8) guarantees (e,6)-

differential privacy, where € = ées + %en and § =1 — (1 —95)(1 = 6y).

Proof. Assume that the neighboring datasets D and D’ differ in the last tuple ¢, and .

We have

Pr (f(D,w)) = H exp —223

Ppcds

n 2 n 2
_ . 1 _ .
<§ Aot —)\qs) I e ~552 (E Aot — /\¢>
=1 n =1

PEDy
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Considering the absolute values, we have

Pr f(D,w) n_o \? n_o \?
logM = 202 2. (; >\¢tz——)\¢) - (; >\¢t;—)‘¢>

(D/ S peds

n 2 n 2
02 > (Z Aot = X¢>> - (Z At = ;\¢>>
=1 i=1

" ped,

n 2 n
Ly (z g — x¢) _ (z o A¢
=1 =1

Ts PED,
n 2
292 Z <Z Aot; — /\¢> <Z Mgt — %)
Tn PED, i=1
—T‘QHW’H% |’ + B'||5 |+ HI»Q/”IIz " + B"||3],

where we let &' = {Z?:l Aot — Xb}qﬁe%’ B = {Z?:l 5\@52 -y Xd)ti}qﬁe%’ " =
(T A A¢} ,, and 2= P EPWES yi X%}(ﬁ@n'

Now we will use the fact that the distribution of a spherically symmetric normal is not
dependent of the orthogonal basis where its constituent normals are drawn. Thus, we work
in two basis aligned with ' and %" separately. Fix the basis €7, - - - ’CKI,@SI of #' and draw
o/' by first drawing signed lengths ¥ ~ N(0,0 2) for ¢ € @, then let A = Vi€, and
A =3 e, D4 Fix the basis €7, - %"({) | of " and draw «/” by first drawing signed
lengths ¥' ~ N(0,07) for ¢ € ®y,, then let &7 = V/'€} and &/ =3 ;g Ay

Without loss of generality, we assume that ¢/ is parallel to %' and €]’ is parallel to

A". Based on the triangle with the base %' + &/ and the edge ZLZI;SlQ o/ orthogonal

to 2, we have ||’ + B3 — ||} = |2} + 26{|#' . Since |#]lx < 1A, we have

202 |[l]13 — || + #'||3] < 2d02 |AZ + 2|%/|Az|. Similarly, consider that the triangle with
the base B”+.o7/" and the edge Zf;‘% o orthogonal to %", we have | +B"||3—||."||3 =

H%”H% +26||8"||2. Since | B"||2 < 5t Aa, we have o5 |3 — ||l + B"|[3] <

3+2[7|As]. When set |#| < (202e, — 1) and [#"| < 1(202¢, — 1), we have

|A§+2\7/1\A2\ < leg and 471

072‘

Pr(f(D,w) /Pr (F(D, ))( Le,+le, =«

W +2|7/"| Az < ©l¢  Thus, we have the privacy

loss
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To ensure the privacy loss is bounded by € with probability at least 1 — d, we require

1 1
pr (1711 < 5202~ 1.1 < 5ot 1))

= e (1711 = y(20%e, = 1)) Pr (1] < 202 - )

>1-46.

Now we will give the upper bound of Pr (|”//1| < (20 €5 — 1)) by using the tail bound of

7 ~ N(0,02). Hence, we have Pr (#{ > 1) < f s exp(—3 ) By letting r' = J(202%¢;—1)

2 1\2
in the above inequality, we have Pr (% > 1(202%¢, — 1)) < 2‘?‘? exp <—§ (%) >

When o, > %(\/log(\/zl) \/log(\/> ) +€s), €5 > 0 and J is very small, we have
Pr (¥ > (202¢;, — 1)) < §5/2. Thus, we can prove that Pr (|%/| < 3(202¢, — 1)) > 1—4,.
In the same way, we can prove Pr (|7{'| < (20 €n — 1)) > 1 —6,. Therefore, if we let

d=1—(1-0s5)(1—6,), we have
/ 1.9 1.9
Pr (7| < 5(20'865 — 1), < (20nen -1 ) >1-9,

which proves that the computation of f (D, w) satisfies (e, §)-differential privacy. Apparently,

the final result w also satisfies (e, §)-differential privacy. O

6.3 Performance Evaluation
6.3.1 Simulation Setup

Data preprocessing We evaluate the performance on two datasets, Adult dataset
and US dataset. The Adult dataset from UCI Machine Learning Repository 4 contains
information about 13 different features (e.g., work-class, education, race, age, sex, and
so on) of 48,842 individuals. The label is to predict whether the annual income of those

individuals is above 50K or not. The US dataset is from Integrated Public Use Microdata

‘http://archive.ics.uci.edu/ml/datasets/Adult
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Figure 18: Compare accuracy under different privacy budgets on Adult (6§ = 1073).

Series ® and consists of 370,000 records of census microdata, which includes features like
age, sex, education, family size, etc. The goal is to predict whether the income is over 25K
a year. In both datasets, we consider sex as a binary protected attribute.

Baseline algorithms In our experiments, we compare our approaches, PDFC, and
ADFC against several baseline algorithms, namely, LR and PFLR*. LR is a logistic re-
gression model. PFLR* [100] is a differentially private and fair logistic regression model
that injects Laplace noise with shifted mean to the objective function of logistic regression
with fairness constraint. Moreover, we compare our relaxed functional mechanism against
the original functional mechanism proposed in [99] and No-Privacy, which is the original
functional mechanism without injecting any noise to the polynomial coefficients.

Evaluation The utility of algorithms is measured by Accuracy, defined as Accuracy =

Number of correct predictions
Total number of predictions made’

which demonstrates the quality of a classifier. The fairness

*http://international.ipums.org
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of classification models is qualified by risk difference (RD),i.e.,

RD = |Pr(y=1|z =1) — Pr(y = 1|z = 0)|,

where z is the protected attribute. We consider a random 80-20 training-testing split
and conduct 10 independent runs of algorithms. We then record the mean values and
standard deviation values of Accuracy and RD on the testing dataset. For the parame-
ters of differential privacy, we consider ¢ = {1072,107%5,10%,10°,10%%,10'}, and § =

{1073,1074,107%,1076,1077}.

6.3.2 Results and Analysis

In Figure 17(a), we show the accuracy of each algorithm, functional mechanism, relaxed
functional mechanism and No-Privacy, as a function of the privacy budget with fixed § =
1073, We can see that the accuracy of No-Privacy remains unchanged for all values of ¢, as
it does not provide any differential privacy guarantee. Our relaxed functional mechanism
exhibits quite higher accuracy than functional mechanism in high privacy regime, and the
accuracy of relaxed functional mechanism is the same as No-Privacy baseline when € > 107,
Figure 17(b) studies the accuracy of each algorithm under different values of § with fixed
e = 1072, Relaxed functional mechanism incurs lower accuracy when & decreases, as a
smaller § requires a larger scale of noise to be injected in the objective function. But
the accuracy of functional mechanism remains considerably lower than relaxed functional
mechanism in all cases.

Figure 18(a) studies the accuracy comparison among PFLR*, LR, PDFC and ADFC on
Adult dataset with the particular unprotected attribute x5 denoted by marital status. We
can observe that ADFC continuously achieves better accuracy than PFLR* in all privacy
regime, and PDFC only outperforms PFLR* when € is small. We also evaluate the effect of
choosing different attributes as x5 by performing experiments on Adult dataset. As shown
in Figure 18(b) and Figure 18(c), choosing different attributes, marital status, age, relation

and race, has different effects on the accuracy of PDFC and ADFC. However, PDFC and
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ADFC still outperform PFLR* under varying values of €. As expected, as the value of €
increases, the accuracy of each algorithm becomes higher in above three figures.

Table 1 shows how different privacy budgets affect the risk difference of LR, PFLR*,
PDFC and ADFC on two datasets. Note that we consider the attribute x4 as race on
Adult dataset, and work on US dataset. It is clear that PDFC and ADFC produce less risk
difference compared to PFLR* in most cases of e. The key reason is that adding differ-

ent amounts of noise regarding different attributes indeed reduces the correlation between

unprotected attributes and protected attributes.

Table 1: Risk difference with different privacy budgets € on two datasets (§ = 1073).

Data € LR PFLR* PDFC ADFC
0.01 | 0.187 £ 0.049 | 0.045£0.095 | 0.048 £0.108 | 0.146 +0.131
0.1 | 0.187£0.049 | 0.004 £ 0.009 | 0.005 £ 0.022 | 0.068 £ 0.028
1 | 0.187+0.049 | 0.022 £ 0.088 | 0.002 £ 0.011 | 0.045 £ 0.027
Adult | 10 | 0.187 £ 0.049 | 0.003 £ 0.001 | 0.035 £ 0.041 | 0.019 = 0.003
0.01 | 0.191 £0.014 | 0.037 £0.038 | 0.003 £ 0.034 | 0.004 £ 0.007
0.1 | 0.191£0.014 | 0.078 £0.021 | 0.001 £ 0.006 | 0.008 £ 0.003
1 | 0.191£0.014 | 0.069 £ 0.007 | 0.022 £ 0.047 | 0.031 £ 0.004
US 10 | 0.191 £0.014 | 0.067 £ 0.003 | 0.022 £ 0.031 | 0.045 £ 0.002
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7 Future Work

In my future research, I will continue my investigation on the privacy, efficiency, and
fairness of (collaborative) machine learning.

For the studies on private collaborative learning, we have proposed a number of differen-
tially private Alternating Direction Method of Multipliers (ADMM) algorithms to balance
the privacy-accuracy tradeoff. However, the privacy analyses and convergence rate of our
current approach crucially rely on the convexity and smoothness of the objective function.
More complicated non-convex problems arise in the context of neural networks, it is worth-
while to study the privacy guarantee and analyze the convergence rate in this practical case.
Furthermore, since only the total privacy guarantee after 71" iterations would be of interest
in practice, an adaptive privacy budget allocation (i.e., different € for different iterations)
may be preferable to a fixed allocation (as long as the total privacy cost is the same). Thus,
we will also develop several adaptive privacy allocation schemes where each iteration has a
different share of the overall privacy budget. We also plan to verify our trade-off analysis
with sensitive medical data.

Our current works on collaborative learning needs to assume that each agent has access
to data generated 11D (identically and independently distributed) from a single distribution.
However, in practice, the local data is generated and stored across the clients. The totality
of data is typically highly imbalanced (clients have different quantities of training data)
and statistically heterogeneous (the training samples on clients may come from different
distributions). When the goal is to train a single global model for all agents, non-I1ID data
partitioning can be challenging, especially with limited communication budgets. Moreover,
number of clients in collaborative learning can be extremely large and some of clients may
be temporarily unavailable, dropping out or joining during the training. One potential
future direction is to design robust and efficiency collaborative learning algorithms that can
tolerate the limited availability of the clients, limited reliability of the network, and the
heterogeneous of data distribution.

To address the issues of privacy and discrimination in machine learning, we have designed
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classification models with fairness and differential privacy guarantees by jointly combining
functional mechanism and decision boundary fairness. However, the privacy guarantee of
using functional mechanism needs strict assumption of objective function. We will thus
attempt to mitigate the disparate impacts of DP in learning SGD framework. DP-SGD
does not restrict focus on convex loss functions rendering it an appealing framework for DP
learning tasks. Furthermore, we will also investigate how to achieve privacy and fairness in

distributed learning setting.
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