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Abstract 

Theft has always been a problem throughout the ages.  Piracy is on the rise 

and encryption is not enough to counteract the theft of virtual property.  Digital 

watermarking presents another concept that may help in the prevention and 

damage control of piracy.  Before examining digital watermarking, first the 

history of watermarking and steganography is examined.  After briefly going over 

watermarking in general, we examine the applications of digital watermarking.  

We then look at models of digital watermarking as a method of communication or 

with respect to its orientation in space. Understanding the two broad models of 

digital watermarking will allow proper understanding of basic message coding.  

Finally, we delve into the realm of watermark security to show how they can be 

defeated.  Digital watermarking is not as developed as cryptography and 

possesses critical flaws.  Digital watermarking, utilized on its own, is not a 

sufficient deterrent.  A watermark may be resistant to one form of attack while 

being vulnerable to another.   However, there is still potential for digital 

watermarking and it will see more development in the future.     
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1. Introduction 

 

1.1 Information Hiding, Steganography, and Watermarking 

 Historically, people have always sought to protect their valuables from 

theft.  Security is especially important in the Age of Information.  Digital 

watermarking is a way to ensure that the integrity of the media is protected.  The 

term digital watermark was first used by Andrew Tirkel and Charles Osborne in 

1992 [1].  “Digital watermarking is the practice of imperceptibly altering a Work 

to embed a message about that Work” [2].  A concept that is similar to digital 

watermarking is steganography.  “Steganography is the practice of undetectably 

altering a Work to embed a secret message”  [2].  Steganography seeks to hide 

messages with media while digital watermarking seeks to support the media in 

question. 

1.2 History of Watermarking 

 While paper was invented in China about a thousand years ago, paper 

watermarks were first utilized in Italy in the year 1282.  The paper watermarks 

were created by using thin wire patterns in the paper mold.  The wire patterns 

would produce a slightly thinner area which was translucent.  There were many 

reasons as to why the watermarks were created.  The watermarks could have been 

used for some mystical sign or merely as decoration.   On the other hand, there 

were more practical reasons as to why paper watermarks were used.  Watermarks 

were used to provide information as to how and where the paper was produced.  
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By the eighteenth century, watermarks in Europe and America had a much more 

functional use.  Around this time, watermarks provided an anti-counterfeiting 

measure on currency and important documents.  Watermarks were also used to 

indicate when the paper was created and the size of the sheets. The term 

watermark would appear to come about towards the end of the eighteenth century.  

However, the term is a misnomer in that water is not used to create the 

watermark.  The term probably came about because of how water would make the 

paper more translucent whenever it meets paper.  Regarding any concept of 

security, there is a conflict between two groups of individuals.  There are those 

that want to protect the paper’s integrity, and then there are others that wish to 

override that same protection.   In an effort to thwart counterfeiters, William 

Congreve developed a method to make color watermarks.  The technique 

involved the use of dyed material to be inserted in the middle of the paper making 

process.  While the watermarks that were created using this technique were hard 

to duplicate, they were also hard to implement.  William Henry Smith developed 

another method of creating watermarks by replacing the thin wire patterns used in 

earlier processes.  Instead of using thin wire patters, the paper mold had shallow 

relief sculpture that created various shades of grey on the paper.  [3] 

1.3 History of Steganography 

 The first and often cited example of steganography is a story from 

Herodotus. [4] In the story, the master sends a slave to the city of Miletus with a 

secret message that is tattooed on the scalp of the slave.  The slave would then 
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grow his hair back after tattooing.  When the hair was grown back, the slave 

would journey to Miletus to meet the city’s regent.  Aristagoras, the city’s regent, 

shaved the slave’s head to reveal the tattoo that was underneath.  The message 

that was tattooed on the scalp encouraged Aristagoras to revolt against the Persian 

king.  Herodotus also documents the story of Demeratus.  Demeratus alerted 

Sparta of a planned invasion by the Persian king Xerxes.  The way Demeratus 

alerted the Spartans was to scrape off all the wax from a wooden tablet, write the 

warning on the wooden tablet, and then apply a fresh coat of wax to the wooden 

tablet so that it would appear to be an blank wax tablet.  Aeneas the Tactician [5] 

developed improved methods in the field of steganography.  He would hide 

messages in small items such as women’s earrings.  He also proposed using 

pigeons to carry messages from one place to another.  He even came up with ways 

to hide a message within a text.  For example, he described altering the height of 

letter strokes in a text or would mark certain letters with small holes.  The method 

by which one would hide messages within the text itself is called linguistic 

steganography, or acrostic.  Acrostic was one of the more popular methods of 

hiding messages in the ancient world.   One famous example of acrostic would be 

Amorosa visione by Giovanni Boccaccio [6].  Acrostic became more advanced 

with the help of Cardan (1501-1576), famous for Cardan’s Grille.  The letters in 

the message would not appear as legible sentences.  Rather, the letters would form 

a jumble of letters that didn’t make sense to anyone.  The message would be 
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revealed to the viewer by placing a special mask over the text.  The mask was an 

example of a secret key that was agreed upon between the involved parties.   

 As a precursor to modern steganography, Francois Bacon [7] used italic or 

normal font as the basis of binary representations of the hidden message.  Five 

letters could hold five bits and would thus represent one letter of the hidden 

message.  A modern version of this technique was created by Brassil, et al. [8].  

They shifted text up or down a small fraction of an inch to produce an altered 

product.  The shift is not usually perceivable to most people and could survive 

photocopying.  Another idea that played an important role in wars between the 

nineteenth and twentieth century was first proposed by Brewster in 1857.  His 

suggestion was to miniaturize messages to such a degree that they would resemble 

ink splotches or specs of dirt [9].  This technology was made possible by French 

photographer Dragon during the Franco-Prussian War.  Because of this 

technology, microscopic messages could be hidden just about anywhere.  Dirt 

under the fingernails, blemishes on one’s face, or splotches on one’s ear could be 

a microscopic message that was hidden in plain sight.  During World War I, 

Germans would use the “microdots” and hide them in the corners of postcards.  

These “microdots” could hold up to one page of text or could contain 

photographs.  A good example of great thinking under pressure and 

steganography would be when Commander Jeremiah Denton was detained by 

North Vietnamese captors.  Commander Denton would be paraded around to 

show the world that there are people willing to defect to North Vietnam.  



5 

 

However, while being forced to smile and do whatever was asked of him by his 

captors, Commander Denton would blink his eyes in Morse code to spell out the 

word “TORTURE”. [10] Thus, while the North Vietnamese would claim that 

there are soldiers willing to defect to their cause, foreign powers could point out 

that a code was being used to inform them that not all was well.  

 With the wide spread use of the internet came a big jump in the use of 

steganography.  The digitization of various media and the accelerated expanse of 

computer networks have provided an ample playground for individuals to pass 

around hidden messages.   In fact, it is possible for individuals to purchase 

software that will hide messages for them.  One such program, Steganos, can be 

found online at http://www.steganos.com, along with other products of similar 

interests.  It stands to reason that if such products are available to the general 

public, that other groups would start playing this clandestine game as well.  In 

fact, it would not be hard to believe that terrorists would utilize such technology 

to coordinate criminal activities.  As a result of possible criminal activity, there 

have been advances in steganalysis to meet the challenges that the advances in 

steganography have presented. 

1.4 Importance of Digital Watermarking 

With an increased concern in copyright protection comes an increased 

interest in digital watermarking.  The internet, for the most part, is a user friendly 

place where people are interested in downloading pictures, music, and videos.  

The internet provides an efficient delivery system that is relatively inexpensive.  

http://www.steganos.com/
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Acquiring various media via the internet requires a fraction of the time it would 

take to go to a physical store to purchase said media.  Also, when one purchases 

media over the internet, one would only need virtual space to store the media in 

question as opposed to storing it on a shelf or wherever such media might be 

placed.  Conversely, such ready availability provides people with the possibility 

of copyright violations.   

 If one were to visit any store that specializes in technology, one can 

acquire a plethora of digital recording devises.  Back when the average customer 

could only acquire analog recording devices at great cost, the quality of such 

recordings was lacking and did not compare to the quality of the original.  

Conversely, the ready availability of digital recording devices can produce a 

duplicate with little loss in quality.  The combination of these digital recording 

devices and the internet has provided individuals with the opportunity to rapidly 

distribute copyrighted material without appropriate compensation to the 

appropriate owners.  Ergo, owners of various media are interested in technologies 

that are able to provide adequate protection for their product. 

 The technology that media owners applied to protect their content is 

cryptography. Since cryptography was used, this is the most common method for 

protection as well as the most developed.  The collection of files would be 

encrypted using an encryption key.  The files would then be distributed to paying 

customers.  Finally, the customer would use a decryption key, provided by the 
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distributer, to access the set of files.  The risk of someone acquiring the set of 

encrypted files is considered acceptable, provided that the decryption key is only 

available to paying customers.  However, what is to stop the paying customer 

from distributing the set of files once it has been decrypted?  Once the paying 

customer acquires the decryption key, that customer can then distribute the set of 

files at will via the internet.  In other words, while cryptography can protect files 

from interception, the technology will not protect files from the end user. 

 Digital watermarking is a technology that might be able to protect a set of 

files from illegal distribution even after a legitimate customer purchases said 

product.  Digital watermarking can protect a product after the customer acquires 

the product since the digital watermark is never removed.  An ideal digital 

watermark should be able to survive most transformations.  Since digital 

watermarking has the potential to limit the distribution of the product in question, 

it has been considered for use in many copy protection and copyright protection 

applications.  The difference between copy protection and copyright protection is 

that copy protection will limit copying while copyright protection will provide 

information as to who is the content owner.  There are other aspects to digital 

watermarking, but copy and copyright protection provide the bulk of interest in 

this particular field.   

1.5 Importance of Steganography 

 Electronic communication is subject to interception and intervention, 

especially during the Information Age.  When it comes to issues of security and 
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privacy, most people’s first thought would turn towards encryption.  In most 

cases, only the intended recipient would be able to decrypt the message.  The idea 

is that even if someone intercepted an encrypted message, the message would be 

totally unintelligible.  The field of cryptography is a well-developed field backed 

by a systematic mathematical foundation.  On the other hand, sending an 

encrypted message is a blatant show that the message was meant to only be shared 

between specific parties.  Steganography presents a way to covertly transfer a 

message between intended parties with no one else knowing about it.  

Steganography will allow someone to hide messages in innocuous objects in order 

to avoid detection.  The ability to hide messages can be very valuable in areas 

where an encrypted message may draw unwanted attention.   

 Just as cryptanalysis is used to counteract cryptography, so too is 

steganalysis used to counteract steganography.  In order to develop any good 

security scheme, one must spend time and effort trying to break said scheme.  The 

need for steganalysis becomes more pronounced when a group suspects another 

group would have reason to transmit messages covertly.  As such, some have 

suspected, but would be hard pressed to prove, that criminals will use 

steganography to coordinate their criminal activities. 
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2. Applications 

 A mere definition of digital watermarking is not enough to fully explain 

the concept.  To even begin to understand what digital watermarking may be, one 

would have to understand why it is in use in the first place.  One may have seen 

digital watermarks on certain pictures on the internet or maybe on some streaming 

movies.  These digital watermarks are usually viewed as innocuous items on 

media or may not be noticeable at all. 

2.1 Broadcast Monitoring 

 Consider an average advertising company that wants to place its ads on a 

certain television network.  The television company will offer the advertising 

company prices depending on how long the commercial will air, how frequent the 

commercial will air, what time slot would the advertising company like, etc.  The 

companies will come to an agreement and the commercial will go on the air based 

on the details on the agreement.  However, what if the television company 

violates the agreement?  What if the commercial was supposed to show up seven 

different times and only shows up for six of the agreed upon times?  How could 

the advertising company be sure that the television company has kept its end of 

the bargain?  One method, albeit a low-tech one, is to hire observers to watch the 

television of specific channels and times to make sure that the television company 

is honoring their end of the bargain.  If one was worried about human error, the 
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advertising company could hire more people to provide as backup in case 

someone reported a false negative or positive.  However, hiring more people will 

only take away from the profit margins.  The advertising company would not like 

a manual solution and would quickly look for a more automated one.  Passive 

monitoring will simulate the efforts of human observers watching the various 

broadcasts, but will do so more reliably and at a lower cost.  Active monitoring 

will depend on associated information that broadcasted along with the content. 

2.2 Owner Identification 

 Consider a specialty photography company that would like to publish one 

of its media.  One of its artists is finished with a photo session and is reviewing all 

of the shots that were taken.  After separating the good shots from the bad, the 

photographer will submit the work to the magazine publisher for distribution.  

The objective is to have people view the work of the company and to prevent 

others from using the company’s work for their own commercial purpose.  A 

solution to the problem as to who owns a piece of art is to place a trademark or a 

copyright notice at the edge of the art so as to not distract the viewer.  However, 

what were to happen if the photo was cropped and the copyright notice was 

removed from the picture?  Regardless of the intent of the person who takes off 

the copyright notice, other people might begin to use the new altered photo 

without any caution.  The scenario just described matches the famous case of a 

photograph of Lena Sjööblom [11].  This photo is the most common photo when 

it comes to image processing.  It would appear in classrooms, scientific journals, 
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and imaging labs.  Many professors are ignorant of the fact that the photo is 

owned by Playboy, and thus is a copyright violation.  Another way to prevent 

people from using the photograph without permission is to place a blatant 

copyright notice on the face of the picture.  This copyright notice would not be 

placed off to the side of the picture so people can ignore it.  The copyright notice 

would be placed in the center of the photo and large enough to cover most of the 

photograph.  No one could possibly remove the copyright information through 

cropping and still have a salvageable image.  However, the copyright information 

would ruin the aesthetic value of the photograph and would thus ruin the appeal.   

 The problem of copyright infringement is even more apparent when it 

comes to audio media.  Music companies would manufacture music CDs and 

place copyright notices on the face of the CD.  However, what were to happen if 

people were to copy the contents of the CD?  There would be a digital 

representation of the contents of the CD located on the hard disk on the computer.  

From there, all one would have to do is distribute the music via the internet for 

fast distribution. 

 A possible solution to either of the problems presented is digital 

watermarking.  The digital watermark can be both invisible and inseparable from 

the original work of interest.  People with digital watermarking detectors should 

be able to detect a digital watermark from an image even though the image is 

cropped.  Digimarc’s digital watermarking detector is an example of a 
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commercially distributed detector that is available to the general public [12].  The 

digital watermarking detector is bundled with Adobe’s image processing program 

called Photoshop.  The digital watermarking detector will access an online central 

database and will use the digital watermark found on the image to find contact 

information for the image’s owner. 

2.3 Proof of Ownership 

 Suppose an artist wishes to post a work of art on a website; the artist will 

attach a copyright notice on the side of the picture and then upload it to the 

website.  What would prevent someone from altering the image and replacing the 

previous copyright with a new one?  One method the artist could use is to register 

the work of art.  The artist could register the work of art at the United States 

Copyright Office.  The image would be archived alongside with information 

pertaining to the rightful owner of the image.  Any poor and struggling artist 

could register each piece of work for a fee and there would be no dispute as to 

who created a certain image.  The down side is that not many poor and struggling 

artists have the resources to commit for each of their works of art.  Without the 

necessary funds, another person could claim the work as his own by registering 

the images and paying the same fees.  This would lead to the possibility where the 

artist who created the image could be taken to court for copyright infringement.  

The artist would need to provide evidence to the court that would acquit him of 

any wrongdoing.  Negatives of photographs and examples of early drafts of the 

work of art in question would have to be submitted into evidence so that the court 
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may reach an outcome concerning the issue.  However, the person who is willing 

to take the issue to court could also take the time to fabricate similar evidence as 

well.  A person could fabricate negatives or make rough drafts to show that he 

created the art in question.  Worse still, if the image was created digitally, there 

might not even be any proof to present to the court. 

 Digital watermarking could provide a way for the artist to protect an 

image from copyright infringement.  All the court would have to do is place the 

image in a digital watermarking detector.  The detector would produce the artist’s 

digital watermark and would provide proof of ownership.  However, a 

counterfeiter could also place his digital watermark within the image and pass it 

off as his own.  To solve the problem of the counterfeiter placing a digital 

watermark in the image to pass off as his own, a different approach is necessary.  

Instead of the artist trying to directly prove that the image belongs to him, he 

could prove that one image is based off of another image.  In other words, the 

artist has the original version of the image from which another image is produced.  

It is somewhat similar to having the negatives of an image with which one can use 

to produce a finished product. 

2.4 Transaction Tracking 

 Large media companies would like to sell to the public on a massive scale 

so that they could maximize their profits.  Many CDs, DVDs, and other media 

formats are widely distributed to the world at large.  What would happen if 

someone were to find out that there are illegal copies of a certain media that are 
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available for download on the internet?  How would anyone know who was 

responsible for the leak?  One solution is to place a unique digital watermark on 

each piece of media.  If an illegal copy was widely distributed on the internet, all 

one would have to do is obtain a copy and look at the unique digital watermark. 

2.5 Content Authentication 

 There are commercially available applications that will allow one to alter 

the appearance of an image.  Anyone could put in or take out any object in a 

photograph.  This presents a problem if the photograph is to be presented as 

evidence to a court of law.  Digital watermarking presents a solution by 

introducing the concept of an authentication mark.  An authentication mark is a 

signature that is directly embedded into the image.  The idea behind embedding 

an authentication mark inside of the image is to determine if someone tampered 

with the image in any way [13].  With respect to content authentication, a fragile 

digital watermark would be preferable compared to that of a robust digital 

watermark.  Robust digital watermarks are designed to resist change for the 

purpose of identification and ownership.  Fragile digital watermarks work in such 

a way that if the image is modified in any way, the authentication mark will be 

destroyed and would provide evidence that the image was subjected to tampering.  

Furthermore, depending on the construction of the authentication mark, one might 

be able to discover how the image was altered.  For example, suppose the image 

was divided into even sections.  Each section of the image has an authentication 

mark embedded into it.  If the image was disturbed in any way, it would be 



15 

 

possible to find out which areas of the image were subjected to alteration.  A 

person with some skill in image manipulation would gain some insight as to how 

the image was manipulated.  An example of where this type of localized 

authentication would be useful would be in a police investigation.  Suppose the 

police receive a surveillance video that has been edited by someone.  If the 

images in the video have been embedded with a usual authentication mark, all that 

would be discovered is that the video has been tampered with.   If the images in 

the video were embedded with the localized authentication scheme, the police 

would figure out which parts of the video were altered.  At first glance, that might 

not make much difference considering that a person might have been edited out of 

the video.  However, what if the image was altered so that one form of 

identification appears as something else?  For example, if the parts of the video 

were edited so that only the license plate of the car was changed, then the police 

would know what to look for.    

 Lossy compression is another alteration that can be detected by 

authorization marks.  Most lossy compression algorithms will leave small changes 

in the digital watermark that might be detected [14].  However, sometimes lossy 

compression is not a concern and a more robust digital watermark is needed.  That 

is not to say that we need a robust digital watermark, but rather that we need some 

middle ground between robust and fragile.  One such category that exists is called 

semi-fragile.  A semi-fragile digital watermark will survive minor changes, like 

lossy compression, but will be disturbed by major alterations. 
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2.6 Copy Control 

 While it is useful to have countermeasures in place, should media become 

compromised, it is also useful to have prevention measures as well.  Encryption is 

the most common method used to defeat unauthorized copying.  There are a few 

methods that one can use in order to defeat encryption.  One method is to decrypt 

the media without access to the encryption key.  The person trying to compromise 

the encryption would have to systematically cycle through a list of keys until the 

right one is chosen.  However, this method is impractical in most cases since it 

could take many years to get to the correct key.  Another solution would be to 

reverse-engineer the hardware or software used to decrypt the encrypted media.  It 

is possible to analyze a system with the express purpose of finding decryption 

keys.  Finally, the last method of obtaining the decryption key is to pay for it.  For 

example, someone could simply record television and satellite broadcasts once 

they have been decrypted.  Then, all one would have to do is distribute the media 

over the internet.  The main goal is to distribute media to paying customers and 

prevent non-customers from ever viewing the media in question.  Because digital 

watermarks are present within the media itself, it might provide a solution to copy 

control.  If digital watermark detectors are supplied alongside media players, the 

recording capabilities of said players could be overridden if the digital watermark 

was configured to a setting that restricted copying.  However, the problem with 

adding a digital watermark detector to media players with a recording capability is 

that the digital watermark detector will decrease the amount of sales for that 
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particular product.  If a customer has a choice between a recorder that has the 

ability to make illegal copies of various media and a recorder that will prevent any 

illegal activity, the recorder without the digital watermark detector would be the 

preferable choice.   

 The direct approach is to pass a law stating that digital watermark 

detectors have to be included in all media players.  The approach is unreliable at 

best since passing the law would be very difficult.  Rather than taking the law 

creation approach, the digital watermarking detectors could be bundled with a 

new technology.  For example, the patent license for CSS encryption is bundled 

with a digital watermark detector.  Any manufacturer that would want to use the 

CSS technology would have to incorporate a digital watermark detector into the 

media player, or else the technology would not work.  However, it is still possible 

for a manufacturer to not want to incorporate the technology into their media 

players and still come out with a legal product.  Devices that use the technology 

are called compliant and those that do not are called non-compliant. 

 To counter the issue of non-compliant devices on the market, the notion of 

playback control is introduced [15].  If someone uses a non-compliant player to 

record media, the copy has a digital watermark attached to it.  The player will 

make a decision whether the media being played is either a copy or an original 

based on the watermark attached to the media.   
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2.7 Device Control 

 Digital watermarks have the ability to add value rather than restrict use.  A 

recent example of device control is the unique identifier that printed alongside of 

advertisements, tickets, packaging, etc. [16].  After scanning the image via the 

phone’s camera, the software will use the unique identifier to direct the web 

browser to the corresponding web site.   

 

3. Models of Watermarking 

3.1 Communication 

3.1.1Components of Communication Systems 

 

Figure 3.1: Standard model of a communications system [17]. 

 

 Figure 3.1 illustrates the communication process.  Let m be a message to 

be transmitted across a communication channel.  The message m is prepared for 

transmittion by the channel encoder.  The channel encoder is a function that 

accepts the message m as input and generates a code word x as output based on a 
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set of signals that can be transmitted over a given channel.  The encode is 

comprised of two parts: a source encoder and a modulator.  The source encoder is 

a function that takes the message m and provides output as a sequence of symbols 

derived from a given alphabet.  Then the modulator is a function that takes the 

sequence of symbols created by the source encoder as input and outputs a 

physical signal that can be transmitted over a communications channel (i.e., 

modulate amplitude, frequency, or phase of a physical carrier signal for radio 

transmittion). 

 The output of the channel encoder depends on the type of transmittion 

channel.  For the purpose of generalization, let x be a sequence of real values (x = 

[x1, x2, ..., xN]) that are quantized to some arbitrary high precision.  Assume that 

the range of feasible signals is limited by power constraint: 

 

where p is a constant that limits power. 

 The signal x is then sent over a given transmission channel to a reciever.  

Assuming that the transmission channel is noisy, the signal x will then be 

transformed into y due to additive noise.  The transmission channel is assumed to 

add a random noise signal n to the sent signal x. 

 The received signal y is then processed by a channel decoder.  The channel 

decoder is a function that will accept y as input and attempts to correct the 

transmisson errors due to noise.  The function takes y and then creates a set of 
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messages mn.  The decoder is generally a many-to-one function so that even noisy 

messages are properly decoded.  The probability that there are errors in a decoded 

message is negligible, provided that the channel code is appropiate for the channel 

in question. 

3.1.2 Classes of Transmission Channels 

 When designing a communication system for the model system in 

question, it is assumed that the transmission channel is fixed.  Because the 

transmission channel is fixed, it is not possible to create or alter the noise 

generation that occurs between transmission points.  The channel is charactized 

by the condition probablity distribution, Py|x(y), which provides the probablity of 

recieving the altered message y provided that the origional message x is the 

transmitted signal.   

 The classification of differnet transmission channels depends on the type 

of noise function that is applied to the signal and how the noise is applied to said 

signal.  In the model above, the channel had an additive noise channel where the 

received signal y is the sum of the original message x and the random noise signal 

n.  The random noise signal may or may not be independent of the signal being 

modified.  One of the simplest channel to analyze is the Gaussian channel.  The 

Gaussian channel has a noise signal, n[i], where each element is independent of a 

Normal distribution with zero mean and some variance.   

 It is important to note that there are several non-additive channels.  One of 

the most important ones is called a fading channel.  A fading channel creates a 
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time variance in the strength of a signal [18].  The fading channel can be 

expressed as a product of the orignal message and a variable whose values range 

between zero and one and may either vary with the passage of time or each time 

the channel is utilized.  The channel may also include an additive noise 

component. 

3.1.3 Secure Transmission 

 Besides the considerations of the design of a channel, one must also be 

concerned with the security of a channel.  The two types of attack that can be 

made against a channel are active and passive.  Passive attacks read transmissions 

between senders and receivers.  Active attacks will either disable communication 

or transmit messages.  For example, both forms of attacks can be found regarding 

military communication.  A passive attack will monitor all enemy 

communications while an active attack will attemp to jam said communcation 

attempt.  Two defenses against passive and active attacks are cryptography and 

spread sprectrum communications. 

 In cryptography, a key is used to encode a message.  Then, the ciphertext 

is transmitted as usual.  The ciphertext is recieved and is decoded using the same 

or derived key in order to revel the original message.  This can be seen in figure 

3.2. 



22 

 

 

Figure 3.2: Standard model of a communications channel with encryption [18]. 

 

 There are two types of cryptography in regards to utilization.  The first 

type is used to deter passive attacks where the enemy has unauthorized use of the 

channel.  The second type is used to deter active attacks that try to create 

unauthorized messages.  Cryptography will not prevent the enemy from knowing 

that a message is being transmitted.  Furthermore, cryptography will not prevent 

the enemy from attacking the message and thus prevent it from being delievered.   

Signal jamming, which prevents a given message from being delievered between 

two or more parties, can be countered by spread spectrum communications.  

Modulation, altering the properties of a carrier signal, is applied to a secret code 

and sends the signal across a wider bandwidth [19].  This secret code can be 

thought of as a type of key that is used to encode and decode a message.  This can 

be seen in figure 3.3.  
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Figure 3.3: Standard model of a communications channel with key-based channel 

coding [20]. 

 

 Frequency hopping is one of the simplest and easiest technologies using 

spread spectrum communication practices [21].  Frequency hopping will transmit 

a portion of the original message over a given number of different frequencies.  In 

order for the transmitter to properly send the message to the receiver, an agreed 

upon key is used to form a pattern of hops from one frequency to the next one.  

The absense of a key will prevent the enemy from using either passive or active 

attacks against the entire transmission.   

 Spread spectrum communications increases the probablity of the signal 

reaching its destination while cryptography will ensure the privacy of the message 

in question.  The two technologies complement one another and are often used in 

tandum.  With respect to the OSI model, spread sprectrum is in the transportation 

layer while cryptography is in the messaging layer [22]. 
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3.2 Communication-based Models of Watermarking 

 Watermarking is a type of communication where the embedder attaches a 

watermark to the media in question for the receiver.  It is then possible to fit 

digital watermarking to the model of communications thus illustrated.  The next 

three sections will presents three ways to treat watermarking as communication 

with regards to how the cover work is incorporated.  The basic model considers 

the cover work to be noise under the given paradigm.  The second method still 

considers the cover work as noise, but the channel encoder considers it as side 

information.  The third method regards the cover work as a second message that 

must be tranmitted along side of the watermark using multiplexing. 

3.2.1 Basic Model 

 Figures 3.4 and 3.5 show one way where watermarking can be applied to 

the given model of communication shown in figure 3.3.  Figure 3.4 shows an 

informed detector while figure 3.5 shows a blind detector.  The basic model views 

watermarking as the transmission channel where the watermark message is sent, 

while the cover work is a part of said channel. 

 Independent of the choice to use either an informed or blind detector, 

embedding a watermark into a given medium can be broken down into two parts.  

First, the message is processed  into an added pattern, wa, that has the same type 

and dimensions as the cover work, c0.  Then the added pattern, wa, is added to the 

cover work, c0, to produce a watermarked work, cw [23].  In visual media, the 

embedder will generate a two-dimensional pattern that is the same size as the 
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picture or movie.  In audio media, an audio signal is produced. 

 In many practical examples, the creation of a added pattern is a multi-step 

process.  Generally, the process starts with the creation of one or more reference 

patterns wr0, wr1, ....  These reference patterns are predefined and are possibly 

dependent on a key.  After the reference patterns are generated, they are then 

combined to form a pattern that will encode the message to be transmitted, or a 

message pattern wm.  The message pattern wm is then altered to the appropiate 

size to produce the added pattern wa.  The added pattern is then added to the cover 

work to produce the final product.  This method is the blind embedder approach 

since the embedder is independent of the cover work. 

 After the watermarked work is generated, it is assume that the work in 

question will undergo a process where noise is added.  Processes that might alter 

the work in question will be either intentionally harmful and/or a normal 

alteration.  Such examples include compression and decompression, image and 

audio alterations, etc.  Since the effects of processing depend on the type of 

watermark applied to the work in question, it is easier to simplify the model from 

the view of effects of application of additive noise. 

 An informed watermark detector uses a two step process.  The first step is 

to take the unwatermarked work and subtract it from the watermarked work, cwn, 

thus leaving a noisy watermark pattern, wn.  Next, the noisy watermark pattern, 

wn, is decoded with a watermark decoder with the use of a watermark key.  Note 

that the watermarked work is the sum of the original work and the noisy 
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watermark pattern.  Removing the original work only leaves a noisy watermark 

pattern that has been modified by the noise process.  Ergo, the ignoring the cover 

work, the watermark encoder, the noise process, and the watermark decoder all 

form a system similar to the transmission channel model that was explained 

previously in figure 3.3.   

 Keep in mind that there are more advanced watermark detection processes 

that do not rely on the given unwatermarked cover work in question.  Typically, 

some function dependent on the original cover work, c0, (i.e., a data-reducing 

function) is utilized by the detector to eliminate the metaphorical noise effect that 

is simulated by the addition of the cover work in the embedder.  An example of 

this can be seen in Cox et al. [24] . where a small portion of the DCT coefficients 

from the original work is used in the detection process. 

 While the informed watermark detector process uses the original cover 

work in order to produce the noisy watermark pattern, the blind watermark 

detector does not.  The blind watermark detector cannot use the same methods as 

the informed watermark detector where the original work is removed from the 

watermarked work before decoding.  Using the established model shown in figure 

3.3, the current situation can be seen from the point where the added pattern 

experiences distortion from the noise, or the cover work and the actual noise 

signal.  The received pattern is seen as a corrupted version of the added pattern 

and the detector is seen as the channel decoder.   

 It is ideal to maximize the probablity of having the recieved message be 
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the same as the sent one in applications that require robustness (i.e., copy control 

or transaction tracking).  This is the same goal as in traditional communication 

systems.  There is a difference between the two systems. The focus of 

authentication is to learn how or whether a work has been changed after a 

watermark was embedded while a transmission chanel’s purpose is to 

communicate.  Since the goal of the two systems differ, the models shown in 

figures 3.4 and 3.5 are not typically used to illustrate authentication systems.   

 The model in figure 3.5 can be used to illustrate a basic example of how a 

blind watermark detector works within the watermarking system.   

 

Figure 3.4: Watermarking system with a simple informed detector mapped into a 

communications model [25]. 
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Figure 3.5: Watermarking system with blind detector mapped into a 

communications model [25]. 

3.2.2 Watermarking as Communications with Side Information at the 

Transmitter 

 

 While some knowledge regarding robust watermarking with blind 

detectors may be obtained by using the model in figure 3.5 as a reference, this 

model does not include all potential embedding algorithms, since it forces the 

encoded watermark to be independent of the cover work.  Since the 

unwatermarked cover work, c0, is clearly known to the embedder, there is no need 

for this restriction.  Far more efficacious embedding algorithms may be created 

when the watermark encoder is permitted to examine c0 before encoding the 

additional pattern wa.  Figure 3.6 illustrates a watermarking model that permits wa 

to rely on c0.  The model is nearly a copy of Figure 3.5, with one difference, that 

c0 is offered as an added input to the watermark encoder.  This means that the 
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alteration permits the embedder to set cw to any wanted value by allowing wa to 

equal cw minus c0.  When it is kept in consideration that the cover work is part of 

the noise process (c0 + n) in the transmission channel, the new model emerges as a 

representation of a system of communications with auxiliary  information at the 

transmitter, which was first researched by Shannon [26].  In summation, the 

embedder has the capacity to exploit some information regarding the channel 

noise, particularly c0 itself.  After Shannon opened debate on the topic, multiple 

authors have researched communications with auxiliary information [27][28][29].  

It has been ascertained that with various types of channels it is of no concern if 

the auxiliary information is retrievable by the receiver, the transmitter, or both.  Its 

interference is negligible.  In recent times, some researchers have started applying 

the examples learned regarding communications with auxiliary information to 

watermarking.  This topic will be explored in detail in Chapter 5.  At the moment, 

the potential of the approach is exemplified by altering the blind embedder/linear 

correlation detector (E_BLIND/D_LC) system to be 100% effective. 
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Figure 3.6: Watermarking as communications with side information at the 

transmitter [30]. 

 

 

3.2.3 Watermarking as Multiplexed Communications 

 

Figure 3.7: Watermarking as simultaneous communications of two messages [31]. 
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  Figure 3.7  displays an alternate illustration of watermarking as 

communications.  In this case, the cover work is no longer recognized as integral 

to the transmission channel.  Instead, it serves as a secondary messenger to be 

transmitted while coupled with watermarking message cw.  Meanwhile, messages 

c0 and m are recognized and then decoded by both a watermarking detector and a 

human user. 

 The watermarking embedder synchronizes m and c0 into a signal known as 

cw.  This synchronization is akin to the transmission of several messages over one 

line in conventional communications by either code-division, frequency-division, 

or time-division.  However, there is a distinguishing factor to take into 

consideration: conventional communications use the same fundamental 

technology for various messages, which are distinguished by one parameter such 

as time or frequency.  For the sake of comparison, the two messages are 

distinguished by both watermark detection and by a human end user. This is 

similar to when frequency-division is used for one message and spread spectrum 

is used for another [31]. 

 Following the passing of the signal through the transmission channel, it is 

then viewed by either a human or a watermark detector.  When viewing cwn, the 

person will probably observe something resembling the original Work, minus the 

watermark's interference.  During the detection of the watermark in cwn the 

original watermark message is likely to be the original watermark's message with 
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no interference from the cover Work.  An informed watermark detector receives a 

function of the cover Work, or the original cover Work, as a secondary input.  This 

image of watermarking stresses the importance of the equilibrium between the 

watermark and the cover Work.  One such example of the aforementioned 

equilibrium is observable in watermarking literature is in the two varying uses of 

the term signal-to-noise ratio (SNR).   

 Regarding fidelity, “signal” means the cover work, while “noise” indicates 

the watermark.  However, regarding effectiveness and robustness, “signal” 

indicates the watermark, while “noise” is the cover work (and/or any related 

distortions). The former is known as the document-to-noise (DNR), while the 

latter is referred to as the watermark-to-noise ratio (WNR).  Knowing which 

meaning is intended is commonly derived from contextual connotations.  The 

equilibrium in Figure 3.12 insinuates that problems in transmitting m should have 

a proportionate relationship with problems in transmitting c0.  In this example, the 

informed embedding algorithm E_FIXED_LC can have the problem of 

effectiveness in blind embedding by scrutinizing the cover Work anterior to the 

designing of the additional pattern.   The embedder calculates the interference 

between the reference pattern and the cover Work by computing c0 times wr.  The 

embedder then modifies the amplitude of the additional pattern to adjust by 

switching the value of .  Another similar phenomenon is when the system is 

improved when faced with problems associated with fidelity.  It is improved by 

using a perceptual model to scrutinize how the watermark interferes with the 
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Work.  Wa is then adjusted to reduce this interference to the fullest capacity 

possible. 

3.3 Geometric Models of Watermarking 

3.3.1 Distributions and Regions in Media Space 

 Works could be considered as points in a media space composed of N 

dimensions.  N depicts the total amount of samples needed to represent each 

Work.  For monochromatic images, let this be known as the number of pixels.  In 

images with red, green, and blue, N would be the number of pixels multiplied by 

three.  For constant temporal content it is presumed that the watermark is 

integrated in a fixed-length signal segment with time sampled content.  Therefore, 

when it pertains to audio, N would be the total amount of frames in a segment 

times the number of pixels per frame times three, if the video is in color..  

Because the emphasis here is on digital content, every sample is bounded and 

quantized.  One example would be that each pixel value of a grayscale image with 

8 bits has a value between 0 and 255.  There are many possible combinations that 

can be formed from a grid of pixels.  The points that are outside the bounds, or 

between the lattice points, do not relate to digital format representations of works.  

While the quantization step size in usually relatively small, and the bounds large, 

this is usually ignored and it is usually presumed that media space is constant.  In 

other words, all points in the space, including those off the lattice, relate to 

realizable works.  The following section will regard each of the regions within 

media space, and various distributions of probability over media space that are 
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relevant when examining watermarking systems. 

3.3.1.1 Distribution of Unwatermarked Works 

 Various works have varying probabilities of entering into a watermark 

detector or embedder.  Audio is more probable to embed watermarks in the actual 

music than in static.  Video usually embeds in images of natural scenes rather than 

the video “snow.”  Each type of media contains unique statistical distributions to 

take into consideration [32][33][34][35].  During the evaluation of the attributes 

of a watermarking system, for example false effectiveness and the probability of 

false positives, it is crucial to create a framework with the a priori distribution of 

content in mind.  The two ways to express this are either a probability 

distribution, concerning the lattice points representing digital works, or a 

probability density function regarding all media space [36].  A large variety of 

statistical models exists regarding the distribution of unwatermarked content.  The 

most sparse models presume an elliptical Gaussian fit to the distribution.  An 

example of such is instituted in the derivation of the E_BLIND/D_WHITE 

watermarking system.  Laplacian or generalized Gaussian distributions can create 

more accurate models of most media.  These are used in the examination of lossy 

compression.  While more elaborate models attempt to illustrate content as the 

result of unpredictable parametric processes, such a framework will not be 

discussed presently.   

 The application dependence of unwatermarked content distribution is 

worth noting.    This multitude of varying distributions for different types of 
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Works can lead to imperfections.  If one were to measure a watermark detector's 

false positive using a single distribution, and utilize the detector in an application 

where the unwatermarked Works are extracted from a varying distribution, then 

the estimate would not be entirely correct.  This problem can have deep 

implications in applications that need very low false positive rates, such as copy 

control. 

3.3.1.2 Region of Acceptable Fidelity 

 Visualize the original image c0 as having only one pixel modified by a 

single increment of brightness.  The modified image that results from this 

augmentation looks like the original but has a different vector.  Obviously, several 

such images exist, visualize a region around c0 where every vector relates to an 

image that is virtually identical to c0.  If c0 is a signal made of audio, 

correspondingly minute alterations will result in virtually identical sounds which 

also form a media space region.  The region of media space vectors that are 

virtually identical to cover work c0 is known as the region of acceptable fidelity.  

It is very hard to pinpoint the exact region of acceptable fidelity around a 

particular work, due to the fact that not enough is known about human perception.  

The region is usually estimated by putting a threshold of a measurement of 

perceptual distance. One example would be to utilize the mean squared error 

(MSE) as an unsophisticated perceptual distance metric.  This is known as [37]  



36 

 

 

where c1 and c2 are N-vectors (N-dimensional vectors) in media space.   When 

limitation T_mse is placed on this function, an N-dimensional ball (N-ball) of 

radius √N_t_mse is the region of acceptable fidelity.   

 The MSE function fails to be a highly effective practical predictor of the 

perceived differences between works [38].  Suppose c1 is an image and c2 is an 

alteration of c1 that is shifted slightly to the left.  The images c1 and c2 will be 

perceptually the same, but the MSE might be large.  So, MSE does not factor in 

visual tracking.  A visual example is illustrated in figures 3.8 and 3.9, where the 

distances between the watermarked and unwatermarked images are 16.4 and 16.3, 

respectively.  However, it is clear to see that the watermarked image is worse than 

the unwatermarked image. 
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Fig 3.8 Results of the blind embedding algorithm, E_BLIND, with a reference 

pattern made from uniformly distributed noise [39]. 
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Fig 3.9 Results of the blind embedding algorithm, E_BLIND, with a reference 

pattern made from low-pass filtering the uniformly distributed noise of figure 3.8 

[39]. 

 There are some perceptually asymmetric distance functions where the two 

arguments have slightly different interpretations.  Normally, the first argument is 

interpreted as the original work and the second as the distorted work.  An example 

of a common asymmetric distance function is based on the reciprocal of the SNR 

[37]: 
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The argument c1 is the signal and c2 is the noisy version.  The distance gauges 

how noisy c2 is in comparison to c1. 

 There are more complex versions, for both images and audio, that 

provides better predictions of human judgment.  Such functions use the unit of 

just noticeable difference (JND) to measure perceptual distance.  

3.3.1.3 Detection Region 

 Given a message, m, and a watermark key, k, the detection region is the 

set of works in the media space to be decoded by the detector that have the 

encoded message.  The detection region, similar to the region of fidelity, is 

usually defined by the detection measure, a threshold of a measure of 

commonalities between the input of the detector and the pattern that encodes the 

message, m. 

 The detection measure, in the detection algorithm D_LC, is a linear 

correlation, zlc(c, wr).  In order to find the shape of the detection regions for this 

detector, it is noteworthy to observe that the linear correlation between the work 

received and the reference pattern, c·wr/N, is equal to the product of their 

distances and the cosine of the angle between said lengths, divided by N.  Since 

wr is a constant, the measure is the same as finding the perpendicular projections 
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of the N-vector c onto the N-vector wr.  All the points that are larger than the 

value lc are going to be on one side of the plane perpendicular to wr, which is the 

detection region for m=1.  Likewise, the detection region for m=0 is set for all the 

points on the side of the plane gauged by –lc. 

 

Figure 3.10: The region of acceptable fidelity and the detection region for a 

watermarking system [40]. 

 Once a watermark message is placed inside of a work, the watermarked 

work lies on the intersection of the region of acceptable fidelity and the detection 

region.  Figure 3.10 shows this using a region of acceptable fidelity based on 

MSE and a detection region based on linear correlation between the work 
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received and the reference pattern, wr.  Figure 3.10  displays the 2-D slice of the 

media space that has the two vectors c0 and wr, where wr lies on the horizontal 

axis and c0 lies on the vertical axis (because randomly selected vectors in high-

dimension space tend to be perpendicular).  An N-ball is the region of acceptable 

fidelity where the intersection with the diagram is a 2-ball.  The detection region 

plane intersects the diagram on a line perpendicular to wr.  All the points in the 

region of acceptable fidelity and everything to the right of the planar edge of the 

detection region correspond to versions of c0 that are in the acceptable range of 

fidelity will make the detector report positive to the presence of a watermark. 

3.3.1.4 Embedding Distribution or Region 

 The watermark embedder is generally a deterministic function that maps a 

given work, message, and maybe a key into the same watermarked work, cw.  

Since the original works are picked randomly from a group of unwatermarked 

works, the output can be seen as random.  Thus, the probability that watermarked 

work, cw, will be the output is the same as the probability that an original work is 

picked from a group of unwatermarked works.  However, if several 

unwatermarked works can produce cw, the probability of cw is the sum of the 

probabilities of the works in question.  This is called the embedding distribution. 

 Some algorithms define the embedding distribution where every point has 

a nonzero probability.  Ignoring the effects of clipping and rounding, this is the 

exact case of the embedding distribution seen in the E_BLIND image 

watermarking algorithm. All possible images, regardless of being outside the 
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detection region, can eventually be placed in the detection region by using the 

E_BLIND embedder on another image, as seen in figure 3.11.  These algorithms 

are less than perfect in that there exist a nonzero probability where the embedder 

will produce a work that is outside the detection region. 

 There are algorithms that can only produce a small set of outputs.  The 

E_FIXED_LC algorithm will take a given reference pattern, message, and 

embedding strength, β, and only produce images that lie on a fixed plane, as seen 

in figure 3.12.  It is prudent, with a system such as this, to consider the embedding 

region, the set of all possible outputs of the embedder, for a given message.  The 

system is guaranteed to work if and only if the embedding region is inside of the 

detection region. 
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Figure 3.11: The effect of the E_BLIND embedding algorithm [41]. 
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Figure 3.12: The effect of the E_FIXED_LC embedding algorithm [42]. 

 

3.3.1.5 Distortion Distribution 

 To evaluate the aftermath of attacks on watermarked works, it is necessary 

to know the probability of getting a distorted work, cwn, where the undistorted 

watermarked work was cw.  This distortion distribution around cw is the same type 

of distribution used to describe transmission channels in communication theory. 

 It is assumed that the distortion distribution is possible to be modeled as 
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additive Gaussian noise [41].  While this assumption makes analysis simple, it is 

not an accurate representation of what really happens.  Not many of the results act 

like Gaussian noise nor are they random.  Normally, the content will be affected 

by distortions (i.e., lossy compression, filtering, etc.)  Such manipulations are 

examples of deterministic functions, so the “noise” depends on the content. 

 Suppose there was an easy way to crop a work.  If an image was cropped, 

the columns and rows of pixels around the edges would be set to black.  It is 

expected for these distortions to happen in many applications, so cwn needs to 

have a nonzero probability in the distortion distribution around any work.  It is 

important to know that cwn and cw are far away from each other in media space 

and the points between the two works have a low probability of happening.  For 

example, it is not likely for pixels near the right edge of a given image to have 

half the brightness of the other pixels.  Thus, the distortion distribution is 

multimodal (many modes), which is different from the results of a Gaussian noise 

process (one mode) [42]. 

3.3.2 Marking Spaces 

 Simple watermarking systems find embedding and detection regions in 

media space easily.  Such is not the case in more complex systems.  It is useful to 

consider part of the system as projecting or distorting media space into a marking 

space, while the rest of the system can be considered as a simple watermarking 

system working in said marking space [42]. 

 Usually, detectors function with a clear notion of marking space.  Figure 
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3.13 shows a two-step process of such a detector of extracting and decoding.  

Watermark extraction uses some method to obtain a vector, in marking space, 

which may have fewer dimensions than the original.  This vector is called an 

extracted mark.  It is then necessary to determine if the extracted mark has a 

watermark and then decode the embedded message.  Normally, the extracted mark 

is compared against predefined reference marks in order to decode the message.  

One can think of this step as a basic detector working on vectors in marking 

space. 

 Usually, watermark embedders are not created with an explicit notion of 

marking space.  If such functionality is needed, it would involve a three-step 

process as seen in figure 3.14.  First, map the unwatermarked work to marking 

space.  Next, select a new vector in marking space close to the extracted mark so 

that it might be detected.  The difference between the new vector and the 

extracted mark is called the added mark.  Finally, invert the extraction process so 

that the new vector is projected into media space to get the watermarked work.  

The purpose is to get a work that will have the new vector as the extracted mark.  

If marking and media space have the same dimensions, the projection is 

straightforward.  Conversely, if the marking space has less dimensionality, each 

point in marking space will map to many points in media space.  More than one 

work will produce the same new vector as the extracted mark.  While the ideal 

case is to pick the one visually closest to the original work, what usually happens 

is that the algorithm will choose one that is close enough. 
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Figure 3.13: General two-step outline of a watermark detector [43]. 

 

Figure 3.14: General three-step outline of a watermark embedder [43]. 

 One of the purposes of the extraction function seen in systems illustrated 

in figures 3.13 and 3.14 is to make the embedding and detection process more 

efficient.  Another purpose is to provide a simply way to distribute 

unwatermarked works, the region of fidelity, and/or the distortion distribution 

where there is improved performance in simple algorithms.  For instance, finding 

the average of groups of independent samples makes it possible to get a marking 

space where the distribution of unwatermarked works is more Gaussian, as per the 

central limit theorem [44].  If one were to apply a frequency transform and then 

scale the terms by visually determined constants, one could get a marking space 

where the region of acceptable fidelity is more spherical.  Furthermore, 
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compensating for geometric and temporal distortions will make it possible to get a 

marking space where the distortion distribution does not have many modes.  

3.4 Modeling Watermark Detection by Correlation 

3.4.1 Linear Correlation 

 The linear correlation is the average of the inner product of the elements 

of between two vectors, c and wr [45]: 

  

It is typical to determine if there is a transmitted signal, wr, and a received signal, 

v, in communication by finding the linear correlation and then comparing against 

a threshold.  This method is called matched filtering and it is an efficient way to 

find signals when additive, white Gaussian noise is present [46]. 

Geometric Interpretation 

 The detection region that is produced in matched filtering is the set of all 

points on one side of a hyperplane, as seen in figure 3.11.  The hyperplane is 

orthogonal to the reference mark while the distance of said hyperplane from the 

origin is based on the detection threshold.  To understand the robustness of the 

detection region, it is important to note that in the presence of high dimensionality 

that vectors gained from a white Gaussian distribution are perpendicular to the 

reference mark.  So, if a vector becomes corrupted by the application of additive 

white Gaussian noise, the noise is usually parallel to the edge of the detection 

region. 
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Equivalent Detection Methods 

 Generally speaking, an algorithm uses linear correlation if it finds the 

linear function of the samples in a work and then compares said function against a 

detection threshold.  Bender et al. [47] presents an image watermarking detection 

algorithm where pixels are separated into two groups.  The difference between the 

sums of each group produces a detection statistic, which is compared with the 

detection threshold to find a watermark.  This is the same as correlating the image 

with a pattern that has 1s and -1s.  The pattern has a 1 or a -1 for every pixel that 

is added or subtracted to the detection statistic, respectively.  Koch and Zhao [48] 

present a different type of image watermarking detection algorithm using a 

discrete cosine transform (DCT).  The DCT is applied to every 8x8 block within 

the image where coefficients are grouped together in ordered pairs.  Each pair is 

encoded with one bit of the watermark, depending if the first coefficient in the 

ordered pair is bigger than the second.  In other words, the first coefficient might 

get a 1 if it is larger and a 0 if it is smaller.  A pattern must be defined for each bit 

in order to use this algorithm with linear correlation.  Set all coefficient of the 

block DCT to 0, save for the pair used to encode the bit (which will be set to {1,-

1}).  Processing the block DCT of one of the patterns against the block DCT of 

the image will produce a sign that will provide information as to whether the first 

coefficient is larger than the second.  Since DCT is a linear transform, the same 

result is obtained by correlating the pattern with the image in the spatial domain. 
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3.4.2 Normalized Correlation 

Normalized Correlation is the sum of the normalized inner product 

between two vectors [49]: 

 

Normalized correlation differs from linear correlation in that there is no 

dependence on the magnitude on the corresponding vectors extracted from the 

given work.  This is more robust than linear correlation when it comes to dealing 

with simple changes (i.e., increasing the brightness of pictures).   

Geometric Interpretation 

 The detection region obtained from a threshold in normalized correlation 

is different from that found in linear correlation.  Linear correlation’s detection 

region has all the points on one side of the hyperplane while normalized 

correlation’s detection region will have a conical shape.  This is because the inner 

product of two vectors is the same as the product of their Euclidian lengths and 

the cosine of the angle between them [49]: 

 

Naturally, the normalized correlation between the two vectors is the cosine of the 
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angle.  Thus, applying a threshold to the normalized correlation is the same as 

applying it to the angle between the vectors.  This produces [49]: 

 

where [49] 

 

This results in an N-dimensional cone as the detection region for the reference 

vector, wr.  The subtended angle of the N-dimensional cone is 2  
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Figure 3.15 Detection region derived from thresholding normalized correlation 

[50]. 

 

 Figure 3.15 shows the detection region of the reference vector, wr, with 

This figure shows a part of marking space, with the x-axis on the 
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reference vector and the y-axis is an random direction.  The shaded region is all of 

the points on the plane that will be detected as having the reference mark.  A high 

threshold will produce a small cone while a low threshold will produce a large 

cone. 

 

 

Equivalent Detection Methods  

 Using linear correlation as a detection measure, but scaling the threshold 

by the magnitude of the extracted mark, is similar to using normalized correlation.  

So, if the correlation is divided by the extracted vector’s magnitude, that would 

yield [52]: 

 

Note that the only difference between this and normalized correlation is that the 

result is not divided by the magnitude of the reference mark.  However, reference 

marks typically have a constant magnitude.  So, the difference between z1 and znc 

is a multiplicative constant. 



54 

 

 

4. Basic Message Coding 

4.1 Mapping Messages into Message Vectors 

 

The trouble of watermarking many messages stems from the problem of 

mapping between messages and watermarking vectors.  Traditional 

communication systems have a similar mapping between messages and signals 

which is done on two levels.  Source coding will map messages into a string of 

symbols and modulation will map the symbols into signals.  Watermarking can 

follow a similar method where modulation will map from symbols and 

watermarking vectors [51].  

4.1.1 Direct Message Coding 

 The direct approach to message coding is where a unique, preexisting 

message mark is substituted for each message.  Given a set of messages M, where 

the number of message are |M|, let W be the set of |M| message marks that will be 

mapped from a message.  W[m] is the message mark linked with the message m, 

where m ∈ M.  The watermark embedder places the message mark W[m] into the 

work.  The process is known as direct coding [51]. 

 The detector calculates the detection values for all |M| message marks and 

then chooses the message that corresponds with the message mark that has the 

largest detection value.  If the value is lower than the threshold, then there is no 
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watermark.  Otherwise, there is a watermark and the detector produces the index 

as the detected message.  This process is known as maximum likelihood 

detection[51]. 

 While the message marks should have good characteristics typically 

sought in watermarking (fidelity, robustness, etc.), one should consider the 

probability of one message being similar to another.  If the message mark is 

corrupted before detection, the decoder will choose a different message [51].  

Thus, it is important to have code separation, where the marks are apart from one 

another in marking space. 

 If linear or normalized correlation is used for the detection metric, code 

separation will rely on having low correlation between the message marks.  The 

best case is to have negative correlation, where embedding a message mark will 

lower the correlation between the watermarked works and the other message 

marks [51].  This would lower the chances that another message mark will be 

selected. 

 In a system that has two messages, negative correlation occurs when one 

message mark is the negative of the other.  The correlation of the two message 

marks is -1 and there is maximal separation.  In a system with three message 

marks, the angle will need to be one hundred twenty degrees, as seen in figure 

4.1.  The figure shows three message marks on a two-dimensional plane in 

marking space and the corresponding linear correlation detection regions for a 



56 

 

threshold.  Generally, the issue with making the ideal set of |M| N-dimensional 

message marks is the same the issue of placing |M| points on a given N-

dimensional sphere, or N-sphere, where all points are equidistant.  

 

Figure 4.1: Optimal arrangement of detection regions for three messages using 

linear correlation detection [53]. 
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 If the number of messages is larger than the dimension of the marking 

space, random generated codes will have good code separation [54].  Figure 4.2 

shows the result of an experiment, where ten thousand three-message codes were 

randomly generated in three-dimensional space [51].  Each of the message marks 

were chosen from an independent and identically distributed Gaussian 

distribution.  Figure 4.2 is the histogram of the average angle of all pairs of 

message vector in all codes.  The most typical angles were close to one hundred 

twenty degrees.  In greater dimensions, where N is greater than three, even more 

angles will tend towards one hundred twenty degrees which will produce a 

smoother curve. 

 

Figure 4.2: Distribution of average angles between three-message vectors in 

randomly generated three-dimensional codes [55]. 



58 

 

 

Figure 4.3: Distribution of average angles between three-message vectors in 

randomly generated 256-dimensional codes [55]. 

 Conversely, if the number of messages is less than the dimension of 

marking space, the randomly generated message vectors will likely be 

perpendicular to each other.  This can be seen in figure 4.3, where the results of a 

similar experiment used to generate figure 4.2, and the exception being that the 

three-message codes are created in a space with two hundred fifty six dimensions.  

The results show that the most typical angle was ninety degrees. 

 One feature of perpendicular message marks is that multiple messages can 

be embedded in a work, provided that the system is based on linear correlation.  

In such a system, since each message mark will not impact the correlation of other 

message marks, adding more marks will not affect the detection of previously 
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placed marks.  This is shown in figure 4.4; where two perpendicular message 

vectors, having zero correlation, are seen in a marking space with of dimension 

two.  The plane has three detection regions: an area for the first message, and area 

for the second message, and an area for both messages. 

 

Figure 4.4: Detection regions for orthogonal watermarks [56]. 

4.1.2 Multi-symbol Message Coding 

 While direct message coding is effective, it will not scale well.  If 16 bits 

of information are to be encoded, the detector will have to store and compare 

65536 different marks, thus increasing the computation time need for a zero-bit 

watermark by the same amount.  Having 100 bits in the same manner would be 

inconceivable. The solution to this problem is by substituting every message with 
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a sequence of symbols, where each symbol is an element of an alphabet, A.  

Every sequence of symbols can then be embedded and detected with its 

corresponding reference mark. 

 All messages are represented with the sequence L, where each element is 

found in an alphabet of length, |A|.  Thus, there are |A|
L
 distinct messages in such 

a system.  The detection process scales better with this method.  If |A| = 4 and L = 

8, then |A|
L
 = 65,536.  This is the equivalent of 16 bits of information.  This new 

method requires comparing the eight symbols with the four reference marks, 

which would yield 32 comparisons.  This amount is much less than the 65536 

comparisons needed in the direct approach [57]. 

 The most basic way to embed a sequence of symbols is to embed a 

reference mark for each symbol, independent of the other selections.  While 

previous systems would place L reference marks to the work, a more general 

alternative is to have the embedder process the sequence of symbols into one 

message mark. 

4.1.2.1 Time- and Space-Division Multiplexing 

 The direct approach would be to split the work into separate regions, with 

regards to either space or time, and embed a reference mark for a symbol in each 

region.  Thus, the message mark is formed by joining various reference marks.  

For instance, in order to embed four symbols in an image of size w x h, a 

reference mark of size w/2 x h/2 would be used.  This is an example of space-
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division multiplexing.  Similarly, embedding a sequence of eight symbols in an 

audio clip of length l samples would need reference marks of length l/8.  This is 

an example of time-division multiplexing [57]. 

4.1.2.2 Frequency-Division Multiplexing 

 A work could also be separated into different bands in the frequency 

domain and then embedded with a reference mark for each symbol.  So, the 

message mark is made by adding multiple reference marks of different 

frequencies.  This is called frequency-division multiplexing [57]. 

 One way to perform frequency-division multiplexing is to have a 

watermark extraction function that has a frequency transform and an embedder 

and a detector that have the same structure as the ones that were covered in the 

marking space section.  A simple watermark embedder will separate the input into 

pieces and then place a symbol in each.  So, the embedder can be the same one 

used for a system that uses time- or space- multiplexing [58]. 

4.1.2.3 Code-Division Multiplexing 

 Since there are multiple reference marks that are independent of one 

another, there would be no effect on other marks in a system that uses linear 

correlation.  This leads to something similar to code-division multiplexing that is 

seen in spread spectrum communications.  Let a message be a sequence of L 

symbols selected from an alphabet of size |A|, the set of L x |A| reference marks is 

WAL.  Every mark maps to a given symbol at a given index in the sequence. Let 
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the reference mark WAL[i,s] be the symbol s at location i.  The message mark is 

produced by adding the corresponding reference marks.  Figure 4.5 shows a set of 

reference marks, say 8x8, that will be used in an image watermarking system, 

where the system uses a marking space produced by the average of the supposed 8 

x 8 blocks. The table of supposed 8 x 8 marks, WAL[1…5,1..4], can be used to 

represent a sequence of five symbols from an alphabet of size four.  The figure 

displays the encoding process of the symbol sequence 3, 1, 4, 4, 2: 

  

with the sum wm being the message mark. 
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Figure 4.5: Code-division multiplexing using 8x8 reference marks.  The rows 

correspond with the position in the symbol sequence while the columns [59]. 

 All reference marks added to wm should be nearly perpendicular. Every 

mark symbolizes a different symbol position where any two marks can be added 

together only if there is a corresponding symbol in a different position.  If, for 

example, WAL [1, 3] and WAL [2, 1] could be added together in a message mark, 

but WAL[1, 3] and WAL[1,1] would not.  To ensure that the marks are at least 

nearly perpendicular for any two symbols a and b (even if a=b), WAL[i, a] · WAL[j, 

b] ≈0 if i = j. Furthermore, the symbols cannot be confused with one another.  So, 
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if a is not equal to b, the two reference marks WAL[i, a] and WAL[i, b] should be 

clearly different [58]. 

 There exist some cases where there is a concern of registering a work to 

prevent temporal delay or geometric translation.  In these cases, there is a need for 

the reference marks to be uncorrelated to one another and to their shifted 

counterparts.  In other words, low cross-correlations are necessary for the marks 

for different symbol positions.  If that need is not fulfilled, temporal or geometric 

shift could cause confusion with regards to reference marks with respect to the 

symbol and the position.  In the case of one-dimensional temporal shifting, sets of 

code vectors that have low cross-correlations have been developed.  Examples of 

such sets include gold-sequences and m-sequences.  Such sets are illustrated in 

Sarwate and Pursley [60].  Geometric shifting is less studied, but there are 

attempts to extend to two-dimensional patterns [61][62][63][64][65]. 

4.1.2.4 Equivalence of Code-Division Multiplexing to Other 

Approaches 

 Time-, space-, and frequency-division multiplexing are not typical cases 

of code-division multiplexing.  If a message of length L=8 is processed for 

embedding in an audio clip utilizing time-division multiplexing, the method to do 

so would be to concatenate eight short reference marks.  Conversely, each of the 

reference marks could be added to the entire message mark if they were padded 

with zeroes, as seen in figure 4.6.  The figure shows a sequence of eight short 

reference marks that could be embedded into an audio signal, symbolized as a 
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sequence of eight symbols.  It also shows eight full-length reference marks where 

the sum matches the prior signal.  The full-length marks are perpendicular to one 

another, where only one of them is nonzero with respect to any given element.

 Figure 4.7 shows space-division multiplexing, where a sequencing system 

has each reference mark have nonzero values in 1/L elements and WAL[ i, s] is the 

shifted version of WAL[ j,s] if i-=j.  Frequency-division multiplexing can be 

applied by having patterns that are band limited to the frequency domain to be 

converted to the temporal or spatial domains.  If the transform is linear, the 

patterns that do not overlap in the frequency domain, but may overlap in the other 

domains, will have zero correlation in time and space. 
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Figure 4.6: Interpretation of time-division multiplexing as code-division 

multiplexing [66]. 
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Figure 4.7: Interpretation of space-division multiplexing as code-division 

multiplexing [67]. 

4.2 Error Correction Coding 

 The use of code-division modulation will result in some of the vectors 

having poor code separation.  The concept of error correction codes attempts to 
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fix this issue.  Trellis codes and Viterbi decoding are examples of error correction 

code [68]. 

4.2.1 The Problem with Simple Multi-symbol Messages 

 Any set of message marks is valid for direct message coding.  Therefore, 

the angle between any pair of message marks will be the largest possible one.  

Conversely, code separation in multi-symbol systems depends on the methods 

used in source coding and modulation.  Some systems where all sequences of 

symbols represent a unique message and then modulated with code division (i.e., 

E_SIMPLE_8 or D_SIMPLE_8), there exists a lower limit on the dot product 

which results in an upper limit on the angle between message marks [69]. 

 Consider a system where the size of the alphabet, |A|, is four with a 

message length, L, of three.  Let 

  

be a message mark to be embedded in a work that represents the symbol sequence 

(3, 1, 2) and  

  

be a message mark that encodes the sequence (3, 1, 4).  The dot product of w312 

and w314 yields: 
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Since all marks in one location are perpendicular to all other marks, the equation 

is simplified to 

  

Assuming all marks are normalized to have unit variance, where WAL[1, 3] · 

WAL[1, 3] and WAL[2, 1] · WAL[2, 1] are equal to N ( in N-dimension space) and 

WAL[3, 2] · WAL[3, 4] has a lower bound of –N, w312·w314≥N and the dot product 

of the closest messages will not be lower than this. 

 Generally, the smallest result of a dot product of two message marks that 

have h different symbols is N(L – 2h).  As L increases, the message marks of the 

closest pair will become more similar. 

4.2.2 The Idea of Error Correction Codes 

 There is a solution to the problem where a source coding system does not 

have every possible sequence of symbols that corresponds to a message.  Code 

words are sequences that do refer to a message and corrupted code words are seen 

as those that do not.  Having a mapping from messages to code words would 



70 

 

make it possible to make a decoder that can find the closest code word of a given 

a corrupted sequence.  This is the concept of an error correcting code [70]. 

 Error correcting codes are designed by lengthening the symbol sequences.  

For instance, let there be a set of 16 different messages.  Each message can be 

represented as a sequence of 4 bits.  The encoder for this system can take the 

sequence as input and produce a longer sequence.  If the longer sequence is seven 

bits, there would be 2
7
 possible 7-bit words with only 16 different code words.  

The code words could be defined so that at the beginning of one, the system could 

flip at least three bits to get a code word that encodes a different message.  If there 

is a corrupted sequence, the decoder will look for the closest code word that 

differs from it with the fewest amounts of bits.  This is still possible if only one bit 

was flipped. 

 If there is a 7-bit (L = 7) code that is encoding a 4-bit message while 

making sure that the code words of all pairs are different by at least three bits (h = 

3), the largest dot product possible between two code words is N(L – 2h) = N(7 – 

2 X 3) = N.  This provides better performance compared to a system without error 

correction, where the messages are four bits (L = 4) and can only differ in one bit 

(h =1), which has a maximum dot product of N(L-2h) = N(4-2) = 2N. 

 An atypical application of error correction would increase the size of the 

alphabet.  In the example of 4-bit messages, the sequence of symbols may come 

from an alphabet of size four as opposed to a binary alphabet.  Essentially, this is 
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the same as increasing the length of the message.  The only part that is different is 

how to devise later modulation. 

 There are a variety of error correcting codes.  Hamming code [71] is a 

basic example of error correcting codes that guarantees that every pair of coded 

messages will differ by at least three bits and will correct single-bit errors.  BCH 

[71] and trellis codes [72] are more complex examples of error correction codes 

that will correct more errors.  Some turbo codes [73] provide the best performance 

and a few researchers have used them to encode watermark messages [74][75]. 

 There are other errors to consider besides symbol error correction when 

using a coding method.  Hamming codes handle random errors well while BCH is 

better suited for burst errors (errors that occur in groups of sequential symbols). 

The one thing they all have in common is that they are all modulated, so all codes 

will produce well-separated messages marks. 

4.3 Detecting Multisymbol Watermarks 

 While the previously discussed watermarking systems can hold more data, 

there is no established method to detect the presence of a watermark.  Meaning, 

while there are ways to map a work into a sequence of symbols, is the given work 

watermarked?  Presented herein are ways to determine if a work is watermarked. 

 Direct message encoding provides a straightforward method to find the 

presence of a watermark.  The detector calculates the detection value for all 

messages.  The largest value is assumed to be relevant to the embedded 
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watermark.  Therefore, if the largest value passes the threshold, the detector 

reports the presence of the corresponding watermark.  The shape of the detection 

region depends on the method used to calculate the detection value. 

 Multisymbol systems are more complicated than direct message encoding.  

The detector calculates multiple detection values that supposedly mirror the 

presence of symbols.  Comparing multiple values against a threshold will produce 

different detection regions.  Another method uses a detection test where the 

detection values are not used.  

 There are three ways to find the presence of a watermark.  The first 

method separates all messages into two groups: valid and invalid.  Valid messages 

are messages that might be embedded and invalid messages are those that will 

never be embedded.  If the detector recognizes an invalid message, then it reports 

the presence of no watermark.  The second method uses linear correlation to 

determine if all the symbols needed to encode a message are indeed embedded.  

The third method uses normalized correlation to determine if the most probable 

message mark is indeed embedded.  One should also consider the possibility of a 

false positive in each method [76]. 

4.3.1 Detection by Looking for Valid Messages 

 The direct way to determine the presence of a watermark is to assume that 

there exist only a few possible symbol sequences that could represent legitimate 

messages. 
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4.3.1.1 Application 

 Suppose there is a system that can embed 2
16

 different messages.  Each 

message is represented with a series of sixteen bits and then joined with a 9-bit 

checksum created by the sum of the first and second half of the message.  So, only 

one in 2
9
, or 512, possible series of bits is actually legal.  The detector will first 

decode the 25-bit message.  Then, the first eight bits are added to the second eight 

bits and then compared to the last nine bits.  There is a watermark present if there 

is a match. 

 The example presented is the proposed watermarking method for systems 

that have high data payload [75][77].  From the results of the example, it is 

assumed that systems with high payloads will have only a few legitimate 

messages and are thus presented with no dispute [78][79].  Suppose a watermark 

encodes a text as a string of one hundred ASCII characters.  Since most 

permutations would not produce anything meaningful, it can be assumed that any 

work that has a meaningful string would have a watermark. 

4.3.1.2 False Positive Probability 

 It is easy to estimate the probability of a false positive if the watermark 

detector can tell the difference between a valid and an invalid message.  Assume 

that all messages are have equal probability to be found in an unwatermarked 

work.  This is the case in binary systems if there is a fifty percent chance for a bit 

to hold the value ‘1’ and if there is no correlation between the bits.  The 

probability of a false positive is the fraction of possible messages that are invalid.  
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With respect to the previous example of 16-bit messages that have 9-bit 

checksums, the probability of a false positive is 1/512.  If the application in 

question needs a lower false positive probability, the symbol sequences must be 

longer. 

4.3.2 Detection by Detecting Individual Symbols 

 Another way to detect the presence of a multisymbol watermark of length 

L is to test for each of the symbols separately.  If the symbol’s detection value is 

greater than the threshold, then there is a watermark present. 

4.3.2.1 Application 

 This method is valid when the detection values are linear correlations, but 

not when they are normalized correlations.  In a system that utilizes linear 

correlation, this method produces detection regions that are defined by the 

intersection of hyperplanes.  Figure 4.8 shows the four detection regions of a 2-bit 

binary system.  The x and y-axis are the reference vectors for bit 1 (wr1) and 0 

(wr0), respectively.  The four possible messages are: 00, 01, 10, and 11.  Each of 

the messages have their own different detection region and any work that is 

outside of all the regions is considered to have no message. 
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Figure 4.8: Detection regions for four possible messages encoded with two 

orthogonal watermark patterns [80]. 

4.3.2.2 False Positive Probability 

 The false positive probability can be calculated from the probability that a 

given reference mark produces a correlation that is greater than the threshold, Pfp0.  

Using Pfp0, it is possible to approximate the probability, Pfp1, where the most 

probable symbol at a given sequence location has a greater detection value than 

the threshold.  Pfp1 can then be used to approximate the probability of the most 

probable symbols in all sequence locations are greater than the threshold.  This is 

the probability of a false positive, Pfp. 
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 In order to calculate the estimate of Pfp1, first note that the detector 

performs |A| correlations on each of the L locations in the sequence of symbols 

and then chooses the symbol with the greatest value to compare it against the 

threshold.  Pfp1 is the probability that there exists a correlation that is greater than 

the threshold when there is no watermark.  Assuming all the |A| marks for a given 

location are unique, Pfp1 is about equal to the sum of the probabilities and thus: 

  

Using Pfp1, one can now calculate the false positive probability.  The detector 

reports a positive if all L max correlations are greater than the threshold.  The 

probability that all of the max correlations for each location, assuming 

independence, are greater than the threshold on an unwatermarked work is: 

  

If the size of the alphabet is small in comparison to the message sequence length, 

L, then Pfp is smaller than Pfp0.  As the sequence length gets bigger, the detection 

threshold can get smaller and still have the same probability of a false positive 

[81]. 

4.3.3 Detection by Comparing against Quantized Vectors 

 The previous methods assume that presence of perpendicular reference 

marks does not manipulate every mark’s linear correlation detection value, which 

is not the case if the detector uses normalized correlation.  The previous methods 
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will not work since additional patterns decrease the detection value for all the 

others. 

 Let there be two orthogonal reference marks, wr1 and wr2.  The vector 

taken out of the work with wr1 embedded might be v1 = v0 + wr1.  The normalized 

correlation with respect to wr1 would be: 

  

If wr2 is added, v2 = v0 + wr1 + wr2, the normalized correlation would be: 

  

The numerators are the same.  Since wr1 and wr2 are perpendicular, |vo + wr1 + wr2 

| > |vo + wr1|, so znc(v2,wr1) < znc(v1,wr1).  The detection value of wr1 is reduced by 

magnitude of wr2 being embedded.  Thus, wr2 gets stronger as wr1 gets weaker. 

 How would the detection values of wr1 and wr2 compare against the 

detection threshold? Let znc(v,wr1) and znc(v,wr2) be the two detection values.  A 

watermark is present if the two detection values are greater than the threshold.  
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Really, all that is needed is to compare the lower of the two detection values 

against the threshold: 

  

Since increasing one detection value would decrease the other, the largest value of 

the minimum is when the two detection values are equal to one another.  

Therefore, the largest value of the minimum, where |wr1| = |wr2| = K and v = wr1 + 

wr2 would be [82]: 

  

No detections are possible if the threshold is larger than √2/2.  If there are L 

orthogonal patterns to be embedded, the best cases for the minimum for all the L 

normalized correlations would be √L/L. 

Figure 4.9 is a geometric representation of the normalized correlation 

limitation.  It has four different detection regions for the individual reference 

marks in the binary system.  The threshold is large enough so that there is no 

overlap in detection regions.  Under this condition, having two marks of equal 

strength would render them both to be undetectable. 
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A different test for detecting a watermark can be used to circumvent the 

problem.  Instead of identifying the presence of a mark by evaluating each 

symbol, just identify the most probable message mark and then test for that 

message mark.  This method is a form of vector quantization. 

 

Figure 4.9: A geometric interpretation of the upper bound on normalized 

correlations for four reference marks in a binary system [83]. 

4.3.3.1 Application 

 The most common method decodes the extracted vector, v, which is the 

first step for finding the most probable message mark and then testing to see if it 

is present.  The decoded vector produces a sequence of symbols, m[1] … m[L].  

Next, encode the decoded message.  The resulting message mark is the 
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summation of the most probable message marks.  More advance methods would 

have some form of error correction in the decoding and encoding steps. 

 The encoding step produces the message mark, wm, which can be placed 

in a work that embeds the message m.  The next step is to perform a test to see if 

wm is present.  Normalized correlation can be performed between the extracted 

vector, v, and the message mark, wm.  Finally, compare the results against a 

threshold.  This produces detection regions than are displayed in figure 4.10. 

 

Figure 4.10: The reencoding method for four reference marks [84]. 
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4.3.3.2 False Positive Probability 

 Generally speaking, the probability of a false positive has an upper bound 

of the product between the number of possible messages, |M|, and the probability 

of any one message producing a false positive, Pfp0.  There is a tight bound when 

there is no overlap in the detection regions. 

 To illustrate this, consider a system that uses normalized correlation in its 

detection method.  The detection region for each message is an N-cone.  If the 

subtended angle of the cones is less than the minimum angle between the two 

message vectors, then none of the cones overlap.  The change of getting a false 

positive in such a system is the sum of the false positive probabilities in |M| 

different messages.  If the probabilities of the |M| different messages are equal, 

then total false positive probability of the system is Pfp = |M|Pfp0. 
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5. Watermark Security  

5.1 Security Requirements 

Depending on the requirements of an application, the security 

requirements can vary.  Sometimes a watermark need not be secure since there is 

no reason to modify said watermark.  A device control watermark is an example 

of an application that only adds to the content and does not affect the security.  If 

someone alters the device control watermark, the content would behave 

incorrectly and the content will not be presented correctly.  The only safeguard 

the watermark must have is to protect against normal processing. 

 For those applications that do need security, the forms of attack are very 

different.  Sometimes the types of safeguards used can differ from various 

methods of the same application.  For instance, consider a copy-control system 

that prevents people from copying media that they are not supposed to copy.  One 

way to implement this is to prevent watermarks from being removed.  Another 

system could allow people to copy media if there is no watermark present.  Thus, 

the second method would need a way to prevent people from embedding 

watermarks into the media. 

 The level of security can vary between different applications based on the 

expected level of expertise of the attacker.  Any military or national government 
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systems would have a more complex watermark compared to that of one meant to 

prevent children from seeing inappropriate material. 

 Before choosing a security model, one must first examine the limitations 

that applications place on the alteration of watermarks.  Certain people might be 

prevented from adding, detecting, and/or subtracting watermarks.  In each type of 

restriction, there are variations of attack methods that one may use.  For instance, 

while an attacker may be prevented from detecting a watermark, the person may 

detect and decode or merely attempt to detect the presence of a watermark 

without trying to read the message.  Finally, one must examine the expected skill 

level of the attacker with respect to the security of the watermark. 

5.1.1 Restricting Watermark Operations  

 Every system of watermarking has individuals that are able to add, detect, 

and/or subtract watermarks while others are restricted from doing some, if not all, 

of these actions.  A secure watermark is needed in order to have the necessary 

restrictions.  Consider the following scenarios: 

1) Alice places a watermark in her radio commercials before sending them 

off to a number of radio stations.  Alice observes the radio stations and 

logs the broadcast of her commercials with a watermark detector.  Later, 

she will match the logs with the invoices she will receive to identify any 

false charges.  However, Bob is in charge of one of the radio stations and 

would like to air another commercial instead.  He still wants to charge 
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Alice for air time so he places Alice’s watermark in his ad and then places 

it on the air.  Alice’s watermark is detected and so Alice believes that her 

ad went on the air. 

2) Alice owns a watermarking service that will add an identification 

watermark in the owner’s images that will be distributed over the internet.  

There is also a report that will inform the customers of any instance of 

their watermark that is found on the web.  The customers can use this 

information to locate any unauthorized use of their work.  However, Bob 

has a web crawler that can detect Alice’s watermark and lures away 

Alice’s customers with a cheaper service.  He can afford to do this since 

there is no cost to him for placing the watermarks in the images. 

3) Alice has a movie studio where she can place a copy-control watermark in 

the movies she wants to distribute.  She assumes that all digital recorders 

that are able to copy her movies have watermark detectors and can refuse 

to copy her movie.  However, Bob is able to design a device that will 

remove the copy-control watermark.  Using this device, Bob may now 

produce illegal copies of the movies. 

Bob defeats Alice in every scenario by performing unauthorized actions.  The first 

scenario shows an example of unauthorized embedding, or a forgery attack, by 

adding a watermark that only Alice is authorized to do.  The second scenario 

illustrates an unauthorized detection, or a passive attack, by detecting watermarks 
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only Alice should be able to detect.  Finally, the last scenario is an example of an 

unauthorized removal by eliminating the watermark that no one should be able to 

perform.  Each of these scenarios frames the different categories of attack with 

each having its own set of challenges to safeguard against.  

 The reason as to why to prevent each kind of attack depends on the 

application.  It is important to note the security requirements of an application by 

finding out who has access to perform which action.  Given an application, one 

could divide a group of users and then assign a set of permissions for each.  The 

resulting permissions table will then determine what type of security is needed in 

a watermarking system.  

Table 5.1 illustrates the permissions needed for different groups of people for 

each of the three scenarios previously described.  Some of the entries in the table 

show that whether or not a group of people have access to certain permission is 

unimportant to the functionality of the watermarking system.  It should be noted 

that it may be difficult to deny a group access to one operation while granting it 

access to another.  For example, it is arguable as to whether a system can be 

constructed that allows people to add a watermark without providing the ability to 

remove said watermark.  If it is not possible, the ability to add watermarks should 

be denied. 
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Table 5.1: Operations table for the presented scenarios.  “Y” = “must be allowed”, 

“N” = “must be prevented, and “-“ = “system will work regardless if operation is 

allowed” [85]. 

5.1.2 Public and Private Watermarking 

Table 5.2 shows two types of permission groups: private and public.  In both 

cases, one can find two distinct groups of people: trusted and public.  Trusted 

people are assumed to be the ones that stand to benefit from the watermark and 

the public is assumed to be the attackers on the system.  In private watermarking, 

the public is not allowed to access the watermarks.  Public watermarking, 

however, allows the public to see the watermarks only.  Public and private 

watermarking describe the security requirements of an application. 
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Table 5.2: Operational table for private and public watermarking [86]. 

 An example of a private system is one that uses informed detectors, 

provided that the public does not have access to the work that is needed for 

informed detection.  However, it is possible for a public watermarking system 

where the public has access to the work in question.  Suppose there is a web site 

that provides pictures.  Each of these original pictures comes with a number of 

versions, which were altered by an image-processing technique.  This scenario 

shows an informed detector that is used by a public watermarking system. 

 An example of a public system is one that uses blind detectors (but 

without keys), provided that the public knows about the detection algorithm.  

However, this can be a private watermarking system if the algorithm is kept a 

secret.  Ensuring security in such a system would be difficult. 

 Finally, the systems that uses blind detection (but with keys) can be used 

in both public and private watermarking systems.  The different being is how the 

keys are distributed between the trusted and public parties. 
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5.1.3 Categories of Attack 

 Tables 5.1 and 5.2 provide a general sense of who is allowed to perform 

what action.  Between the three actions of embedding, detecting, and removing 

watermarks, there are many variations that have only a few changes.  It is possible 

for an attacker to perform part of an unauthorized action even if the whole action 

is denied.  For example, consider watermark detection.  Detection is made up of 

two steps: detecting and decoding.  Some systems might make it easy for an 

attack to detect the presence of a watermark but can be difficult to decode.  This 

can be a serious vulnerability depending on the application.  It is necessary to 

examine the three categories of actions into the different types of attacks. 

5.1.3.1 Unauthorized Embedding 

 The ultimate embedding attack is where the attacker is able to make and 

then embed an original message.  For example, suppose Alice has a watermarking 

service.  However, she only charges for embedding watermarks and gives away 

the web-monitoring software for free.  Bob wants to use this software but does not 

want to pay Alice to embed his identification watermark.  Bob must create his 

own watermark that signifies that the item of interest is his and he must build a 

tool to place the watermark said item.  This attack can be prevented using 

cryptographic techniques. 

 A partial embedding attack happens when the attacker obtains an authentic 

watermark, instead of creating one, and then places this watermark into media.  

Consider the first scenario where Bob wants to place Alice’s watermark in his 
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advertisement.   If the watermarking system has serious flaws, Bob can find out 

the pattern Alice uses to place her watermark in her advertisements.  Then, he can 

copy said pattern into his advertisements without needing to know how the 

watermark was encoded.  This type of attack is known as the copy attack [87]. 

5.1.3.2 Unauthorized Detection 

 Some applications are concerned with preventing people from decoding 

watermarks.  For example, suppose a hospital has a policy of adding a watermark 

to its patients’ X-rays.  In order to maintain patient confidentiality, potential 

attackers should be prevented from decoding the watermark.  This can be done 

with cryptographic techniques. 

 In other applications, an attacker might simply be satisfied in knowing if a 

watermark is present, regardless if he can decode it or not.  While this is more of a 

consideration for steganography rather than watermarking, the possibility of a 

watermarking system remains where it can be compromised by an attacker, whose 

focus is to detect the presence of a watermark.  Being able to find watermarks can 

provide an advantage in trying to remove them.  Therefore, a watermark must 

have security against unauthorized detection before being guarded against 

unauthorized removal. 

 The third type of detection occurs in between the last two detection 

scenarios.  The attacker is able to understand the differences between watermarks, 

but is unable to decode them.  So, if there are two watermarked works, the 
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attacker can determine if the two works use the same or different watermarks.  

This only becomes a problem if the attacker can determine the markings without 

decoding them.  For instance, suppose Bob wants to steal Alice’s customers by 

finding their watermarks on the web and offer a cheaper price than Alice’s 

watermarking service.  Alice can try to prevent this by using a code for linking 

watermarks with paying customers, thus preventing Bob from decoding the 

watermarks.  However, if Bob can tell if two watermarked works contain the 

same mark, he can still take customers from Alice.  All Bob would have to do is 

ask Alice’s clients to provide him a sample of the watermarked works.  He can 

then search the Web for any work that has the same watermark.  Bob can then 

steal Alice’s business without decoding her watermark [88]. 

5.1.3.3 Unauthorized Removal 

 A watermark is essentially removed from media if it can no longer be 

detected.  The most extreme case of removal would be to restore the altered media 

to its original form.  Preventing an attacker from obtaining the original work is 

important for watermarking applications that require security against unauthorized 

removal.  However, simply restricting access to the original is not enough. 

 Most of the time, an attacker will alter the watermarked media so that it 

looks like the original media but the watermark detector will not be able to detect 

the watermark.  The original media is but one of many examples that fits this 

description.  Therefore, preventing the attacker from acquiring the original media 

is but a small step in securing against removal. 
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 An attacker can render a watermark unusable without severely damaging 

the watermarked work.  The attack is similar, but not necessarily the same, as the 

embedding process of placing a watermark on media.  Furthermore, the 

requirements necessary for this kind of attack are usually not as strict as those that 

are needed to embed them [89][90].  This is a comparison of the integrity of the 

watermarked media versus the attacked media. 

 The attacker can be satisfied with an attacked work if the results of an 

attack fall within a certain range.  The range that is designated as a successful 

attack is complete removal of the distortion of the watermark where the original 

detector is not complex enough to detect it.  An elimination attack removes a 

watermark while a masking attack obfuscates the presence of a watermark [91]. 

 To illustrate a masking attack, suppose there is a watermarking system for 

images that is unable to detect a watermark if the image was rotated slightly.  The 

watermark is effectively removed for the purposes of detection.  However, a 

smarter watermark detector would be able to restore the image and then proceed 

to its normal detection process. 

 The elimination attack is very different from the masking attack.  The 

elimination attack tries to predict the pattern of the watermark and then remove it 

from the watermarked media.  The results of the attack may be a close 

approximation, but not an exact copy, of the original work. 
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 While it is clear that the elimination and masking attacks are two separate 

methods, the distinction is less clear in media space.  Both the rotation attack 

(masking) and the estimate-and-subtract attack (elimination) relocate data from 

the areas the detector is interested in to outside the areas of consideration.  An 

inferior detector can be replaced with one that includes a search algorithm to look 

for watermarks that are rotated.  The question becomes then, why can’t every 

attack be countered in this manner? 
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Figure 5.1: Picture of elimination and masking attacks [92]. 

 There are attacks that cannot be countered by simply changing the 

detector.  Attacks that recover the original media are the most glaring example.  

Other attacks can be found by comparing the location in media space of attacked 

and unwatermarked works.  Works affected by the rotation attack have the same 

characteristics that the embedding process bestowed.  In other words, these 
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characteristics are very unlikely to show up in unwatermarked works.  So, if the 

detection area is widened to include areas around the attacked work, the 

possibility of a false positive will not be significantly increased.  

 Conversely, an elimination attack can have characteristics to works that 

have no watermark.  Increasing the detection area to include areas around the 

attacked work will significantly increase the possibility of a false positive. 

 Eliminating attacks can be defined as a process that moves watermarked 

media into a realm where unwatermarked works are probable and masking attacks 

can move watermarked media into a realm where unwatermarked works are 

improbable.  An illustration of the difference between masking and elimatination 

attacks is seen in figure 10.2. 
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Figure 10.2: Picture showing the difference between elimination and masking 

attacks [93]. 

 The differences between elimination and masking attacks are important to 

applications that can change the behavior of the detector after an attack is 

uncovered.  For instance, only the owner would need to detect the watermark in a 

transaction-tracking program.  If an attacker tries to use a masking attack, the 
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owner has a chance to upgrade to a smarter detector so that the distorted 

watermark can be noticed.  However, if the attacker uses an elimination attack, 

the owner has little chance of detecting the watermark.  Therefore, masking 

attacks are less serious than elimination attacks when it comes to the possibility of 

upgrading a detector. 

5.1.3.4 System Attacks 

 Not all attacks are directed against the watermark.  The attacker may 

choose to attack the system without engaging in any of the discussed unauthorized 

actions.  Exploitation in how the watermarks are used, instead of the 

vulnerabilities of a watermark, is called a system attack.  Consider a copy-control 

application where every recording device has a chip that can detect a watermark.  

All the attacker would have to do is removed the chip from the recording device 

to produce illegal copies.  Thus, the security of the watermark is rendered trivial.  

5.1.4 Assumptions about the Adversary 

 In order to examine the capability of a watermarking technology, one must 

makes some assumptions about attackers that will try to exploit the system.  Does 

the attacker have knowledge about algorithm used to make the watermark?  What 

tools can the attacker use to compromise the watermark? Does the attacker have 

access to the detector? 

5.1.4.1 If the Attacker Knows Nothing 

 The basic case is to assume that the attacker knows nothing about the 

algorithm and has no tools.  The only knowledge the attacker has is the general 
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knowledge about all watermarking systems and common exploits.  Consider an 

attacker that suspects the presence of a watermark in an item of media.  The 

attacker might try to remove the watermark using image distortion techniques in 

order mask the presence of a watermark.  This is the approach used in the 

Stirmark program [94], which is successful most of the time. 

5.1.4.2 If the Attacker Has More Than One Watermarked Work 

When the attacker obtains a set of watermarked works, it is possible to find an 

exploit without knowledge of the algorithm. These types of attacks, based off of a 

collection of watermarked works, are called collusion attacks [91]. 

 One type of collusion attack tries to decipher the algorithm by examining 

different works with the same watermark.  A basic example is where the attacker 

takes the average over a set of works.  By taking the average over the set of 

works, provided that the set all have the same watermark, the result would yield 

an approximation to the original pattern.  The attack could then subtract the 

pattern to eliminate the watermark from the watermarked works. 

 An alternative to the first type of collusion attack can be performed on 

redundant watermarks that are tiled throughout the work.  If the same watermark 

is used in all of the tiles, the attacker could consider each section as a different 

piece of work and perform the same averaging attack.  This attack has proven to 

be successful against the Secure Digital Music Initiative (SDMI), an audio 

watermarking system [95]. 
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 Another type of collusion attack reverses the first scenario.  Instead of 

having different works with the same watermark, the attacker will use the same 

work with different watermarks.  The objective here is to form some combination 

of the set of works in order to form the original work.  The basic example is to 

take the average of the works with different watermarks to reduce in impact of 

each watermark.  There are more advanced techniques that can use a smaller set 

[96]. 

 Boneh and Shaw [97] posed the problem of the second scenario of 

collusion-secure codes.  Assume that the work is sent out to n people with a 

unique code word in each.  The code is defined to be c-secure so that if c people 

conspire with one another, it is highly probably that the resulting work will reveal 

the identification of one of the conspirators. 

 It is possible to reveal one of the conspirators if parts of the code word are 

identical.  When the attackers compare their works with one another, the unique 

parts remain unaffected and are thus unaffected by the attack.  Provided that these 

unaffected portions of the code word contain ample information, one of the 

attackers can be identified.  Other people have studied c-secure codes 

[98][99][100][101] and have created variations [102]. 

 Cayre et al. [103][104] consider the follow cases where the attacker is in 

possession of the watermarked works: 
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1) Watermarked Only Attack – the attacker has a set of watermarked 

works. 

2) Known Message Attack – the attacker has a set of watermarked 

works and the corresponding messages. 

3) Known Original Attack – the attacker has a set of watermarked 

works and the corresponding originals.  The purpose of this case is 

to obtain information about the secret key to unlock other 

watermarked works. 

5.1.4.3 If the Attacker Knows the Algorithms 

 It is not safe to assume that an attacker knows nothing about the algorithm 

in regards to systems that require high security.  It can be difficult to keep an 

algorithm secret.  Also, if the algorithm is kept a secret, only a small amount of 

people will have access to it to find the security flaws. 

 Kerckoffs' assumption [105] presumes that it is safer to assume that an 

attacker possesses knowledge about the algorithm, with the exception of the secret 

keys.  Cryptographers not only assume that the attacker has knowledge about the 

algorithm; they will actually ensure that the algorithm in question is made known 

to the public.  At the very least, fellow cryptographers will be able to find flaws in 

the system. 

 There is a possibility than an attacker will be able to find vulnerabilities in 

the detection scheme to exploit.  For instance, the attacker could find a distortion 
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technique that can trick the detector, thus having a successful masking attack.  

Furthermore, knowledge of the algorithm could have the attacker discover the 

secrets of a certain watermark.  Consider an algorithm that outputs a tiled 

watermark pattern.  If it is known that the detection process uses the averages of 

tiles, it is possible for an attacker to discover the tile sizes and approximate the 

watermark.  The attacker may then perform unauthorized embedding, detection, 

or removal of the watermark. 

5.1.4.4 If the Attacker Has a Detector 

 Thus far, it was assumed that the attacker had no special tools coupled 

with whatever knowledge about the system to be exploited.  However, if the 

assumption is that the attacker must have certain permissions to perform some 

actions, it can be assumed that the attacker has tools require for those actions.  

The most interesting case is where the attacker is allowed to detect a watermark, 

but not be able to remove them.  For this to happen, the attacker must have access 

to a detector. 

 If at the very least the attacker has no knowledge about the algorithm, 

possession of the detector presents an advantage in the attack attempt.  One can 

assume that the detector is a closed system where the attacker can provide 

modified media as input and examine the output to see if the result is in the 

detection region.  The attack can make systematic changes to the media, process 

the current iteration, and possibly discover how the detector works.  



101 

 

 A more troublesome case is where the attacker has access to the detector 

and possesses knowledge of its workings.  The attacker knows about the 

algorithm and the keys needed for the detection process.  There is no known 

counter to this case at the time of writing.  However, there are a few who are 

trying to use asymmetric-key cryptography to resolve this issue (which will be 

presented in section 5.2.4). 

5.2 Watermark Security and Cryptography 

 It is important to note how encryption and watermarking relate to one 

another.  In most cases, the problems of unauthorized embedding and detection 

are similar to the problems in cryptography and can be solved using cryptographic 

tools.  However, unauthorized removal has no direct translation to the realm of 

cryptography, thus there is no obvious cryptographic solution.   

5.2.1 The Analogy between Watermarking and Cryptography 

 The embedding and detection functions in watermarking are sometimes 

similar to encryption and decryption, respectively.  Symmetric-key cryptography 

has an encryption function, Ek(.), that takes a key, K, and a message, m, to 

produce an encrypted message, mc.  

 The encrypted message can be decrypted to produce m by using the 

decryption function, Dk(.), and the key, K.  
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 Watermarking has a similar setup.  There is an embedding function, e(.), 

that takes a message, m, and the original work, c0, and produces the modified 

work, cw.  Furthermore, there is a detection function, d(.), that can take the 

modified work, cw, to output m.  The mapping of modified works and messages, 

in most cases, is controlled by the watermark key, K.  In informed detection, 

however, the detection key can include a function that accepts the original work 

as input.  In other words, informed detection can be considered to have a unique 

key in each case.  The following equations describe most watermarking systems 

and are similar to the two previous equations regarding encryption. 

  

 

5.2.2 Preventing Unauthorized Detection 

 Consider the issue of confidential communication between two or more 

parties.  With respect to watermarking, confidential communication needs to 

prevent the detection and decoding of the watermark message.  Therefore, it is 

preferable to have a watermarking system that can guard against this type of 

attack. 

 Sometimes, it may be impractical to implement a watermarking system 

that thoroughly guards against detection and decoding of watermarking messages.  

In most cases, it is ideal to have a large amount of unique keys in order to prevent 
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against unauthorized detection and decoding.  If there isn’t a large amount of 

unique keys, brute force can be used identify the right key (assuming that the 

watermarking algorithm is known).  The issue with any system, however, is that 

one will have to compromise between requirements that may conflict with one 

another.  The result might be a small set of unique keys. 

 If the problem of a small set of unique keys is unavoidable, the problem of 

unauthorized decoding can be fixed with cryptography.  In applying 

cryptography, the message is encrypted before being embedded, and is then 

decrypted after being detected.  This system will require two keys: the watermark 

key, Kw, and the encryption key, Kc.  The system can be represented as 

  

The system for the detector is a reverse process: 

  

This whole process is shown in figure 5.3.  The encryption layer hides the 

message while the watermarking layer hides the symbols. 
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Figure 5.3: Two-layered watermarking system [106]. 

 The communication between the encryption and watermarking layer is 

similar to the message and transport layer in the OSI (Open Systems 

Interconnection) model [107].  The message layer determines what messages are 

transmitted over a network and the transport layer makes sure the messages are 

not corrupted during transmission.  With respect to the watermarking-encryption 

model, the encryption is part of the message layer while the watermarking is part 

of the transport layer. 

 While the encryption layer will prevent an attacker from decoding the 

message, it can sometimes prevent the detection of a message as well.  If a system 

is supposed to notice the difference between valid and invalid messages, it would 

be difficult to find a valid message without decoding first.  Therefore, an attacker 

that has a watermark key, but does not have a cipher key, will not find a 

watermark [108][109].   
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 Most watermarking systems will not prevent the detection of an encrypted 

message.  That is the case in systems that detect messages by comparing a 

detection statistic and a threshold.  It is also the case where detection can be 

handled through other means.  If a watermark is embedded in the least significant 

bit, there are remnant statistical artifacts found in the histogram.  These anomalies 

can be used to tell the difference between watermarked and unwatermarked 

works, regardless if the marks blend in with the noise [110][111]. 

 Referring back to the message and transport layer, stopping unauthorized 

detection without decoding is a problem in the transport layer.  The attacker 

knows that a message is being transmitted.  Conversely, encryption is being 

handled in the message layer and is only concerned with protecting the message 

[112].  Therefore, it is improbable that unauthorized detection will be prevented 

directly with cryptographic tools.  

5.2.3 Preventing Unauthorized Embedding 

 The problem with unauthorized embedding is similar to the problem in 

cryptography with verifying the sender.   Depending on the size of the messages, 

this problem can be solved using either asymmetric-keys or cryptographic 

signatures.  The most direct approach to the problem of unauthorized embedding 

is to use either of the cryptographic tools in the message layer.  So, before 

embedding, the message should be encrypted with an asymmetric-key or a 

cryptographic signature. 
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 The direct approach will prevent an attack where the attacker creates a 

message and then embeds it into the media.  Despite the possibility of the attacker 

having full knowledge of the watermarking algorithm and key, Kw, it is not 

possible to encrypt the message or make a cryptographic signature without 

knowledge of the encryption key.  If the private encryption key is kept a secret, 

two parties can safely transmit messages with the use of public and private keys. 

 The direct approach, however, does not handle an attack where the 

attacker finds a valid message and then places it in a work.  Copy attacks are 

examples where the attacker takes a valid watermark from legitimate works and 

copies it to unwatermarked works.  The private key, or cryptographic signature, is 

copied over with the watermark and is then properly decoded.  The illegitimate 

work will appear legitimate.  

 The receiving party will view the message as valid, but it will be matched 

with the wrong work.  Watermarks are supposed to have information about the 

media in question, thus the message is incomplete without the proper work.  

Suppose there is a picture of a sausage pizza, there is a watermark that is 

embedded that says, “Send food”.  To guard against a copy attack, one could 

specify the food item.  A future attempt could have the same picture of the 

sausage pizza with the watermark, “Send cheeseburger”.  There must be a way to 

validate the whole watermark message as it relates to the work in question. 



107 

 

 There are different ways of adding a description of the work in the 

message.  One could add the work to the message before making the 

cryptographic signature.  In this way, the message and the signature are 

embedded.  The attack would fail because this process modifies the work and 

would thus invalidate the signature. 

 An alternative to using the whole work would be to use only a portion of 

the work, like the lowest-frequency components.  If the process is designed to not 

change this part of the work, the signature is still valid after the work is 

watermarked.  The watermark is embedded using the following steps [113]: 

1) Make a description of the work based on immutable information. 

2) Make a one-way hash composed of the watermark and the description. 

3) Encrypt the hash with a private key to produce a cryptographic signature. 

4) Place watermark and signature in work with an algorithm that does not 

alter the description made in the first step. 

The receiver would detect and decode the watermark using the following steps 

[113]: 

1) Detect and decode the watermark to get the message and the cryptographic 

signature 

2) Make the same description that the sender made 
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3) Make a one-way hash of the watermark and the description 

4) Decode the signature using the sender’s public key 

5) Compare the decoded signature with the hash of the message and 

description.  If there is a match, then it is legitimate. 

 

Figure 5.4: A way to link watermarks to their cover works [114]. 

 The problem with using this method is if the work is expected to degrade 

between the embedding and detection steps.  Therefore, the description in the 

watermark must be robust in order to prevent it from changing in even the 



109 

 

slightest way.  A change in the description would change the one-way hash, and 

the signature will become invalid.  To counter this problem, the sender will still 

create the description of the work to be used in the cryptographic signature.  This 

time, however, the sender also embeds the description along with the message and 

the signature.  The receiver can then get the precise description of the work that 

the sender used to make the signature.  The receiver will then use the signature to 

authenticate any information that came with the work.  The next step is to make 

an inexact comparison of the embedded description and the description of the 

work.  One could find the correlation of the two descriptions and compare it 

against a threshold.  This solution allows the sent description to be slightly 

different from what is received without making the signature invalid. 

 Both methods of including a description must involve the most significant 

features of the work.  Specifically, two different works must have different 

descriptions.  If the descriptions do not differ, an attacker could copy a watermark 

from a valid work to the intended target.  The attacker may then change the target 

so that the description would match the valid work, from which the watermark 

was obtained from, and form a valid signature. 

 The systems that connect a watermark to the work reveal vulnerabilities in 

the “network layer” of the watermarking system.  The model is important because 

each layer is independent of the others, if there is a clearly defined interface.  In 

the context of the network model, the need for a connection between the message 
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and the work relies on the message (cryptographic) layer being well suited for the 

transport (watermarking) layer.  The “message layer” will need information about 

how the message will be encrypted and how the watermarking algorithm selects 

which properties of the work will remain unaffected in regards to embedding. 

 

Figure 5.5: A different way to link watermarks to their cover works [115]. 

5.2.4 Preventing Unauthorized Removal 

 The previous network model does not address the case of unauthorized 

removal, since there is no direct analogy between unauthorized removal and most 

cryptographic problems [116].  With regards to the network model, unauthorized 
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removal would occur in the “transport layer”, where the attacker stops the 

message from being received.  

 Spread spectrum techniques, rather than cryptographic ones, are used to 

prevent unauthorized removal.  Consider the problem of a secure military 

channel; spread spectrum techniques ensure the delivery of the message. 

 Spread spectrum sends the signal over many channels rather than what is 

required to transmit.  The signal spread is based on an agreed upon key between 

two or more parties [19].  Jamming spread spectrum signals become difficult and 

the case of unauthorized detection is unlikely. 

 Spread spectrum communications used by the military appear to the 

enemy as background noise.  Under those conditions, it is hard to tell what is or is 

not a transmission.  In the case of watermarking, the embedded patterns can be 

created so that they have the same characteristics as the work.  This makes it 

difficult for an attacker to detect the presence of a watermark and helps keep 

fidelity in the work [117].  Su and Girod [118] determined that watermarks that 

have a power spectrum that matches the work are most secure against Wiener 

filtering attacks. 

 Jamming is not a practical form of attack when it comes to spread 

spectrum communication.  Spread spectrum spreads the signal over a large range 

and most attackers do not have the resources to transmit over this range.  

Likewise, spread spectrum applied to watermarking prevents the attacker from 
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adding enough noise to the work in order to nullify the watermark without 

damaging the fidelity. 

 Spread spectrum is used when an attacker is denied the permissions of 

embedding or decoding.  However, there are systems, even in copy control, where 

it must be assumed that the attacker has permission to detect watermarks.  In such 

a case, spread spectrum cannot guarantee secure transmissions. While some 

hypothesize that such a system is naturally insecure, there is no proof. 

 One method that is currently under investigation as to whether a 

watermark can become secure is by making something similar to the asymmetric-

key system.  In other words, the watermark embedder uses a different key than the 

one of the watermark detector.  It is assumed that merely having the detection key 

is not enough to let an attacker remove a watermark.  While there are a few 

proposed asymmetric-key watermarking systems, which either have different keys 

for embedding and detecting or just for embedding [119][120][121][122], there is 

evidence to suggest that they can prevent removal.  Furthermore, it is possible that 

these systems are vulnerable to sensitivity analysis. 

 The purpose of asymmetric-key watermarking systems is comparable to 

asymmetric-key encryption systems.  Asymmetric-key cryptography has two 

different descriptions of a mapping from cleartexts to ciphertexts that comes from 

two different keys.  Asymmetric-key watermarking is similar in that the purpose 

is to make two descriptions of a mapping from works to embedded messages.  
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One description, based on the embedding key, provides a map from messages to 

works while the other description, based on the detection key, provides a map 

from works to messages [123]. 

 There are some differences between asymmetric-key watermarking and 

asymmetric-key cryptography that make the analogy imperfect.  Watermarking 

allows a many-to-one mapping between works and messages.  Conversely, 

asymmetric-key cryptography allows only a one-to-one mapping between 

cleartext and ciphertext.  Furthermore, the set of works that have the same 

message from mapping (detection region of the message) must be grouped in such 

a way as to provide robust watermarks.  So, if the mapping of a watermarked 

work to a message is changed slightly, the altered work should still be able to 

provide the same message.  Conversely, in asymmetric-key encryption, a small 

change in the cleartext will have a significant change in the ciphertext and vice 

versa.  This can be seen in figure 5.6. 
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Figure 5.6: Picture showing the difference between watermark and cryptographic 

mappings [124]. 

 Asymmetric-key watermarking can also be regarded with respect to a 

shape (detection region of a message) when creating two different descriptions, in 

lieu of mapping.  Embedded key descriptions would provide an easy way to find a 

point in a shape (watermarked work) that is near to some point outside of the 

shape (original work).  Detection keys would provide an easy way to find a point 

in a shape, but provide no easy way to find an outside point near the shape.  

Whether such a pair of descriptions can be created would have to take the details 

of the system into consideration. 
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 Asymmetric-key watermarking may not be the only way to prevent an 

attacker, with knowledge of the detection algorithms and keys, from performing 

an unauthorized removal.  Consider a system where the detection region is 

different from the embedding region.  In such a system, there would be a simple 

embedding region, making it easy to locate an inside point near an outside point, 

and a complex detection region, where any description would provide some 

difficulty in locating an outside point close to an inside point.  If the detection 

region encompasses the embedding region, embedding and detection would be 

easy while removal would be difficult, even with information about the 

embedding and detecting keys.  Such a system would protect against removal 

without the need for secure keys.  

5.3 Some Significant Known Attacks 

5.3.1 Scrambling Attacks 

 Scrambling attacks target the system as a whole where samples of work 

are scrambled before reaching the detector and then descrambled.  The 

complexity of the scrambling can range from an ordered permutation to a pseudo-

random scrambling of sample values, depending on the detection algorithm.  For 

instance, permuting an 8x8 grid will not defeat the D_BLK_CC detector, but will 

defeat the D_LC detector.  The only constant is the scrambling can be visually 

inverted so that something close to the original work will appear. 

 The mosaic attack is a common form of the scrambling attack.  The 

process breaks the image into small enough pieces so that the watermark detector 
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fails to notice the presence of a watermark [125].  These pieces are then placed on 

a table so that the pieces are close together.  Visually speaking, the image is 

similar to the original work.  This method is used to defeat web-crawling 

detectors, where the scrambling is merely breaking up the image into small pieces 

and then letting the browser perform the descrambling. 

 The mosaic attack is easy to perform since most browsers can descramble 

the image.  Generally speaking, anyone benefitting from scrambling attacks will 

need a descrambling device or program.  Suppose a video recording device has a 

copy-control system.  The owner of the video recording device might wish to 

have a scrambler and a descrambler in order to overcome the copy-control 

system.  The scrambler will manipulate the input of the video recorder so that the 

watermark will become undetectable.  Playback of the scrambled video is sent 

through a descrambler so that normal viewing is possible.  While such a device 

would be considered illegal, some can argue that the device can prevent children 

from watching adult content. 

5.3.2 Pathological Distortions 

 A watermark must be robust enough for any process that keeps the fidelity 

of the work in order to be protected against unauthorized removal.  While a 

normal process requires that a protected watermark be robust, an unlikely process 

could be used.  Anything that keeps the fidelity of the work can be used by an 

attacker to defeat the detector with either masking or elimination techniques.  The 
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two categories of pathological distortions are geometric/temporal (attacking 

synchronization) and noise removal distortions. 

5.3.2.1 Synchronization Attacks 

 Most watermarking methods are vulnerable to synchronization.  An 

attacker will try to mask a watermark by disrupting synchronization.  Basic 

examples of this are delay and time scaling for audio and video, and rotation, 

scaling, and translation for images and video.  These distortions are applied in 

such a way that they alter over time or space.  Pitch-preserving scaling and 

sample removal in audio, and shearing, horizontal reflection, and column or line 

removal in images are more complex examples of distortions.  There are even 

more complicated distortion processes like nonlinear warping of images.  The 

StirMark program [126] is a tool that benchmarks how a certain watermark is 

resilient to a number of distortions. 

5.3.2.2 Linear Filtering and Noise Removal Attacks 

 An attacker can also use linear filtering to remove a watermark.  Suppose 

there is a watermark that has significant energy in the high frequencies.  Using a 

low-pass filter will degrade the signal.  Furthermore, any watermarking system 

that make makes the watermark look like noise will suffer from the use of noise-

removal techniques. 

 Su and Girod [118] show that certain watermarking systems are vulnerable 

to Wiener filtering, which is an efficient linear-filtering/noise-removal attack.  It 
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can be argued that Wiener filter is at worst a linear, shift-invariant process 

provided that the watermark is independent of the work, both the watermark and 

the work are composed from zero-mean Normal distributions, and that the linear 

correlation be the detection statistic. 

 It was shown that the watermark's protection can improve against Wiener 

filtering attacks if the power spectrum of the watermark was a scaled version of 

the original work's power spectrum, thus 

  

where |c0|
2
 is the power spectrum of the cover work, |wa|

2
 is the power spectrum of 

the watermark, and 
2

wa 
2

c0 are the variances of the distributions from 

which the watermark and the work are composed from, respectively.  An attacker 

will have difficulty if the watermark and work are similar. 

5.3.3 Copy Attacks 

 A copy attack is a form of unauthorized embedding where the attacker 

copies the watermark from a legitimate work and places the copy into an 

unwatermarked work. 

 Kutter et al. [127] introduce the concept of the copy attack.  Provided a 

legitimate watermarked work, c1w, and an unwatermarked work, c2, the method 

removes the watermark from c1w which will produce something close to the 
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original, c1'.  While the recommendation is to use a nonlinear noise-reduction 

filter, any method that produces the original work will be adequate.  Next, obtain 

an estimate of the watermark by subtracting the watermarked work by the 

estimate produced in the first step: 

  

Finally, the result from the second step is added to an unwatermarked work to 

produce: 

  

The application of this method was used successfully against commercial image 

watermarking systems and would be a sufficient attack against the 

E_BLIND/D_LC and E_BLK_BLIND/D_BLK_CC example systems. 

 The method presented by Kutter et al. [127] needs close approximations of 

the original work, c1'.  While the obvious counter to this attack is to make sure that 

such an approximation is not possible, there are other ways of performing the 

copy attack without needing to create the original (depending on the 

watermarking system).  For example, if the watermark is in the least significant 

(LSB) bit plane of the work, c1w, creating an approximate is not possible since the 

values in the LSB plane were most likely random.  However, copying the 

watermark becomes a trivial matter since all one would have to do is duplicate all 

the values of the LSB plane into the target work, c2.  Therefore, while making an 
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approximate of the original work was nearly impossible, a copy attack was still 

feasible.  A more complex example is found in Holliman and Memon [128]. 

 The use of cryptographic signatures that link the watermark to the work is 

a possible counter to the copy attack.  Even if the attacker is successful in copying 

the watermark, the detector will calculate that the watermark does not belong with 

the target work. 

5.3.4 Ambiguity Attacks 

Ambiguity attacks create an illusion where a target work appears to have a 

watermark in it when that is not the case.  The attacker can use this method in 

order to claim ownership of a target work.  While this is a form of unauthorized 

embedding, this is also considered a system attack. 

5.3.4.1 Ambiguity Attacks with Informed Detection 

 Craver et al. [129] describe the ambiguity attack as a method that is used 

against systems that have an informed detector.  The attacker makes a fake 

watermark from a randomly generated pattern.  Then, the pattern is subtracted 

from the watermarked work to produce a fake original work.  While the pattern 

has characteristics different from the watermark, it is similar to the difference 

between the watermarked work and the fake original.  Assuming the attacker's 

pattern is different from legitimate watermark, the difference between the actual 

and fake original will be similar to the fake watermark.  Therefore, the owner and 

the attacker can make arguable claims to the ownership of the work.  The owner 
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can argue that the legitimate watermark is detected in the watermarked work and 

the fake original.  Conversely, the attacker can argue that the fake watermark is 

detected in the watermarked work and the true original. 

5.3.4.2 Ambiguity Attacks with Blind Detection 

 In the case of a system that uses blind detection, the ambiguity attack 

creates a fake watermark that mimics a noise signal but possesses a high 

correlation with the watermarked work.  The fake watermark is constructed by 

obtaining and distorting some features of the watermarked work.  The fake 

watermark is likely to be found in the original work since; by definition, it is 

found in the watermarked work.  The attacker subtracts the watermarked work 

from the fake watermark to make a fake original and then isolates the fakes in a 

protected area.  

5.3.4.3 Countering Ambiguity Attacks 

 While it is not possible to prevent an attacker from creating a fake original 

and watermark, an owner can protect the true original by using a watermarking 

technique that prevents forgery.  The owner may then present better evidence than 

the attacker's. 

 Invertibility [129] is the vulnerability that is being exploited by the 

attacker.  A watermarking system is invertible if inverse of the embedding can be 

practically calculated.  The inverse of the embedding method is a function that 

takes the watermarked work, cd, as input and produces a fake original work, cf, 
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and a fake watermark, wf, so that the embedding function, E(.), can place the fake 

watermark into the fake original, producing the watermarked work.  Given an 

embedding function, E(w,c), an inverse function can be created: 

  

so that  

  

E_BLIND and E_BLK_BLIND are embedding functions that add a noise pattern, 

thus their inverses simply subtracts those patterns. 

 Ambiguity attacks are not possible with noninvertible embedding 

algorithms.  One way to make a non-invertible embedder is to generate a 

watermark based on the contents of the work.  Using one-way hash functions in 

this method will prevent the attacker from creating a fake original for the purpose 

of creating a fake watermark.  Suppose a watermark is created from a pseudo-

random noise generator from the hash of the original.  The attacker could find a 

random watermark that has a high correlation with the watermarked work.  

However, the random watermark did not use the generator and would not work.  It 

is unlikely that an attacker can find a watermark with the same characteristic as 

the generator and has a high correlation with the watermarked work. 
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5.3.5 Sensitivity Analysis Attacks 

 Sensitivity analysis attacks are a form of unauthorized removal where the 

attacker possesses a black-box detector.  The detector is used to find a way from 

the watermarked work to the edge of the detection region.  It is assumed that the 

way can be estimated by the normal of the surface of the detection region and that 

the normal is mostly consistent.  

 There are three steps to the sensitivity analysis attack for a linear 

correlation detection region, illustrated in figure 5.7.  First, find a work that is 

close to the edge of the detection region.  This work does not need to be visually 

similar to the original.  There are many ways to find the edge of the detection 

region by manipulating the watermarked work.  Some examples include 

decreasing the amplitude of the contrast or volume, changing the samples with the 

mean value of the work, or making a linear combination of the watermarked work 

and a different unwatermarked work.  In each case, one could increase the 

distortion until the watermark cannot be detected.  The next step is to estimate the 

normal to the surface of the detection region.  One way to calculate this estimate 

is to use an iterative technique.  The last step is to adjust and subtract the normal 

from the target work. 
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Figure 5.7: Picture showing the three steps to the sensitivity analysis attack [130]. 

 There are two proposals on calculating the normal.  Linnartz and van Dijk 

[131] calculate the vector by evaluating the effect of N N-dimensional 

modification vectors.  Each vector is applied to the work until the detector fails to 

notice the presence of a watermark.  The normal of the surface is then calculated 
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as the sum of the adjusted vectors, where each vector is altered by the negative of 

the respective scale factor. 

 Kalker el al. [132] calculate the normal iteratively.  The process adds a 

random vector in each of the iterations and then checks to see if the detector can 

identify the presence of a watermark.  A positive detection will add the vector to 

the estimate of the normal.  If there is no watermark, the random variable is 

subtracted from the estimate.  

 A successful attack relies on the premise that the normal can be used to 

find a way outside of the detection region.  This is true for detection regions that 

have thresholds on linear and normalized correlation.  Failure would occur if the 

normal at a point on the surface revealed little information about the way to a 

short path.  Thus, creating detection region with this property is of great interest.  

5.3.6 Gradient Descent Attacks 

 The gradient descent attack differs from the sensitivity analysis attack in 

that rather than evaluating the final binary decision the attacker will have access 

to a detector than can report the detection values.  At each of the iterations of 

modifying the target work, the attacker will evaluate the detection value in order 

to estimate the gradient of the detection statistic.  The assumption is that the 

direction of steepest decent is the way outside of the detection region. 
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Figure 5.8: The local gradient used to find a short path out of the detection region 

[133]. 

 Figure 5.8 shows the gradient descent attack where the detector uses 

normalized correlation statistic.  It shows that the reference pattern is a vector that 

lies along the x-axis.  The white lines are the edges of the detection region.  The 

shaded region is the normalize correlation at each point, ranging from high/white 

to low/black. 
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 Any search method may be used to find the local gradient of steepest 

decent, in a watermarked work.  The work will steadily traverse along the path in 

each of the iterations until it is outside the detection region. 

 Success depends on the assumption that the local gradient will show the 

way to the edge of the detection region, which is the case for many detection 

statistics like linear and normalized correlation.  Therefore, preventing the attack 

from happening relies on the detection statistic not be monotonically decreased to 

the edge of the detection region.  
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6. Conclusion 

 Basic implementation of digital watermarking is insufficient when it 

comes to safe-guarding media.  Even existing schemes are vulnerable to attack 

since a single watermark would only be able to address certain types of problems 

while being vulnerable to others.  Despite the drawbacks of the relatively new 

concept of digital watermarking, the field has potential.  Digital watermarking is 

not as developed as cryptography and has room for improvement.  In the future, 

digital watermarking may see more use once people realize that cryptography is 

simply not enough. 
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7. Appendix – Algorithms  
 

E_BLIND/D_LC [134] 

Let wr be a reference pattern.  Let wm be a message pattern that encodes a 

message m.  The embedder scales the wm dded pattern, wa.  

a scalar that balances between visibility and robustness of the 

watermark.  The algorithm computes the following: 

 

 Detecting the watermark requires finding the signal wr with co and n 

present.  To do this, compute the linear correlation between the received image, c, 

and wr: 

 

where x and y are the pixel locations and N are the total number of pixels.  If c = 

co + wa + n, then: 

 

 |c, to determine the presence of a 

watermark: 

E_FIXED_LC/D_LC [135] 

This system alters the embedding strength, 

embedded.  The embedding strength is calculated by first calculating co 
. 
wm / N. 
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The goal is to guarantee that the magnitude of the detection strength is 

some constant greater than the detection threshold.  This constant is the sum of 

the detection t |c, and an embedding strength parameter

greater than zero.  The magnitude of the detection value is: 

 

where wm is a message pattern and wa m.  S |c 

z|c(cw,wm  

 

E_BLIND. 

E_BLIND/D_WHITE [136] 

To find the whitening filter, use a covariance matrix where: 

 

for every pair of pixels, i1 and i2, where (xk, yk) is the position of pixel ik, and q is 

some constant between .90 and .99.  Substituting the resulting covariance matrix 

into the probability of getting co: 

 

produces an elliptical Gaussian distribution, where R is a covariance matrix.  

 To find the whitening filter, calculate the square root of the inverse of R.  

The resulting matrix will be gwh.  The central row produces the filter, fwh.   

 The detector is similar to the D_LC algorithm, but convolves the image, c, 

and the normalized reference mark, wr, by fwh before computing the linear 

correlation.  The detector computes: 
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where c is the input image, wr is the reference pattern,  and swh is the sample 

standard deviation of wr * fwh.   The resulting value is then compared against a 

threshold to produce the following: 

E_SIMPLE_8/D_SIMPLE_8 [137] 

 Let m be a message where the i
th  

bit in the string is mapped into WAL[i,1] 

if it is a 1, and WAL[i,0] if it is a 0.  Let wri be a single reference pattern for each 

bit at location, i.  At any location, i, WAL[i,1] = wri and WAL[i,0] = -wri.  Each 

reference pattern is pseudo-randomly generated using a seed, drawn from 

independent and identically distributed (i.i.d.) Gaussian distributions.  Each 

pattern is then normalized to have zero mean.  The message pattern, wm, is 

normalized to have unit variance.   The message pattern, wm, encodes a message, 

m, by: 

 

where wtmp is the message pattern before normalization and stmp is the sample 

standard deviation.  The E_SIMPLE_8 embedder calculates the message pattern, 

wm,  and then embeds using blind embedding.  The watermarked image, cw, is 

calculated by: 

 

where co is the magnitude input by the user.   

 The D_SIMPLE_8 detector correlates the received image, c, against each 

of the reference patterns.  The sign of each correlation is used to determine the 

most likely value for each bit.  The detector will not discriminate against any 
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image, watermarked or not.  Therefore, a non-watermarked message processed 

through the detector will produce a random message.   

E_BLK_BLIND/D_BLK_CC [138] 

 The detection algorithm has two steps: 

1) Extract mark, v, from received work, c. 

2) Use a detection algorithm to find a watermark in mark, v. 

In order to extracting the watermark from an image, the image is first divided into 

8 x 8 blocks.  Then, the blocks are averaged into an array of 64 values.  Therefore, 

the mark, v, is calculated by: 

 

where i and j are indices with values in the range of zero to eight, w and h are the 

width and height of the image, respectively, and B is the total number of blocks 

within the image. 

 To detect a watermark in the mark, v, a comparison is made with a 

predefined reference mark.  If linear correlation is used, the detection algorithm 

will be the same as the D_LC algorithm.  An alteration to linear correlation, the 

correlation coefficient, allows for more robustness, with respect to brightness and 

contrast, because the means are subtracted from the two vectors and then 

normalized.  Thus, all the values in a vector will be unaffected if a constant is 

either added or multiplied.  The correlation coefficient is defined as: 

 

where ṽ = (v- v ) and v = mean value of v (the same goes for wr).  Also, 
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 The correlation coefficient can be seen, geometrically, as the cosine of the 

angle formed between two vectors.  Therefore: 

 

The D_BLK_CC outputs: 

 

cc is a constant threshold. 

The E_BLK_BLIND embedder has three steps: 

1) Extract a mark, vo, from the original work, co. 

2) Choose a vector, vw, in marking space that is close to the extracted mark 

but in detection space. 

3) Project vw into media space to obtain the watermarked work, cw. 

The extraction process is the same as the detector.  Divide the image in to 8 x 8 

blocks; find the average of each block, then make a vector in 64-dimensional 

marking space. 

 Watermarks are embedded using a blind embedding algorithm like 

E_BLIND.  The added mark, wa, m, where wm = wr if m = 1 and –

wr if m = 0.  The result is the vector vw, which is equal to vo + wa. 

 Finally, projecting vw into media space requires finding cw, which is 

visually similar to co.  One way to do this is to: 

 

where mod is the modulo operator.   
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