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Abstract

Small and medium size businesses have a lower chance of detecting and preventing cyber-
attacks due to the high cost associated with adopting the latest security solutions and frameworks.
This thesis presents a potential approach to implement most of the CIS Critical Security Controls
without the need to dedicate a large budget to acquire commercial security solutions. An
organization can adopt open source security solutions along with Windows built-in tools to cover
most of the CIS controls if the organization implemented the policies and procedures necessary
for each control. Any organization including small and medium size business can start improving

their security posture by utilizing the cost-effective solutions mentioned throughout this research.
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Introduction

During the past decade, organizations have witnessed an increased number of cyber-
threats. In 2017, there were 1,579 million recorded data breaches which contributed to the exposure
of about 180 million records.[1] Furthermore, the financial impact of cyber attacks is huge;
according to recent estimates by the Ponemon Institute in 2018, the average total cost of a data
breach is $3.86 million.[2] The total cost of a data breach has increased by 6.4% in 2018 when
compared with 2017 cost.[2] Furthermore, the probability of a breach recurring within a 2-year
timeframe is almost 30%.[2]

Attacks are becoming easier and cheaper to carry especially after the creation of Crime-as-
a Service (CaaS) model. The CaaS is a complex and organized model that provides attackers with
high-performance tools and services at a relatively low cost as low as $100 per 1000 installs for
their infection/spreading services.[3] Cyber attacks affect the operation of organization across all
sectors. No company is completely immune from potential cyber threats. The potential risk for
cyber threat is unavoidable, but, vulnerabilities can be significantly reduced by implementing
security controls which can eventually lead to a decreased risk.[4]

The impact of cyber attacks was recognized by the majority of business leaders.[5]
According to the Global State of Information Security Survey in 2018, a successful cyber attack
could lead to losses or damages to operations loss of high-value data, lower quality of products
and services, and physical damages.[5] On average, it takes 191 days for a company to detect the
presence of a data breach.[6] With such timeframe, the impact of a successful breach may
eventually lead to loss of time and money, loss of business reputation and loss of business value

in the market. [7]
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A plan to secure the company information and assets is needed regardless of the size of the
company.[8] Small and medium size businesses (SMBs) do not usually put enough effort to secure
their network and data due to the lack of awareness, resources, and budget; which makes SMBs
the perfect target to access bigger companies’ network. The best example for this scenario is the
famous retailer “Target” hack and credit cards breach. The attackers compromised the Heating,
Ventilation, and Air Conditioning (HVAC) service provider’s network and then pivoted to Target
network. This breach has cost Target $162 million in expenses.[9]

SMBs also have valuable information that must be protected to maintain the company
credibility and business function including product information, financial information, customer
information. SMBs are at risk of attacks from competitors who could steal their customers,
protocols, pricing information, contracts, and other valuable data.[10] Any breach that
compromises the company’s data and information assets may lead to significant losses in the
company assets and functionality and legal liabilities that may eventually lead to a complete loss

of the company.[8]
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Literature Review

Center for Internet Security (CIS) Controls

Although there are other developed security frameworks such as the International
Organization for Standardization (ISO)/Information Security Management (IEC) 27001 and
ISO/IEC 27002 and the National Institute of Standards and Technology (NIST) 800-53.[11, 12],
these frameworks require a great effort to implement and understand because of the wide range of
controls that these frameworks provide. The CIS controls were designed to provide organizations
with a smaller number of actionable controls to gain effective, immediate and high impact security
outcomes; which makes the CIS controls a good fit for SMBs [12, 13].

The primary focus of the CIS controls is to improve the organization’s ability to prevent
and stop attacks before these attacks are declared as incidents. The CIS controls do not focus on
providing detailed guidelines for incident detection, mitigation or response but rather provide
guidelines on reducing the number of incidents by preventing successful breaches and
exploitations against the organization. Thus, when comparing the CIS controls to other
frameworks, the CIS controls can provide the foundation to build upon the previously mentioned

security frameworks.
Definition

SysAdmin, Audit, Network, Security (SANS) Institute has defined the CIS controls as “A
recommended set of actions for cyber defense that provide specific and actionable ways to stop
today's most pervasive and dangerous attacks.”’[14]

Another definition to better understand the functionality of the CIS Controls has been

provided by the CIS is “The CIS Controls are a prioritized set of actions that collectively form a
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defense-in-depth set of best practices that mitigate the most common attacks against systems and

networks.”[15]
Brief History

In 2008, the Department of Defense (DoD) has requested from the National Security
Agency (NSA), CIS, the SANS Institute and multiple private sectors to develop a framework that
helps organizations identify and address their security gaps.[13] The initial goal of the CIS controls
was to prioritize a list of main controls to prevent the majority of potential attacks.[13] The initial
draft of the CIS controls was published in early 2009 and multiple organizations and information
technology (IT) specialist has evaluated the initial draft and submitted their input for a final
validation by the State Department.[13]. When this initial draft was validated and the initial
security controls were implemented, the State Department has witnessed a significant decrease in
attacks numbers in 2009.[13] More than 88% of cyber vulnerabilities was reduced across 85
thousand systems in the State Department.[13] Back then, the CIS controls were known as the
“Consensus Audit Guideline”. A few years later, the ownership of CIS controls was transferred to
SANS in 2013 and was called the SANS Top 20 Critical Security Controls. It was in 2015 when
the ownership was moved to the CIS, and now it is known as the “CIS Critical Security Controls”.
[16]

Version 7

After almost 3 years of the release of Version 6, the Center for Internet Security has
released Version 7 of the CIS controls on March 19, 2018. The major change in version 7 is the
change of controls’ categorization. The CIS has moved from Foundational and Advanced
categories in version 6 to Basic, Foundational, and Organizational categories in version 7. The

new version also recommends immediate implementation of the first six controls instead of the
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first five in version 6. There are still 20 controls in version 7 with some controls rearranged but

the number of sub-controls has increased from 139 to 171 sub-controls. [15]

Open Source Software (OSS)

Definition
Open source software (OSS) is software developed by individuals or organizations who

publish the original underlying code for the software publicly for other individuals or organizations

to view, alter, modify or re-distribute.[17]

Open Source Security Software (OSSS) and Distributions

There are dozens of OSSS and distributions that offer defensive security capabilities and
protect systems and network form potential cyber-attacks. Some popular open sources security

tools and distributions are:

Security Onion

Security Onion is a free and open source Linux distribution.[18] It includes multiple open
source tools for network security monitoring and log aggregation to name a few. The distribution

has grown and improved tremendously over the years and is largely used in enterprises today.

OpenVAS

Open VAS (Stands for Open Vulnerability Assessment System) is a free and open source
framework developed by Greenbone network in 2009.[19] It is an online, free, automated
vulnerability scanner. It can be installed on any Linux system or be deployed as a standalone using

a virtual machine.
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Wazuh

Wazuh is an open source, intrusion detection system that can monitor and analyze the
internal system as well as the hosts on the network.[20] It is integrated with other potent tools such
as OSSEC, OpenSCAP and ELK Stack for an optimal monitoring and management solution.[21-
23] It provides a various set of capabilities, including log management and analysis, file integrity

monitoring, host based intrusion, and anomaly detection, policy and compliance monitoring.[20]
Kolide Fleet

Kolide Fleet is an open source software that gives organizations a better view of their
endpoints by providing the ability to collect live information from the endpoint.[24] This
information is gathered by running SQL-like queries using Osquery.[25]
pfSense

pfSense is an open source firewall and router developed by Nergate.[26] It includes a web

interface that allows hardware management without installing any software to manage.
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Problem Definition

SMBs are the drivers of the economic growth in the United States. There are more than 30
million SMBs in the United States.[27] About 50 % of all employees in the United States work in
SMBs.[27] Almost half of the cyber attacks target SMBs that consist of fewer than 250
employees.[10] In 2017, 61 % of breach victims were SMBs with less than 1000 employees.[28]
Meanwhile, only one-fourth of SMBs are prepared for potential cyber attacks.[29] Almost 60% of
SMBs reported that lack of budget is the main obstacles they face to secure their data. [29] The
majority of SMBs does not have an adequate budget to buy and deploy security monitoring tools
and equipment. According to a recent evaluation of 50 systems in Captera’s network security
directory, the average cost for one network security software for SMBs is around $1,400.[30] The
average cost per license for one year is $1,000-$2,000.[30] Companies usually need multiple
software to secure their company and need multiple licenses for multiple endpoints or servers.
Many of SMBs do not have the capacity to purchase and deploy the necessary security software
in their organization. This makes SMBs more prone to cyber-attacks and business loss.

Furthermore, SMBs may face major challenges to choose the appropriate security solutions
for its environment even if they know their security requirements. Choosing the right solution to
cover a certain control is challenging since the information and research to map OSSS solutions to
certain controls is limited today. SMBs have limited resources and budget to investigate and
determine the suitable security solution needed. Even if the company is aware of the software
needed to secure its environment, the company maybe at a stage where it does not have the budget
or the investment capacity for such software. The utilization of OSSS provides organizations with

an alternative solution to protect their systems.
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Purpose, Scope, and Goal

The aim of this thesis is to propose five OSSS and distributions that along with Windows
built-in tools can cover most of the CIS controls.

The scope of this thesis will be limited to proposing solutions for the Windows operating
system. Linux and macOS will not be covered throughout this research. This thesis will neither
discuss the technicality of implementing the proposed solution nor provide a step by step guide to
cover the CIS controls. But rather, the thesis will propose an approach to cover the CIS controls
using OSSS and standard Windows-built-in tools that do not require additional Microsoft licenses.
Estimating the cost associated with additional hardware or staffing needed to implement the
proposed solutions is outside the scope of this thesis.

The goal is to help SMBs cover any missing gaps for a certain CIS control or to start
planning the overall security roadmap to implement all the CIS controls without the need to buy
expensive commercial security software and using solutions that can be implemented in a timely

manner.
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Methodology

This research started by analyzing the sensors for each sub-control of the CIS controls
(version 7).[31] The CIS controls, sub-controls, and sensors are listed in Appendix 1. A sensor is
considered as the baseline or the technical process that is necessary to implement a specific sub-
control. Initially, the sensors of the first six CIS control were analyzed. The first six CIS controls
are considered as the “Basic Controls” and have the highest implementation priority according to
the CIS recommendation.[15] Thus, ensuring the coverage of the first six CIS controls is a priority.

During the initial sensor analysis, each sub-control of the first six CIS control was
analyzed. Then, if the sub-control does not require a technical tool to be implemented and can be
covered by implementing a policy or a process, it was assigned a policy/process as the primary
tool.

Next, only the sensors that require a technical tool were aggregated to identify the most
required sensors across the first six CIS controls. The result of this analysis is shown in Table 1.

Table 1: Aggregated count of sensors for Basic Controls (CSC 1 to 6)

Sensor Sensor Frequency
Log Management System / SIEM 7
Software Whitelisting System
Software Application Inventory
SCAP Based Vulnerability Management System
Patch Management System
Network Level Authentication (NLA)
System Configuration Enforcement System
Passive Device Discovery System
Public Key Infrastructure (PKI)
Active Device Discovery System
Asset Inventory System

PP RPRRPRPRRPNDWNN

After that, the potential technical solution that will cover each sensor was identified. The

popularity of the tool, features, and functions, integrations, available modules, and add-ons, as well
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as strong documentation and online support, were some of the criteria considered when choosing

the solutions. Windows built-in tools were also considered in this research as these tools are usually

available in the organization and can be implemented easily and do not require additional licensing.

Based on the mentioned criteria, the following five OSSS and distributions were chosen

for this research:

Security Onion: is considered as a distribution and not a solo tool. Thus, it provides many
OSSS out of the box such as ELK Stack, Snort, Bro and Suricata, to name few.[32-34] This
makes Security Onion a perfect candidate to cover as many CIS controls as possible very
quickly.

OpenVAS: will cover most of the requirements regarding network vulnerability scan and
risk assessment and with the available virtual machine image, an organization can start
scanning their environment in no time.

Wazuh: provides a great integration with OSSEC and OpenSCAP to give an organization
a very useful insight into their assets’ compliance with organization’s security standards as
well as file integrity monitoring, log monitoring, rootcheck, and process monitoring
capabilities. All from a single dashboard.

Kolide Fleet: provides the ability to centrally control and overview a collection of Osquery
agents across the enterprise and collect live information from endpoints at any time.
Organizations can query any endpoint for open ports or programs installed using Osquery.
Osqery even gives the ability to collect a hash value for any file on the system.

pfSense: is a software distribution that an organization can utilize as a firewall or a router.
Since pfSense usually sets at the perimeter as a firewall device, many modules can be

utilized for more functionality without the need to implement new systems or devices.
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Once the OSSS were identified and picked for each sub-control, another analysis was done
against all the sensors across all sub-controls excluding sensors for the sub-controls that can be
implemented using a policy or a process. This analysis re-confirmed the initial findings; the most
common sensors for the first six CIS controls are also among the top for the most common sensors
for the 20 CIS controls. The results are shown in Table 2.

Table 2: Aggregated count of sensors for all controls (CSC 1- 20)

Sensor Count of Sensors
Log Management System / SIEM 12
Network Firewall / Access Control System
SCAP Based Vulnerability Management System
System Configuration Enforcement System
Software Whitelisting System
Endpoint Protection System
Software Application Inventory
Anti-Spam Gateway
Identity & Access Management System
Multi-Factor Authentication System
Network Device Management System
Network URL Filtering System
Host Based Data Loss Prevention (DLP) System
Patch Management System
Network Based Data Loss Prevention (DLP) System
DNS Domain Filtering System
Backup / Recovery System
Data Inventory / Classification System
Host Based Firewall
Active Device Discovery System
Network Level Authentication (NLA)
Web Application Firewall (WAF)
Network Packet Capture System
Application Aware Firewall
Network Based Intrusion Prevention System (IPS)
Software Vulnerability Scanning Tool
Wireless Intrusion Detection System (WIDS)
Asset Inventory System
Network Based Intrusion Detection System (NIDS)
Whole Disk Encryption System
Penetration Testing Plans

oo
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Sensor Count of Sensors
Public Key Infrastructure (PKI) 1
Passive Device Discovery System 1

Next, a research through each proposed tool's documentation was conducted to verify the
sub-control coverage. If the documentation did not lead a strong evidence of coverage, a basic
testing of the tool was conducted to ensure that the tool offers a feature or a module that can cover
the sub-control requirements. If the tool was able to cover all the requirements for the sub-control,
it was assigned as a “primary tool”. If multiple tools were needed to cover the sub-control, a second
technical solution was assigned as “secondary tool” to complement the primary tool’s coverage. If
the sub-control requirements cannot be covered by the primary five OSSS or Windows built-in
tools and needed an additional out-of-band tool, that out-of-bound tool was assigned as “Other
Options”. The “Other Options” column was also assigned additional optional tools as an
alternative.

Finally, a statistical analysis was performed to determine the overall proposed tool's

coverage per control; aggregated by the coverage of the control's sub-controls.
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Implementing CIS 20 Critical Security Controls

Basic Security Controls

The first six CIS controls are considered the “Basic Controls” because they are the ground

to build the rest of the controls on. They are considered the minimum necessary controls to start

improving the organization’s security posture.

CSC 1: Inventory of Authorized and Unauthorized Devices

The very first CIS control on the list requires the organization to be aware of the devices

on their network. There is a reason why this control is listed first in the CIS controls list; the rest

of the CIS controls will build upon this very essential control because simply put “You can't protect

what you can't see”. This CIS control has eight sub-controls shown in Table 3.

Table 3: CSC 1 coverage per sub-control

CSC

11

1.2

1.3

14
1.5
1.6
1.7

1.8

Sub-Control Title Primary
Tool
Utilize an Active Discovery Tool OpenVAS

Use a Passive Asset Discovery Tool — Security Onion

Use DHCP Logging to Update

Asset Inventory Policy/Process

Maintain Detailed Asset Inventory Kolide Fleet
Maintain Asset Inventory

. Kolide Fleet
Information
Address Unauthorized Assets Policy/Process
Deploy Port Level Access Control
Utilize Client Certificates to PKI/AD ES

Authenticate Hardware Assets

Secondary
Tool

PRADS/
Bro

Policy/Process

Policy/Process

Other
Options
Nmap /

ndiff

Security
Onion
ELK Stack

OpenNAC/
PacketFence

PacketFence
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CSC 1.1: Utilize an Active Discovery Tool

The first sub-control starts the process of identifying devices by actively scanning the
network. A properly configured network scan will reveal all the devices connected to the network
at the time of the scan. OpenVAS can be utilized to implement this sub-control. OpenVAS will
probe the network to find live hosts and depending on the scan settings, OpenVAS will try to

fingerprint the host to collect more information.

CSC 1.2: Use a Passive Asset Discovery Tool

A passive scan does not require probing for live hosts. It simply identifies hosts by
analyzing which hosts are talking on the network. Organizations can utilize Security Onion with
an interface on monitor mode to analyze the traffic passing through the interface using Bro and

PRADS to identify assets.[35]

CSC 1.3: Use DHCP Logging to Update Asset Inventory

Enabling Dynamic Host Configuration Protocol (DHCP) logging will allow the
organization to identify which Media Access Control (MAC) address or host was assigned which
Internet Protocol (IP) at a certain time. Most DHCP servers will offer such feature. Organizations
can implement this sub-control by having a process to ensure all DHCP servers are sending

detailed logging data to the organization’s SIEM such as ELK Stack.

CSC 1.4: Maintain Detailed Asset Inventory

The previous sub-controls should provide an organization with a good picture of the
organization’s asset inventory. This sub-control focuses on documenting and maintaining the
information that has been collected. Once new assets have been identified, the asset inventory list

should be updated. Wazuh and Kolide Fleet’s Osquery agents can be installed on the new assets

23



to track endpoints. A spreadsheet can also be used to track assets that are offline or does not have

an agent running.

CSC 1.5: Maintain Asset Inventory Information

The inventory spreadsheet should provide more details about each system, such as Host
Name, IP address, business function, and the department responsible for the device. Kolide Fleet
will allow the organization to tag or label the assets to group them under a certain department or
business function. Kolide Fleet dashboards will also provide information about the assets’

operating system, MAC address, IP, host specs, and last time seen.

CSC 1.6: Address Unauthorized Assets

The organization can define a policy to address unauthorized devices on the network. If an
active or passive scan discovered an unauthorized device on the network, a policy can specify to
remove or quarantine the device. The policy can also specify how to properly add the device to the

network and update the inventory list.

CSC 1.7: Deploy Port Level Access Control

To decrease the threat of unauthorized devices connected to the network, an organization
can use a network access control system to quarantine unauthorized new devices and prevent these
devices from connecting to the network. PacketFence is an open-source network access control
system which can be integrated with an AD to use Lightweight Dictionary Access Protocol

(LDAP) for the user and machine authentication.[36-38]

CSC 1.8: Utilize Client Certificates to Authenticate Hardware Assets

This sub-control adds an additional authentication requirement for remote users or devices

outside the organization’s network. This could be done by utilizing Windows Active Directory
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Federation Services (AD FS) and PKI to generate hardware certificates for each device.[39, 40].

PacketFence does also include an optional PKI service to be installed.[41]

CSC 2: Inventory of Authorized and Unauthorized Software

Moving on to the second CIS control which focuses on the visibility of the software running

in the environment. After getting a good grip on the security of the devices running in an

organization, the next natural and logical step is understanding what kind of software is running

on these devices. An organization can inventory all authorized and unauthorized software to better

understand its threats and vulnerabilities. This CIS control has ten sub-controls shown in Table 4.

Table 4: CSC 2 coverage per sub-control

CSC

2.1

2.2
2.3
2.4

2.5

2.6
2.7

2.8

2.9

2.10

Sub-Control Title

Maintain Inventory of Authorized
Software
Ensure Software is Supported by
Vendor
Utilize Software Inventory Tools
Track Software Inventory
Information
Integrate Software and Hardware
Asset Inventories
Address Unapproved Software
Utilize Application Whitelisting
Implement Application Whitelisting
of Libraries
Implement Application Whitelisting
of Scripts
Physically or Logically Segregate
High Risk Applications

Primary Secondary
Tool Tool

Policy/Process

Policy/Process
Kolide Fleet
Kolide Fleet  Policy/Process

Kolide Fleet

Kolide Fleet

AppLocker GPO

AppLocker GPO

AppLocker GPO
Policy/Process pfSense

CSC 2.1: Maintain Inventory of Authorized Software

Other
Options

Wazuh
Wazuh

Wazuh
Wazuh

OPNsense

This sub-control requires building and maintaining an inventory list of all organization’s

approved software. The list can include all software used for business purposes installed on an
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organization’s device or system. This will help create a baseline for standard software used across

the organization and it will help identify deviations from the organization’s standards.

CSC 2.2: Ensure Software is Supported by Vendor

Organizations can implement this sub-control by having a policy and a process to regularly
ensure that all their devices and systems are kept up to date by installing the latest updates and
operating system patches. If the organization discovers a device or a system running an
unsupported software or operating system, the device can be tagged and device’s patching priority
can be increased. If the software is no longer supported by the vendor, the organization can plan

to replace or upgrade the device.

CSC 2.3: Utilize Software Inventory Tools

This sub-control can be implemented by having a policy and a process to ensure the
organization’s software inventory list is up to date, all software installed on organization’s assets
can be audited and updated on a regular basis. To automate this task, an organization can use
Kolide Fleet to schedule pre-defined query packs to query all the agents installed on the company’s

systems or a list of software installed.

CSC 2.4: Track Software Inventory Information

When collecting software information from devices across the network, the organization
can track the name, version, publisher, and install date for all software and operating systems to
enrich the inventory data. This also can be accomplished by running queries using Kolide Fleet

Osquery agents.

CSC 2.5: Integrate Software and Hardware Asset Inventories

It is important to combine software and hardware asset inventories into one list to

understand each asset’s vulnerabilities. These vulnerabilities can be from an open port or running
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service or an outdated software installed. Kolide Fleet provides a nice dashboard to oversee all the

assets and can produce the information needed by running queries across the environment.

CSC 2.6: Address Unapproved Software

Unapproved software can be addressed using the organization’s policy. The policy can
specify the criteria needed to define a software as an unapproved software. The device running an
unapproved software can be isolated or blocked from accessing the corporate network. The policy

can specify a process to immediately remove the unapproved software.

CSC 2.7: Utilize Application Whitelisting

The requirement of this sub-control could be achieved by implanting a software
whitelisting system to ensure only authorized and trusted software is able to execute and run on
company approved devices. This can be accomplished using Microsoft AppLocker to specify
which software is approved and then push out this policy to the endpoint using Microsoft Group
Policy Objects (GPOs).[42-44]

CSC 2.8: Implement Application Whitelisting of Libraries

This follows the previous sub-control. When applying software whitelisting policies,

organizations can also block the systems’ processes from loading any unauthorized software

libraries. AppLocker and GPOs can be utilized here also.

CSC 2.9: Implement Application Whitelisting of Scripts

AppLocker and GPOs can also be used to block any unauthorized or unsigned scripts from

running of organizations’ devices.
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CSC 2.10: Physically or Logically Segregate High Risk Applications

This sub-control requires using a Demilitarized Zone (DMZ) or separating applications
with a high risk or threat profile from the rest of the network. This could be accomplished by either
connecting servers to different physical switches on different networks or virtually by using Virtual
Local Area Networks (VLANS) or Access Control Lists (ACLs) on firewalls such as pfSense or

OPNsense.[45]

CSC 3: Continuous Vulnerability Assessment and Remediation

Just like the first two CIS controls would provide visibility and understanding of the
organizations’ overall software and hardware assets, the third control would allow the organization
to understand and address the vulnerabilities these assets might possess. This CIS control has seven
sub-controls shown in Table 5.

Table 5: CSC 3 coverage per sub-control

CC Sub-Control Title FITIIELRS SEEITCELY Sl
Tool Tool Options
Run Automated Vulnerability Nmap /
3.1 Scanning Tools OpenVAS Ndiff
3. Perform Authentlcat_ed Vulnerability Policy/Process
Scanning
Protect Dedicated Assessment .
3.3 Accounts Policy/Process
Deploy Automated Operating Chef/
34 System Patch Management Tools WSUS Ansible
35 Deploy Automated Software Patch WSUS
Management Tools
Compare Back-to-back .
3.6 Vulnerability Scans Policy/Process
3.7 Utilize a Risk-rating Process Policy/Process
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CSC 3.1: Run Automated Vulnerability Scanning Tools

Being aware of your assets may not be sufficient to determine the risk associated with these
assets. Thus, an organization can scan their assets for vulnerabilities on a defined and approved
schedule. This can be accomplished by utilizing OpenVVAS for networking scanning to discover
which services are running on devices and the risk associated with these services. Organizations

can also script Nmap to scan the environment then use Ndiff to compare the scan results.[46, 47]

CSC 3.2: Perform Authenticated Vulnerability Scanning

When using a network scanner, a dedicated, special service account can be used to
authenticate to systems. Using an authenticated scan can help with providing more accurate results
regarding the services installed and running on each system. Organizations can utilize a process to
configure a scan to run with the service account designated for this task in order to cover this sub-

control.

CSC 3.3: Protect Dedicated Assessment Accounts

To implement this sub-control, an organization can set up the dedicated, special service
account mentioned in the previous sub-control with the least privileges needed to run scans

successfully.

CSC 3.4: Deploy Automated Operating System Patch Management Tools

After every scan, the scan results can be reviewed to determine the patches needed to be
deployed to the affected systems. An organization may have a system in place to automate pushing
out the missing patches to all affected systems. An organization can determine the patching
schedule based on the vulnerability severity. This can be accomplished by utilizing Microsoft
Windows Server Update Services (WSUS), which is available at no cost on all Windows Server

2012 and up.[48] Other options can include Chef or Ansible.[49, 50]
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CSC 3.5: Deploy Automated Software Patch Management Tools

This follows the principles to the previous sub-control. Outdated software can also be

added to patching cycle based on the vulnerability and risk severity.

CSC 3.6: Compare Back-to-back Vulnerability Scans

An organization can verify that the missing patches have been applied successfully by
comparing the results of the most recent scan to the previous scan when the vulnerability was
identified and start a process to expedite pushing patches to any system that was not patched

successfully.

CSC 3.7: Utilize a Risk-rating Process

As discusses in the previous sub-control, an organization’s vulnerability remediation
efforts can be focused on patching the vulnerabilities with the highest risk or severity. Prioritizing
the remediation efforts can help organizations reduce their threat landscape more effectively in a

timely manner.

CSC 4: Controlled Use of Administrative Privileges

The fourth control focuses on the principle of least privilege and separation of duties. This
control will help decrease the impact of a successful attack using compromised user’s credentials
to limit the attacker’s ability to execute malicious software, escalate privileges or login into critical
servers. This CIS control has nine sub-controls shown in Table 6.

Table 6: CSC 4 coverage per sub-control

. Primary Secondary Other
CSC Sub-Control Title Tool Tool Options
41 Maintain Inventory of Policy/Process PowerShell

Administrative Accounts [ WMIC
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Primary Secondary Other
Tool Tool Options
4.2 Change Default Passwords Policy/Process
Ensure the Use of Dedicated

CSC Sub-Control Title

4.3 Administrative Accounts Policy/Process
4.4 Use Unique Passwords Policy/Process
privacylDE
45 Use Multifact_O( Aut_hentication For Policy/Process PKI/ . Al
' All Administrative Access AD FS LinOTP /
gluu
46 Use of Dedicated Machines For All Policy/Process

Administrative Tasks
4.7 Limit Access to Script Tools AppLocker GPO

Log and Alert on Changes to . _
48 Administrative Group Membership ~ SccUrty Onion  ELK Stack

Log and Alert on Unsuccessful

4.9 Administrative Account Login

Security Onion ELK Stack

CSC 4.1: Maintain Inventory of Administrative Accounts

This sub-control requires organizations to create an inventory list of all accounts with
administrative rights in the environment. Once this baseline list has been created, the organization
can have a process in place to compare and audit the list regularly to ensure that only the approved
personnel have admin access to company’s systems and resources. To automate this step, a
PowerShell script could be scheduled to run Windows Management Instrumentation Command
line (WMIC) to get a list of users and then compare it to a previous list.[51] The results can be

reviewed and any unauthorized account may be investigated.

CSC 4.2: Change Default Passwords

The next sub-control requires implementing a policy to change the default password on
any device that belongs to the organization. These devices include but not limited to: printers,
security cameras, routers, switches and any other device that is shipped with a default password.

This sub-control will help to reduce the success rate of a brute-force attack.
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CSC 4.3: Ensure the Use of Dedicated Administrative Accounts

Organizations can have a policy and a process to ensure creating two separate accounts for
administrators of the environment. Personnel with admin accounts may be aware of where and
when to use the admin account. Administrative accounts can be used for the sole purpose of

administrating organization’s assets and devices and running scripts.

CSC 4.4: Use Unique Passwords

If a Multi-Factor Authentication (MFA) is not feasible to use for certain accounts such as
local admin accounts or service accounts, an organization can have a policy to prevent using the
same password for different accounts or devices. Every account may have a password that is

unique to that system or device.

CSC 4.5: Use Multifactor Authentication for All Administrative Access

Organizations can implement this sub-control by having a policy and a process ensuring
that administrative accounts are using encrypted channels to authenticate to different systems. The
policy can prohibit using unsecure Virtual Network Computing (VNC) and permit secure Remote
Desktop Protocol (RDP) or Secure Shell (SSH) instead.[52-54]

The process can also restrict administrators to using MFA when authenticating.
Organizations can implement MFA by utilizing Windows AD FS and PKI to generate certificates
as a form of second factor authentication as discussed in CSC 1.8 or can use a dedicated open

source solution such as privacylDEA, LinOTP, gluu.[55-57]

CSC 4.6: Use of Dedicated Machines for All Administrative Tasks

Organizations may have a policy in place to ensure that administrative activities can be
done from a dedicated machine or “jump box”. The jump box is preferably connected on a separate

network and has limited access to the internet. Personnel with admin accounts can avoid using the
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admin account for browsing the internet or for accessing their emails. An account with fewer

privileges may be used for such activities.

CSC 4.7: Limit Access to Script Tools

PowerShell scripts are a staple in every hacker’s toolbox. Thus, only certain accounts
across the organization can have the ability to run scripts. AppLocker and GPOs can help block

certain accounts or endpoints from running PowerShell and batch files. [51, 58]

CSC 4.8: Log and Alert on Changes to Administrative Group Membership

Admin accounts can be limited and well documented across the organization. Any
modification to the administrator’s group can be logged and alerted on. These changes include
adding or removing an account from the administrator’s group or changing the privileges of any
administrator account. If the organization is forwarding all the authentication logs to ELK Stack
as indicated in CSC 6.5 and CSC 6.6, this sub-control can be implemented by configuring ELK

Stack to alert on certain Windows Event IDs or alert on certain commands for Linux. [59-61]

CSC 4.9: Log and Alert on Unsuccessful Administrative Account Login

Administrative accounts are highly targeted by attackers. An abnormal number of failed
logins for an admin account might indicate a brute-force attempt. Thus, any failed login for an
admin account can be logged and alerted on. Just like the previous sub-control, this can be

implemented by alerting on certain event IDs for Windows and certain logs or Linux.[62, 63]

CSC 5: Secure Configurations for Hardware and Software

The fifth CIS control covers secure configuration. The key focus for this CIS control is to

establish a configuration baseline and utilize it for all new system deployments as well as auditing
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and monitoring current systems’ configurations. This CIS control has five sub-controls shown in
Table 7.

Table 7: CSC 5 coverage per sub-control

csc Sub-Control Title AIELR SEEIACEL Sl
Tool Tool Options
. . . . CIS
51 Establish Secure Configurations Policy/Process Benchmark SCT
5.2 Maintain Secure Images Policy/Process
5.3 Securely Store Master Images Policy/Process
Deploy System Configuration Chef /
54 Management Tools GPO Ansible
55 Implement Automated Wazuh

Configuration Monitoring Systems

CSC 5.1: Establish Secure Configurations

Operating systems and software usually come with default settings and configurations out
of the box. Default configurations usually are not designed according to security best practices.
Organizations may need to implement a policy and process to harden their systems by enforcing
more secure configurations. Organizations can also use CIS Benchmarks as guidelines.[64]

CIS Benchmarks provides very detailed PDF guides to secure different operating systems and
software’s configuration. Another resource for secure configuration is Microsoft Security
Compliance Toolkit (SCT).[65] Microsoft-recommended security configuration baselines for
Windows and other Microsoft products include automation scripts and spreadsheets for manual

process.[65]

CSC 5.2: Maintain Secure Images

Once a secure baseline has been established, the organization can use a policy to create and
store a golden image securely. The golden image may be used for any new system deployment or

for imaging a compromised system.
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CSC 5.3: Securely Store Master Images

To ensure and maintain the integrity of the organization’s golden images, a policy and a
process can be in place to keep a record of the hash value of the golden image file and schedule a
script to retrieve that hash value and compare it on a regular basis to ensure the image has not been
tampered with. Organizations can also keep a copy of these images offline on a physical external
hard drive or Universal Serial Bus (USB) drive in case the backup server becomes compromised

or unreachable.

CSC 5.4: Deploy System Configuration Management Tools

This sub-control can be implemented by addressing systems that have deviated from the
company-standard configuration settings. Microsoft GPO can be utilized to automatically enforce

and redeploy configuration settings.[66]

CSC 5.5: Implement Automated Configuration Monitoring Systems

Organizations can monitor and identify any system that has deviated from organization’s
standard configuration. Wazuh along with OpenSCAP wodle integration can be utilized to perform

specialized configuration assessments to ensure compliance with organization policy.[67]

CSC 6: Maintenance, Monitoring, and Analysis of Audit Logs

This CIS control is very useful for incident response and intrusion detection as well as root
cause analysis for operational issues. Organizations may collect all critical systems’ logs in a
centralized location and the logs may be reviewed daily. This CIS control has eight sub-controls

shown in Table 8.
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Table 8: CSC 6 coverage per sub-control

CSC

6.1

6.2
6.3
6.4

6.5

6.6
6.7
6.8

Sub-Control Title

Utilize Three Synchronized Time
Sources

Activate Audit Logging
Enable Detailed Logging
Ensure Adequate Storage for Logs

Central Log Management

Deploy SIEM or Log Analytic Tool
Regularly Review Logs
Regularly Tune SIEM

Primary
Tool

Policy/Process

Policy/Process
Policy/Process
Policy/Process

Security Onion

Security Onion
Policy/Process
Policy/Process

CSC 6.1: Utilize Three Synchronized Time Sources

Secondary Other
Tool Options
AD/

DC/
GPO

ELK Stack /
Filebeat

ELK Stack GrayLog

GrayLog

Establishing a timeline is essential for investigating any intrusion. Organizations can

implement this sub-control by verifying all their systems are pointing to the same Network Time

Protocol (NTP) server across the enterprise. This is especially important if the organization have

assets in different time zones. Organizations can define specific NTP servers in all Domain

Controllers (DCs) and ensure all devices on the network are time synchronized using AD and

GPOs.[68]

CSC 6.2: Activate Audit Logging

This sub-control requires organizations to enable local logging on all systems and network

devices. Organizations can have a policy in place to enable local logging on all systems and

network devices. This policy is important to trace certain events or issues on any system.
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CSC 6.3: Enable Detailed Logging

Following on the previous sub-control, when enabling logging on systems across the
network, the collected logs can be reviewed to ensure all necessary metadata is included in the

logs. This can be a part of the policy developed by the organization in the previous sub-control.

CSC 6.4: Ensure Adequate Storage for Logs

An organization can also prepare enough storage space to store logs for the period defined
by the organization’s log retention policy mentioned in the previous sub-control. Older logs can

be compressed and archived to lower storage costs.

CSC 6.5: Central Log Management

This sub-control requires collecting all systems’ logs centrally. Collecting all logs in one
place will help organizations make more sense of the data and make it easier to analyze, correlate
and aggregate the logs. ELK Stack can be utilized to cover this sub-control by either using Beats
agents or by using syslog.[69, 70] Beats agents can ship logs from windows hosts and other devices

where syslog is not available.

CSC 6.6: Deploy SIEM or Log Analytic Tool

As mentioned in the previous sub-control, collecting all logs in one place will make it easier
to analyze, correlate and aggregate the logs. A Security Incident and Event Management (SIEM)
solution will make this process easier and more effective. ELK Stack is included in Security Onion
and can be used to cover this sub-control. Another option is GrayLog which is also open source

and comes with a security focused dashboard and enrichment. [71]

37



CSC 6.7: Regularly Review Logs

Once an organization has deployed a SIEM solution, a process can be defined to review
collected logs regularly. Analysts can look for abnormal events or behaviors and any alerts that

have been generated.

CSC 6.8: Regularly Tune SIEM

SIEMs are not set up to operate as “set it and forget it” mode. Organizations can implement
a policy to regularly tune their SIEM solution to reduce false positives and increase visibility and

detection rate. Any un-necessary or noisy logs can be tuned.

Foundational Security Controls

Foundational controls will focus on many technical aspects of securing an organization.
These controls can help an organization improve the security and availability of its systems,

networks, data, and infrastructure significantly.

CSC 7: Email and Web Browser Protections

After implementing the first six controls, an organization should have a better
understanding of its infrastructure and assets. The next step is to focus on today’s most common
types of attacks; manipulating users to open a phishing email or click on a malicious link. This
control will go over how to secure Emails and web browsers and it has ten sub-controls shown in
Table 9.

Table 9: CSC 7 coverage per sub-control

Primary Secondary
Tool Tool

GPO

CSC Sub-Control Title Other Options

Ensure Use of Only Fully Supported

1 Browsers and Email Clients
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Primary Secondary

CSC Sub-Control Title T Other Options
ool Tool
79 Disable Unnecessary or Unauthorized GPO
' Browser or Email Client Plugins
73 Limit Use of Scripting Languages in GPO
' Web Browsers and Email Clients
74 Maintain andUESfLolr:citlateNr:twork Based ofSense Squid
Subscribe to URL-Categorization Squid
75 Service pfSense ufdbGua_rd
E2Guardian
Squid
7.6 Log All URL Requests pfSense Security
Onion
OpenDNS,
7.7 Use of DNS Filtering Services pfSense Unbound CleanBrowsing
Quad9
Implement DMARC and Enable . Postfix
18 FI;eceiver-Side Verification pfSense MailScanner SpamAssassin
7.9 Block Unnecessary File Types pfSense MailScanner
7.10 Sandbox All Email Attachments pfSense MailScanner ClamAvV

CSC 7.1: Ensure Use of Only Fully Supported Browsers and Email Clients
This sub-control can be a combination of a policy and an enforcement. Users can be aware
of the approved list of software by the organization and may not try to use or download un-
approved software. This also can be enforced using GPOs policies to push or remove software
packages.
CSC 7.2: Disable Unnecessary or Unauthorized Browser or Email Client Plugins
The same discussion for the previous sub-control applies to this sub-control also.
CSC 7.3: Limit Use of Scripting Languages in Web Browsers and Email Clients

Same as the previous two sub-controls, disable certain scripting languages can be achieved

using GPOs.
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CSC 7.4: Maintain and Enforce Network-Based URL Filters

Using pfSense firewall along with Squid proxy integration can allow the organization to
prevent users from visiting certain sites that belong to a certain category defined by the

organization.[72] Both pfSense and Squid can allow or block traffic to certain website or IP.

CSC 7.5: Subscribe to URL-Categorization Service

Universal Resource Locator (URL) Categorization service will dynamically update the
proxy’s blacklist to block users from landing on known malicious sites. There are multiple free
URL-Categorization services that integrate with Squid including ufdbGuard and E2Guardian.[73,

74]
CSC 7.6: Log all URL Requests

Collecting which sites were visited by a certain endpoint will provide a tremendous value
in an incident investigation or containment. URL-request logs usually include information such as
the time, date, Hypertext Transfer Protocol (HTTP) method, visited site name, URL and the HTTP
response code. Organizations can enable this feature in Squid and configure Squid to send all its

logs to ELK Stack in Security Onion.

CSC 7.7: Use of DNS Filtering Services

In concept, this is similar to CSC 7.4. DNS filtering will allow organizations to block
malicious domains by returning a non-routable IP address to the Domain Name System (DNS)
query requester. pfSense provides a module to enable Unbound DNS server. An organization can
use Unbound DNS server to block its own list of malicious IPs or domains.[75] The organization
can also point this DNS server to query public DNS servers such as OpenDNS, CleanBrowsing or

Quad9 which will block phishing and malicious sites for free automatically.[76-78]
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CSC 7.8: Implement DMARC and Enable Receiver-Side Verification

Verifying the identity and the origin of an email can help to reduce the amount of spam,
phishing and spoofed emails an organization receives. pfSense offers an open source email
gateway module: MailScanner.[79] MailScanner has multiple add-ons such as Postfix and
SpamAssassin which will enable checking for the Sender Policy Framework (SPF) and the
DomainKeys Identified Mail (DKIM) standards and Reporting and Conformance (DMARC)
policy.[80, 81] These standards and protocols will verify the identity and the origin of the email
received by the gateway. Organizations can also check with their online email service provider to

enable these features.

CSC 7.9: Block Unnecessary File Types

Organizations can specify which file types are allowed through the email gateway. There
is no reason for users to send and receive executables and scripts through emails. MailScanner can

provide the ability to block unnecessary or suspicious file types at the gateway.

CSC 7.10: Sandbox All Email Attachments

If an email has a suspicious attachment, the attachment can be checked and verified before
landing in a user’s email box. MailScanner has a built-in anti-virus: ClamAV[82]. It can scan the

attachment for known viruses and malware before sending to the end user.

CSC 8: Malware Defenses

Malware attacks are very common today as they can cause a lot of damage very quickly.
This control will focus on detecting, containing and preventing malware and virus attacks against

an organization. This CIS control has eight sub-controls shown in Table 10.
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Table 10: CSC 8 coverage per sub-control

Primary Secondary

CSC Sub-Control Title Other Options
Tool Tool
Utilize Centrally Managed Anti- Windows
8.1 Malware Software Wazuh Defender
Ensure Anti-Malware Software and  Policy/Pro
8.2 . GPO
Signatures are Updated cess
Enable Operating System Anti- .
8.3 Exploitation Features/ Deploy Anti- GPO Windows
i X Defender
Exploit Technologies
Configure Anti-Malware Scanning of Windows
8.4 Removable Devices Wazuh Defender
85 Configure Devices Not To Auto-Run GPO

Content
8.6 Centralize Anti-Malware Logging Wazuh

Unbound /
8.7 Enable DNS Query Logging pfSense Security
Onion
8.8 Enable Commar)d-Llne Audit GPO
Logging

CSC 8.1: Utilize Centrally Managed Anti-Malware Software

It is important for organizations to be aware of any infection or known exploit used in their
environment. Thus, having a centrally managed anti-malware software is essential. While this
research will not provide a ready to be deployed solution for this sub-control; organizations can
use Wazuh along with Windows Defender and a custom ruleset to generate an alert for Windows

Defender detections on Wazuh.[83]

CSC 8.2: Ensure Anti-Malware Software and Signatures are Updated

This sub-control is more of a policy, regardless of which Antivirus (AV) solution is being
utilized across the enterprise. Organizations can ensure that the AV used is up-to-date by pushing

put a configuration policy using GPOs.
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CSC 8.3: Enable Operating System Anti-Exploitation Features/ Deploy Anti-

Exploit Technologies

Enabling anti-exploitation features such as Data Execution Prevention (DEP) or Address
Space Layout Randomization (ASLR) will help an organization minimize the number of
successful exploits. These features are available in Windows Defender and can be pushed out to

all windows hosts using GPOs.[84]

CSC 8.4: Configure Anti-Malware Scanning of Removable Devices

Removable devices such as USB flash drives possess high threat risk due to its nature of
being plugged into multiple systems that might be outside the organization's network or systems
that do not follow the organizations secure standards. Windows Defender scans removable devices
for viruses and malware automatically on Windows 10 Pro and up.[85] Wazuh can be utilized to

determine where USB drives have been plugged into on an organization’s system.[86]
CSC 8.5: Configure Devices Not To Auto-Run Content
To prevent malware and viruses from auto-running once a removable device has been
plugged into a system, a policy using GPOs can be deployed to block such action.[87]
CSC 8.6: Centralize Anti-Malware Logging

This sub-control can be covered using the workaround in CSC 8.1. Another approach can
be used if an organization is already shipping logs to ELK Stack, a custom alert can be created to

alert on detection events.

CSC 8.7: Enable DNS Query Logging

This sub-control goes hand in hand with CSC 7.7. If an organization has a DNS server or
system implemented, it can configure the DNS system to send all query logs to ELK Stack for

analysis and storage. If a system queries a known bad hostname, it can be investigated for infection.
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CSC 8.8: Enable Command-Line Audit Logging

Most of today’s attackers use the command line to execute their code and move laterally
around the environment. Enabling command-line logging will enable the organization to track and
follow the attacker’s footprints. Organizations can implement this sub-control by enabling logging

for command-line for Windows.[88]

CSC 9: Limitation and Control of Network Ports

Hackers usually start their attack by looking for open ports, services or protocols. And
will then start fingerprinting these services to identify any vulnerabilities. This control will help
organizations understand and secure open ports and running services in their environment. This
CIS control has five sub-controls shown in Table 11.

Table 11:CSC 9 coverage per sub-control

: Primary Secondary Other
CSC Sub-Control Title Tool Tool Options
. : . Wazuh /
9.1 Associate Active Ports, Services and OpenVAS Kolide
Protocols to Asset Inventory Fleet
Ensure Only Approved Ports, .
9.2 Protocols and Services Are Running Policy/Process
9.3 Perform Regular Automated Port OpenVAS nmap
Scans
9.4 Apply Host-baged l_:|rewalls or Port GPO V\/_mdows
Filtering Firewall
9.5 Implement Application Firewalls pfSense ModSecurity

CSC 9.1: Associate Active Ports, Services and Protocols to Asset Inventory

If an organization has successfully implemented CSC 2.5, then this sub-control can be also
covered, OpenVAS will provide the ability to associate ports, services, and protocols to systems
and devices. If either Wazuh or Kolide Fleet agent is installed on a system, it can also determine

and present this information.
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CSC 9.2: Ensure Only Approved Ports, Protocols and Services Are Running

An organization can have a policy to approve ports, protocols, and services before they are
enabled. A process can also be placed to address unapproved ports, protocols, and services which

might require an immediate termination of the service or isolating the system running it.

CS 9.3: Perform Regular Automated Port Scans

This sub-control depends on the previous sub-control. In order to address unapproved
ports, protocols, and services, organizations need to discover them first. Thus, an organization can
have a policy and a process to schedule these scan on regular basis and review the results. This

sub-control can be covered using OpenVVAS or Nmap.

CSC 9.4: Apply Host-based Firewalls or Port Filtering

Enabling a host-based firewall on endpoints will reduce the attacker’s chance of moving
laterally across the network. It will also reduce the chance of a ransomware spreading around the
network because users’ workstations do not need to talk to other workstations and such

communication can be blocked. Windows Firewall can be utilized to cover this sub-control.[89]

CSC 9.5: Implement Application Firewalls

External facing applications and servers are usually highly targeted because they offer a
foot in the door to the organization’s network. Web Application Firewalls (WAFs) inspect the
traffic to identify and block abnormal traffic. ModSecurity can be used to implement this sub-
control.[90] ModSecurity is an open source, cross-platform WAF. It can be configured under

pfSense.[91]
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CSC 10: Data Recovery Capabilities

This control focuses on systems and data backups to prepare organizations to recover from
incidents and minimize the downtime needed to get systems back online. This CIS control has five
sub-controls shown in Table 12.

Table 12:CSC 10 coverage per sub-control

. Primary Secondary Other
CSC Sub-Control Title Tool Tool Options
Windows
10.1  Ensure Regular Automated Back Ups Backup and
Restore
Windows
Server Backup/ UrBackup/
10.2  Perform Complete System Backups Windows Amanda/
Backup and Bacula
Restore
10.3 Test Data on Backup Media Policy/Process
10.4 Ensure Protection of Backups Policy/Process BitLocker
Ensure Backups Have At least One
10.5 Non-Continuously Addressable Policy/Process
Destination

CSC 10.1: Ensure Regular Automated Back Ups

This sub-control is crucial. If all the security controls in an organization have failed to stop
an attacker or a malware spread, an organization will always go back to the data backups to restore
the data. Hence, organizations can always verify that all scheduled backups have been completed
and investigate any error or incomplete backup. Organizations can utilize multiple Windows built-
in features such as File history, Windows Backup and Restore or OneDrive for employees’ critical

files up to 5 GB.[92-94]

CSC 10.2: Perform Complete System Backups

If a critical system gets wiped or compromised, an organization may need to recover the

operating system and configuration files along with the data stored. Thus, only backing up data
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will not be sufficient for a server to come back online in a timely manner. Organizations may need
to utilize a software that will back up the server entirely as an image or using a similar process to
ensure a quick recovery. The organization can utilize Windows Backup and Restore, Windows
Server Backup or Windows System Restore to implement this sub-control.[92, 95, 96]

Organizations can also use a dedicated system imaging a backup open source solutions such as

UrBackup, Amanda or Bacula.[97-99]
CSC 10.3: Test Data on Backup Media

An organization can have a process in place to regularly test to restore the data to avoid
last minute surprises. This process will help identify any issues with backup data before the data

is really needed.

CSC 10.4: Ensure Protection of Backups

Ransomware can infect the backup server and cripple the organization’s ability to restore
the data. Organizations may need to ensure that backups are secured and encrypted while moving
and at rest. A Windows built-in tool, BitLocker, can be used to encrypt the drive where the backups

are stored.[100]
CSC 10.5: Ensure Backups Have At least One Non-Continuously Addressable

Destination

Following the previous sub-control, an organization can have a policy in place to use an
additional destination for backups that is not part of the network such as external hard drives or

media tapes.
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CSC 11: Secure Configuration for Network Devices, such as Firewalls,

Routers, and Switches

This control goes over network devices as they cannot be ignored. Network devices are the

core element to any organization Information Technology (IT) infrastructure and they also need to

be secured. This CIS control has seven sub-controls shown in Table 13.

Table 13: CSC 11 coverage per sub-control

CSC

111

11.2

11.3

11.4

115

11.6

11.7

Sub-Control Title

Maintain Standard Security
Configurations for Network Devices
Document Traffic Configuration
Rules
Use Automated Tools to Verify
Standard Device Configurations and
Detect Changes
Install the Latest Stable Version of
Any Security-related Updates on All
Network Devices

Manage Network Devices Using
Multi-Factor Authentication and
Encrypted Sessions

Use Dedicated Machines For All
Network Administrative Tasks
Manage Network Infrastructure
Through a Dedicated Network

Primary
Tool

Policy/Process

Policy/Process

Policy/Process

Policy/Process

Policy/Process

Secondary Other

Tool Options
CIS
Benchmark
Nipper/
Nipper-ng

PKI1/ privacylDEA/
AD FS LinOTP/gluu

CSC 11.1: Maintain Standard Security Configurations for Network Devices

This sub-control may require the organizations to have a policy and a process to securely

configure network devices. Just as mentioned in CSC 5.1, refer to CIS Benchmarks for

recommendations on hardening network devices.

48



CSC 11.2: Document Traffic Configuration Rules

This sub-control requires documenting details when adding or disabling firewall rules.
Documentation can include business justification, change number, the duration the rule needed
and the business unit responsible. The organizations can use a spreadsheet to implement this sub-
control. pfSense provides the ability to add a description to each rule or the ability to group rules

by a visual rule separator that can divide the rules logically.[101]
CSC 11.3: Use Automated Tools to Verify Standard Device Configurations and

Detect Changes

An organization may regularly compare network devices’ security configuration to the
organization’s approved security configuration. This sub-control will help the organization
identify any network device with a security configuration that deviated from the organization’s

standard. Open source tool Nipper can be used to implement this sub-control.[102]
CSC 11.4: Install the Latest Stable Version of Any Security-related Updates on All

Network Devices

This sub-control is to ensure that organizations have a process and a policy in place to
verify all network devices are updated and operating the latest stable version. This sub-control will
help minimize the risk of successfully exploiting a network device that has not updated with the

latest security updates.
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CSC 11.5: Manage Network Devices Using Multi-Factor Authentication and

Encrypted Sessions
This sub-control follows the same recommendation for CSC 4.5. To implement this sub-
control, network admins may need to use MFA and encrypted sessions to administrate network

devices. This sub-control can be covered using the same tools discussed in CSC 4.5

CSC 11.6: Use Dedicated Machines for All Network Administrative Tasks

If an organization has implemented CSC 4.6, this sub-control should be a quick win.
Organizations can have a policy in place to use a dedicated system to manage all devices across
the organization including network devices. There is no OSSS recommendation for this sub-

control.

CSC 11.7: Manage Network Infrastructure Through a Dedicated Network

Building upon the previous sub-control, a policy that emphasizes on using dedicated
interfaces and networks for managing network devices will reduce the risk of the device being
exposed to attackers and malware since the dedicated network should mostly carry administration

traffic. There is no OSSS recommendation for this sub-control.

CSC 12: Boundary Defense

This control focuses on protecting and monitoring the network ingress and egress points.
Data entering and leaving the organization can be examined to detect anomalies and monitor

attackers. This CIS control has 12 sub-controls shown in Table 14.
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Table 14: CSC 12 coverage per sub-control

csc Sub-Control Title FRITELS) - SHEEeEly Sl
Tool Tool Options
12.1 Maintain an Invento_r y of Network Policy/Process OpenVAS Nmap
Boundaries
Scan for Unauthorized Connections
122 across Trusted Network Boundaries OpenVAS
Deny Communications with Known
123 Malicious IP Addresses pfSense
Deny Communication over
124 Unauthorized Ports pfSense
Configure Monitoring Systems to . .
125 Record Network Packets Security Onion Moloch
. . Snort/
12.6  Deploy Network-Based IDS Sensor =~ Security Onion Suricata/ Bro
Deploy Network-Based Intrusion  Security Onion Snort/
12.7 . .
Prevention Systems pfSense Suricata
ElastiFlow
Deploy NetFlow Collection on . . SOF-ELK/
128 Networking Boundary Devices Security Onion nfcapd /
ntopng
Deploy Application Layer Filtering OpenApplID/
129 Proxy Server pfSense ModSecurity
12.10  Decrypt Network Traffic at Proxy pfSense Squid
Windows .
1211 Require All Remote Login to Use fSense PKI1/ pr/I\I/_aiur:])C/)l_I[_)Fl)E/A
' Multi-factor Authentication P OpenVPN/ luu
FreeRADIUS g
12.12 Manage All Devices Remotely Wazuh /
' Logging into Internal Network PacketFence

CSC 12.1: Maintain an Inventory of Network Boundaries

The first sub-control requires organizations to stay up-to-date with network boundary
devices. If an organization implemented CSC 1.1, it can use OpenVAS to track and identify

boundary devices. This also can be accomplished using a Nmap scan.
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CSC 12.2: Scan for Unauthorized Connections across Trusted Network

Boundaries

Following on the previous sub-control, organizations can scan outside and inside each
network to eliminate blind spots or missing any devices behind a router or a firewall. This also can

be accomplished using OpenVAS.

CSC 12.3: Deny Communications with Known Malicious IP Addresses

If a bad or malicious IP was identified, it can be blocked at the perimeter firewall to
eliminate any further attack attempts. This sub-control can be implemented using pfSense firewall

rules.

CSC 12.4: Deny Communication over Unauthorized Ports

Organizations can have a list of authorized or approved ports and protocols across the
enterprise and at the perimeter. Any unapproved port or protocol cannot be allowed to

communicate and dropped immediately. This sub-control can also be implemented using pfSense.

CSC 12.5: Configure Monitoring Systems to Record Network Packets

This sub-control requires the implementation of a packet capture system. Capturing live
packet will provide a wealth of information and can be invaluable for identifying o containing
incidents. Security Onion can be used to implement this sub-control. Organizations can also

implement Moloch which is an open source, full packet capturing and indexing system.[103]

CSC 12.6: Deploy Network-Based IDS Sensor

Implementing this sub-control can help organizations detect network-based attacks.
Network Intrusion Detection Systems (NIDS) are usually noisy and produce a decent amount of

false positive alerts. Organizations can tune NIDS to make it more efficient. This sub-control can
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be implemented using Security onion which has Snort or Suricata working out of the box. pfSense
also has the ability to act as a NIDS system.[104] Bro IDS is also included in Security Onion and

can also be used to detect abnormal traffic behavior.

CSC 12.7: Deploy Network-Based Intrusion Prevention Systems

Network Intrusion Prevention Systems (NIPS) will not only detect an intrusion but will
also automatically block the attacking IP address. An organization can use NIPS when they have
high-confidence that the originating IP is malicious. Otherwise, legitimate IPs might be auto-
blocked. This sub-control can be implemented by using pfSense scripts or API call from Snort or

Suricata in Security Onion. Or by enabling Snort or Suricata as part of pfSense.[105]

CSC 12.8: Deploy NetFlow Collection on Networking Boundary Devices

Depending on the size of the organization, this sub-control can provide additional visibility
to devices talking internally if not being captured by CSC 12.5. NetFlow can be very useful to
understand traffic traveling across endpoints without leaving the parameter. ntopng can be installed
on Security Onion to enable NetFlow collection.[106] NetFlow can also be captured directly from
the monitoring interface using nfdump.[107] Organizations can also use ElastiFlow or SOF-ELK

as an alternative solution[108, 109]

CSC 12.9: Deploy Application Layer Filtering Proxy Server

As discussed in CSC 9.5, using pfSense along with ModSecurity will help determine
application layer traffic and attacks. Another available option that can be used is OpenAppID,

which focuses on application layer analysis and attack detection. It works as a Snort module.[110]

CSC 12.10: Decrypt Network Traffic at Proxy

Many of the sub-controls in this control will render useless if the traffic is encrypted. IDSs

are signature based will not detect any attacks since the packets are not readable. Organizations
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can use Squid proxy to decrypt traffic by installing Squid certificate on all endpoints pointing to
the Squid proxy. An organization can place IDS or IPS sensors internally before the traffic gets

encrypted at the egress point.

CSC 12.11: Require All Remote Login to Use Multi-factor Authentication

This sub-control will help reduce the threat of attackers using compromised credentials to
connect remotely to an organization’s network. There are multiple ways to implement this sub-
control. An organization can use pfSense, OpenVPN, RADIUS or FreeRADIUS, and Windows
PKI. [111-114]. It also can be implemented by using pfSense, OpenVPN and the solutions mention

previously: privacylDEA, LinOTP, and gluu.

CSC 12.12: Manage All Devices Remotely Logging into Internal Network

This sub-control recommends ensuring that devices that have left the organization’s
network are scanned and verified of being infection-free before allowed to enter the network.
While there are no OSSS to cover this sub-control entirely, Wazuh can be used to alert of infection
or configuration change and then an admin can block the device manually using a Network Access

Control (NAC) solution such as PacketFence.

CSC 13: Data Protection

Sensitive information is the organization’s most valuable asset. It must be protected,
secured, and tracked. This control focuses on reducing the risk associated with data leakage or
breach. This CIS control has nine sub-controls shown in Table 15.

Table 15: CSC 13 coverage per sub-control

CSC Sub-Control Title Primary Secondary Other
Tool Tool Options
131 Maintain an Invent_ory Sensitive Policy/Process
Information
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Primary Secondary Other

CSC Sub-Control Title Tool Tool Options
Remove Sensitive Data or Systems
13.2 Not Regularly Accessed by Policy/Process
Organization
Monitor and Block Unauthorized
133 Network Traffic MyDLP
Only Allow Access to Authorized
134 Cloud Storage or Email Providers pfSense
. MyDLP /
Monitor and Detect Any . .
135 Unauthorized Use of Encryption Security Onion Bro / Suricata p;zi?ge
136 Encrypt the Hard Drlve of All Mobile Policy/Process
Devices.
13.7 Manage USB Devices Policy/Process GPO
Manage System's External Removable
138 Media's Read/write Configurations GPO
13.9 Encrypt Data on USB Storage BitLocker

Devices

CSC 13.1: Maintain an Inventory Sensitive Information

This sub-control focuses on the need to identify and locate sensitive information across the
organization. Sensitive information can be identified and tracked in a secure spreadsheet or a
system. The spreadsheet or system utilized can be encrypted, password protected and is accessible
by an authorized personnel only. This will add an extra layer of protection. This sub-control can
be achieved by an organization by implementing a process. If an organization implemented a Data

Loss Prevention (DLP) system, the system can be used to identify and track such data.
CSC 13.2: Remove Sensitive Data or Systems Not Regularly Accessed by

Organization

Removing sensitive data from the network and making it available only via offline methods
can greatly reduce the risk associated with losing or compromising the sensitive data. An
organization can implement a policy or a process to take sensitive data offline after a certain period

of time. There is no recommended OSSS to implement this sub-control.
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CSC 13.3: Monitor and Block Unauthorized Network Traffic

This sub-control protects the organization’s pre-defined sensitive data from leaving the
organization by monitoring network traffic. This sub-control can be covered by utilizing MyDLP

Community Edition.[115]

CSC 13.4: Only Allow Access to Authorized Cloud Storage or Email Providers

Organizations usually have limited visibility to a cloud storage and external emails due to
the encryption capabilities of an external cloud storage or an email provider. Since external cloud
storage or external email can be the primary method for sensitive data leakage or extraction, an

organization can limit which providers are allowed using pfSense firewall rules.

CSC 13.5: Monitor and Detect Any Unauthorized Use of Encryption

Encrypted attack traffic or sensitive data can pass through most detection mechanism with
being detected. Thus, an organization can monitor any abnormal or unauthorized use of encryption
to detect suspicious activities. This sub-control can be implemented using MyDLP or using

Security Onion along with Bro or Suricata and JA3 hash lookup.[116]

CSC 13.6: Encrypt the Hard Drive of All Mobile Devices.

When assigning mobile devices to employees, organizations can have a policy and a
process to ensure that hard drive of the mobile devices is encrypted. This policy will help reduce
the risk of sensitive data leakage if the phone is lost or stolen. iPhones can be encrypted using a

built-in tool.[117] Android phones can also be encrypted using a built-in tool.[118]

CSC 13.7: Manage USB Devices

This sub-control requires organizations to only allow approved USB devices to be used in

the environment. Organizations can have a policy and a process specifying what type of devices
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can be used and block all other devices such as flash drives or external hard drives if the
organization can function without the need to use of such devices. This sub-control can be

implemented using Microsoft Windows GPOs.
CSC 13.8: Manage System's External Removable Media's Read/write

Configurations

This sub-control helps organizations to control a potential data infiltration using USB
drives when the business process requires using USB drives for a necessary business function.
Microsoft Windows GPOs can be used to allow read-only from external drives and block users’

attempts to copy data to a USB drive.[119]

CSC 13.9: Encrypt Data on USB Storage Devices

This sub-control shares the same principles as CSC 13.6. Any sensitive information stored
on a portable device including USB drives can be encrypted to prevent leakage if the device is lost
or stolen. Windows BitLocker along with Microsoft Windows GPOs can be used to implement

this sub-control.[120, 121]

CSC 14: Controlled Access Based on the Need to Know

This CIS control follows the previous CIS control to secure critical systems and sensitive
information. This CIS control helps the organization limit an attacker’s ability to access sensitive
data by moving laterally. Implementing this CIS control can also help with tracking changes to

sensitive data. This CIS control has nine sub-controls shown in Table 16.
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Table 16: CSC 14 coverage per sub-control

i Primary Secondary Other
CSC Sub-Control Title Tool Tool Options
14.1 Segment the N‘?“_N‘?”‘ Based on Policy/Process
Sensitivity
Enable Firewall Filtering Between

14.2 VLANS pfSense

Disable Workstation to Workstation
14.3 o pfSense

Communication

Encrypt All Sensitive Information in .
14.4 Transit Policy/Process

Utilize an Active Discovery Tool to
14.5 Identify Sensitive Data MyDLP

Protect Information through Access . AD
14.6 Control Lists Policy/Process Group Policy

Enforce Access Control to Data

14.7 through Automated Tools MyDLP
14.8  Encrypt Sensitive Information at Rest BitLocker

Enforce Detail Logging for Access or Elk Stack
14.9 Changes to Sensitive Data Wazuh MyDLP

CSC 14.1: Segment the Network Based on Sensitivity

The first sub-control encourages classifying network segments based on data sensitivity
within the network. This sub-control focuses on the logical side of network segmentation. An
organization can use a policy or a process to ensure networks are segmented properly.
Organizations can group assets with the same function or the level of data access needed in the

same segment. This sub-control requires a policy implemented to ensure coverage.

CSC 14.2: Enable Firewall Filtering Between VLANS

Firewall rules are not only useful at the perimeter, but they are also very useful inside the
network too. pfSense firewall rules can be used to specify how VLANSs’ traffic should be allowed
or denied. An example of this implementation would be denying any traffic from the marketing
department VLAN to the research and development VLAN. pfSense can be used to implement this

sub-control.
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CSC 14.3: Disable Workstation to Workstation Communication

The same principles and discussion for CSC 14.2 also apply to this sub-control.

CSC 14.4: Encrypt All Sensitive Information in Transit

This sub-control will limit an attacker’s ability to intercept traffic by eavesdropping once
inside the network. Organizations can implement a policy or process to ensure all the traffic is

encrypted while in transit. A specific software or process can be used based on the traffic type.

CSC 14.5: Utilize an Active Discovery Tool to Identify Sensitive Data

We have previously touched on a similar sub-control (CSC 13.3). This sub-control requires
identifying all sensitive data anywhere and on any system; not the ones on the network only.

MyDLP can be used to implement this sub-control.

CSC 14.6: Protect Information through Access Control Lists

This sub-control focuses on using ACLs to determine who can access the sensitive data.
This sub-control can be implemented against files stored on systems, network shares, databases,
and applications access. This sub-control recommends organizations to grant access to users based
on their business need and functionality. Even though this sub-control is more of a process,

Microsoft Active Directory along with Windows GPOs can be used to implement this control.

CSC 14.7: Enforce Access Control to Data through Automated Tools

This control compliments CSC 14.5 by encouraging the use of host-based DLP solutions.
This sub-control adds another layer of detection and protection by actively tracking sensitive data
on endpoints. This sub-control can be covered by installing MyDLP’s Windows or Linux agents

on endpoints. The Windows agent can also be pushed out using Microsoft Windows GPOs.[122]
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CSC 14.8: Encrypt Sensitive Information at Rest

This sub-control requires adding another layer of protection to decrypt sensitive data at rest
by using a secondary authentication mechanism not integrated into the operating system. An
organization can use BitLocker along with Trusted Platform Module (TPM) devices or USB drives

to implement this sub-control.[123, 124]

CSC 14.9: Enforce Detail Logging for Access or Changes to Sensitive Data

Tracking who and when someone accessed or changed sensitive information is very

important to any organization. An organization can use a Wazuh to monitor such activities.[125]

CSC 15: Wireless Access Control

This control focuses on reducing the risks associated with wireless network devices, access
points, and wireless clients. Wireless access can possess major risks since its attack surface is
broader and easier to reach than traditional networks. This CIS control has 10 sub-controls shown
in Table 17.

Table 17: CSC 15 coverage per sub-control

Primary Secondary

CSC Sub-Control Title Tool Tool

Other Options

Maintain an Inventory of Authorized

15.1 Wireless Access Points Policy/Process
15.2 Detect Wireless Access Points RogueScanner
' Connected to the Wired Network g

. . . RogueAP

15.3 Use a Wweles; Igttgtr;slon Detection Detector/
y OpenWIPS-ng
Disable Wireless Access on Devices .

15.4 if Not Required Policy/Process GPO
155 Limit Wireless Access on Client Policy/Process

Devices
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csc Sub-Control Title PUIATELRY  SEERCELY
Tool Tool
Disable Peer-to-peer Wireless
15.6 Network Capabilities on Wireless  Policy/Process GPO
Clients
Leverage the Advanced Encryption
15.7 = Standard (AES) to Encrypt Wireless = Policy/Process
Data
Use Wireless Authentication
15.8 Protocols that Require Mutual, Windows PKI AD DS
Multi-Factor Authentication
Disable Wireless Peripheral Access
of Devices
Create Separate Wireless Network
for Personal and Untrusted Devices

Other Options

15.9 Policy/Process

15.10 Policy/Process

CSC 15.1: Maintain an Inventory of Authorized Wireless Access Points

This sub-control focuses on documenting the authorized Access Points (APS) to establish
a baseline. This baseline can be used to identify any rogue or unauthorized access point. This sub-
control can be implemented using a policy and process to keep track of all APs utilized by the

organization.

CSC 15.2: Detect Wireless Access Points Connected to the Wired Network

This sub-control focuses on finding rogue access points by scanning wired networks. If an
organization have multiple physical sites or offices, it will not be easy to travel to different sites to
scan for rogue APs. Organizations can detect rogue access points be scanning the wired network.

RogueScanner can be used to implement this sub-control.[126]

CSC 15.3: Use a Wireless Intrusion Detection System

This sub-control recommends using a Wireless Intrusion Detection System (WIDS) to
detect and alert on rogue APs automatically. An organization can implement this sub-control by
utilizing RogueAP Detector or OpenWIPS-ng.[127, 128] Organizations can also build a custom

solution using multiple open source tools.[129, 130]
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CSC 15.4: Disable Wireless Access on Devices if Not Required

This sub-control requires an organization to have a policy or process to disable wireless
access on devices without business justification. This also can be implemented using Microsoft

Windows GPOs for endpoints running Windows systems.
CSC 15.5: Limit Wireless Access on Client Devices

This sub-control requires a policy or a process to allow wireless clients to connect to
specific wireless networks based on the client’s business need. For example, tablets might have a
different business use than laptops, an organization can configure each device category to connect

to a different network.

CSC 15.6: Disable Peer-to-peer Wireless Network Capabilities on Wireless Clients

Just as the CSC 14.3 which focuses on limiting peer to peer communication over a wired
network, the same principle should be applied for wireless communication. This control can also

be implemented by pushing a policy using Microsoft Windows GPOs.
CSC 15.7: Leverage the Advanced Encryption Standard (AES) to Encrypt

Wireless Data

This sub-control recommends organizations to use strong encryption algorithms for
wireless data transmission. The suggested algorithm is Advanced Encryption Standard
(AES).[131] Organizations can implement this sub-control by having a policy or process to ensure

all organization’s APs are using AES for encryption.
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CSC 15.8: Use Wireless Authentication Protocols that Require Mutual, Multi-

Factor Authentication

Just like the previous sub-control, this sub-control focuses on using the strongest standards
for encryption and authentication. It recommends using Extensible Authentication Protocol-
Transport Layer Security (EAP/TLS) along with multi-factor authentication.[132] Organizations
can implement this sub-control by implementing Password-Based 802.1X Authenticated Wireless

Access on Windows Server.[133]

CSC 15.9: Disable Wireless Peripheral Access of Devices

This sub-control encourages organizations to disable other wireless communication
technologies such as Bluetooth and Near-field communication (NFC) if it is not needed for any
business function. An organization can implement this sub-control by having a policy or process

to disable these technologies on all devices.

CSC 15.10: Create Separate Wireless Network for Personal and Untrusted Devices

Wireless personal and untrusted devices possess a higher risk to an organization because
these devices are not configured according to the organization security standards and might have
connected to hostile networks before connecting to an organization’s network. Thus, wireless
personal devices can be isolated and contained in a separate wireless network that cannot reach the

internal organization’s network. This sub-control can be implemented using a policy or a process.

CSC 16: Account Monitoring and Control

This control focuses on securing credentials and authentication mechanisms. This control
is important to reduce the chance of using legitimate credentials by an attacker to avoid detection.

This CIS control has 13 sub-controls shown in Table 18.
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Table 18: CSC 16 coverage per sub-control

CSC Sub-Control Title FTELR SIUnin Other
Tool Tool Options
Maintain an Inventory of . .
16.1 Authentication Systems Policy/Process Kolide Fleet
Configure Centralized Point of . LDAP
162 Authentication Windows AD RADIUS
privacyl
: . o DEA/
16.3  Require Multi-factor Authentication LinOTP /
gluu
Encrypt or Hash all Authentication .
16.4 Credentials Policy/Process
Encrypt Transmittal of Username and .
16.5 Authentication Credentials Policy/Process
OpenlA
16.6 Maintain an Inventory of Accounts Pow_erS_heII M/
Scripting gluu

Establish Process for Revoking

16.7 Policy/Process
Access
16.8  Disable Any Unassociated Accounts  Policy/Process
16.9 Disable Dormant Accounts Policy/Process
Ensure All Accounts Have An .
16.10 Expiration Date Policy/Process
16.11 Lock Workstatlo_n _Sessmns After Policy/Process GPO
Inactivity
Monitor Attempts to Access . .

16.12 Deactivated Accounts Security Onion ELK Stack
16.13 Alert on Account Login Behavior Security Onion ELK Stack

Deviation

CSC 16.1: Maintain an Inventory of Authentication Systems

As discussed in previous controls, this sub-control will help to create a baseline and aid the
efforts of identifying the most critical systems to monitor and protect. This sub-control can be
implemented using a policy or a process to keep track of authentication systems. These systems

can also be tagged or labeled in other inventory systems such as Wazuh or Kolide Fleet.
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CSC 16.2: Configure Centralized Point of Authentication

This sub-control focuses on minimizing the number of authentication systems utilized
across an organization. Having fewer systems to monitor and configure can increase the
organization’s ability to prevent and detect attacks. Organizations can use Windows AD along

with RADIUS or PKI to implement this sub-control.

CSC 16.3: Require Multi-factor Authentication

This sub-control takes the previous sub-controls a step further by requiring MFA and
applying this authentication mechanism to all accounts across the enterprise and not only admin
accounts as recommended in sub-controls CSC 11.5 and CSC 4.5. An organization can implement
this sub-control by utilizing privacylIDEA, LinOTP, and gluu. Organizations can also take
advantage of MFA when it is offered for free and as part of the service by a cloud application or

service such as Microsoft Office 365 and G Suite for business email.[134, 135]

CSC 16.4: Encrypt or Hash all Authentication Credentials

This sub-control can be applied to both operating systems and databases storing credentials.
Most recent versions of operating systems and AD can cover this sub-control by default. If an
organization uses a custom or in-house application, it can implement this control by ensuring
credentials are encrypted and stored as hashes with salt. This sub-control can be implemented

using a policy or a process.
CSC 16.5: Encrypt Transmittal of Username and Authentication Credentials

This sub-control can be implemented using a policy or process to verify that all

organization’s systems are configured to encrypt all credentials before transmitting.
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CSC 16.6: Maintain an Inventory of Accounts

This sub-control requires an organization to keep track of all user accounts in the
environment. Maintaining this list over time can help identify when an account was changed or
modified. This sub-control can be implemented using PowerShell scripts or by using an open
source ldentity and Access Management (IAM) system such as OpenlAM.[136, 137] gluu can also

be used if it is already implemented.
CSC 16.7: Establish Process for Revoking Access
This sub-control can be implemented by having a process to disable any user account that
is no longer needed such as contractor’ or vendors’ previous employees’ accounts.
CSC: 16.8: Disable Any Unassociated Accounts

This sub-control can be implemented by having a process to disable any user account that

cannot be associated with a legitimate existing owner.

CSC 16.9: Disable Dormant Accounts

This sub-control can be implemented by having a process to disable any user account if it

has not been used for a specific time period.

CSC 16.10: Ensure All Accounts Have an Expiration Date

This sub-control can be implemented by having a process to enforce an expiration date for
every user account in the organization. If the organization does not have a tool in place to automate
this process such as AD, a manual process can be utilized to review all accounts on a daily, weekly

or monthly basis to ensure only needed accounts are still active.
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CSC 16.11: Lock Workstation Sessions After Inactivity

This sub-control can be implemented by having a policy pushed out to all endpoints to lock

the screen after a certain period of inactivity. This can be implemented using GPOs.[138, 139]

CSC 16.12: Monitor Attempts to Access Deactivated Accounts

Trying to access deactivated accounts is a sign of an abnormal behavior. An organization
can implement this control by setting up an alert for such activities when collecting logs from AD
and then aggregating these alerts in ELK Stack. Certain Windows event I1Ds can be utilized to

identify this type of abnormal activity.[140]

CSC 16.13: Alert on Account Login Behavior Deviation

This sub-control can be implemented by creating custom alerts in ELK Stack to identify
any user login during abnormal business hours, or from a unique workstation or location if using

VPN.

Organizational Security Controls

The following set of controls are categorized as Organizational Control. They focus more
on people and processes rather than technical implementation and tools. Thus, organizations can
decide on the priority and the need to address their controls based on the organization’s security

roadmap and priorities.
CSC 17: Implement a Security Awareness and Training Program

The first organizational security control focuses on identifying the missing skills in the
workforce and raising security awareness across the organization. This CIS control has nine sub-

controls shown in Table 19.
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Table 19: CSC 17 coverage per sub-control

CSC

171

17.2

17.3

17.4

175

17.6

17.7

17.8

17.9

CSC 17.1: Perform a Skills Gap Analysis

Sub-Control Title

Perform a Skills Gap Analysis

Deliver Training to Fill the Skills Gap

Implement a Security Awareness

Program

Update Awareness Content

Frequently

Train Workforce on Secure

Authentication

Train Workforce on Identifying Social

Engineering Attacks

Train Workforce on Sensitive Data

Handling

Train Workforce on Causes of

Unintentional Data Exposure

Train Workforce Members on
Identifying and Reporting Incidents

Primary
Tool

Policy/Process

Policy/Process

Policy/Process

Policy/Process

Policy/Process

Policy/Process
Policy/Process
Policy/Process

Policy/Process

Secondary
Tool

NICE
Cybersecurity
Workforce
Framework

Other
Options

cybrary.it
opensecurit
ytraining.in
fo
NIST
SP800-50
SANS

OUCH!
Newsletter
cybrary.it
opensecurit
ytraining.in
fo

Gopshish

This control requires a policy for implementation. Understanding the security team’s weak

points will help improve the organization’s security posture. Organizations can use the National

Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce Framework to identify

missing skills.[141, 142]
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CSC 17.2: Deliver Training to Fill the Skills Gap

After identifying the missing skills’ gaps, an organization can have a process to fill these
gaps by providing training to the security team. There are many free resources online to implement
this control. Cybrary provides a complete course training for various cyber security topics for
free.[143] Other available free training resources include Sams Class and Open Security
Training.[144, 145]

CSC 17.3: Implement a Security Awareness Program

This sub-control requires organizations to implement a process for training all
organization’s employees to be aware of online threats and phishing attacks. Organization’s
employees are the organizations’ first line of defense so they should be trained regularly. An
organization can utilize NIST SP800-50 Infosec Awareness Training to implement this
control.[146] SANS also provide great resources and ready to use templates for the
community.[147]

CSC 17.4: Update Awareness Content Frequently

This sub-control also requires a process to constantly update the security awareness
materials. Organizations can utilize SANS OUCH! Newsletter which is published monthly to
implement this sub-control.[148]

CSC 17.5: Train Workforce on Secure Authentication

This sub-control can be implemented by enforcing a policy to regularly train the workforce

to use secure authentication to connect to the organization’s resources and intranet.
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CSC 17.6: Train Workforce on Identifying Social Engineering Attacks

This sub-control can be implemented by enforcing a policy to regularly train the workforce
on identifying phishing emails and other social engineering attacks such as impersonating phone

calls. Organizations can use Gopshish to establish an internal phishing campaign.[149]

CSC 17.7: Train Workforce on Sensitive Data Handling

This sub-control can be implemented by enforcing a policy to regularly train the workforce
on how to store and transfer sensitive data internally and externally.
CSC 17.8: Train Workforce on Causes of Unintentional Data Exposure

This sub-control can be implemented by enforcing a policy to regularly educate the
workforce about indirect sensitive data exposure. This can include using a public computer or
insecure networks to access the organization’s data; or losing devices with organization’s sensitive

data.

CSC 17.9: Train Workforce Members on Identifying and Reporting Incidents

This sub-control can be implemented by enforcing a policy to regularly educate the

workforce to report any suspicious or abnormal behavior.

CSC 18: Application Software Security

This control focuses on securing internally developed applications. There is a higher
chance of an internally developed application to be more vulnerable due to the lack of resources
for proper security testing before releasing the application. This CIS control has 11 sub-controls

shown in Table 20.
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Table 20: CSC 18 coverage per sub-control

csc Sub-Control Title FAIEL) SEEOntElny ) O
Tool Tool Options
18.1 Establish Secure Coding Practices Policy/Process OWASP
S-SDLC
18.2 Ensure Explicit Error Checking is Policy/Process
Performed for All In-house
Developed Software
18.3 Verify That Acquired Software is Policy/Process
Still Supported
18.4 Only Use Up-to-date And Trusted Policy/Process
Third-Party Components
18.5 Use Only Standardized and Policy/Process
Extensively Reviewed Encryption
Algorithms
18.6 Ensure Software Development Policy/Process
Personnel are Trained in Secure
Coding
18.7 Apply Static and Dynamic Code Policy/Process OWASP
Analysis Tools
18.8 Establish a Process to Accept and Policy/Process
Address Reports of Software
Vulnerabilities
18.9 Separate Production and Non- Policy/Process
Production Systems
18.10  Deploy Web Application Firewalls pfSense ModSecurity
(WAFs)
18.11 Use Standard Hardening Policy/Process GPO/
Configuration Templates for CIS
Databases Benchmarks

CSC 18.1: Establish Secure Coding Practices

This sub-control requires an organization to establish a policy and process to ensure secure
coding process is followed by the development team members. An organization can refer to the
Open Web Application Security Project (OWASP) Secure Software Development Lifecycle

Project (S-SDLC) for guidelines and best practices.[150]
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CSC 18.2: Ensure Explicit Error Checking is Performed for All In-house

Developed Software

Application errors usually provide valuable information to attackers. Some errors might
reveal certain configuration settings or configuration files’ location. Organizations can implement
this sub-control by enforcing a policy and a process to sanitize any application error with a generic

message instead of verbose one.

CSC 18.3: Verify That Acquired Software is Still Supported

This sub-control is very similar to CSC 2.2. Organizations can implement this control by
utilizing a policy and a process to check the version of an externally acquired software for vendor

support.

CSC 18.4: Only Use Up-to-date and Trusted Third-Party Components

Many internally developed applications will utilize third-party components. Organizations
can implement this sub-control by utilizing a policy and a process to ensure all third-party have
supported updates from the vendor and are updated as soon as the components are integrated with

the internal application.
CSC 18.5: Use Only Standardized and Extensively Reviewed Encryption

Algorithms

Organizations can implement this sub-control by utilizing a policy and a process to ensure
that developers refrain from using any specially developed internal algorithms for internal
applications. Instead, developers can use a well-known algorithm to reduce the risk of breaking

the algorithm.
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CSC 18.6: Ensure Software Development Personnel are Trained in Secure Coding

Organizations can implement this sub-control by utilizing a policy and a process to train
in-house developers on secure coding. Depending on the primary programming language used to
develop the application, an organization can find many guidelines on how to code securely using
that programming language.

CSC 18.7: Apply Static and Dynamic Code Analysis Tools

Organizations can implement this sub-control by utilizing a policy and a process to use

static and dynamic code analysis tools when developing applications. OWASP has a great

reference to some of the tools that can be used to cover this sub-control. Also, the community has

compiled a list of tools that can be utilized to cover this control.[151-153]
CSC 18.8: Establish a Process to Accept and Address Reports of Software

Vulnerabilities

Organizations can implement this control by utilizing a policy and a process to start a bug
bounty program or other similar programs to allow external entities to test an organization’s
application. While it will not be easy to implement this sub-control using OSSS, organizations can
allow different internal Quality Assurance (QA) teams to test different applications that the QA

teams never tested before.

CSC 18.9: Separate Production and Non-Production Systems

Organizations can implement this sub-control by utilizing a policy and a process to enforce
developers to use separate systems and even networks for testing application before releasing to

production.

73



CSC 18.10: Deploy Web Application Firewalls (WAFs)

WAFs can significantly reduce the risk associated with vulnerable web applications. WAFs
has the ability to verify user input and sanitize the web application server output. Organizations

can implement this sub-control by utilizing pfSense and ModSecurity.

CSC 18.11: Use Standard Hardening Configuration Templates for Databases

Just as mentioned in CSC 5.1, secure configurations should be applied to all organization’s
assets including databases. Databases are usually targeted for the amount of valuable data stored
and a wide range of vulnerabilities. Organizations can implement this sub-control by utilizing CIS
Benchmarks as a guideline to securely configure different types of databases. GPOs can also be

used to ensure that secure configurations are enforced and not changed over time.

CSC 19: Incident Response and Management

Given the threat landscape today, any organization might be a potential victim of a cyber-
attack. This control will focus on preparing organizations to respond and contain an attack by
ensuring the proper policies and processes are implemented. Thus, this control will focus on
policies and processes primarily. This CIS control has eight sub-controls shown in Table 21.

Table 21: CSC 19 coverage per sub-control

: Primary Secondary Other

CSC Sub-Control Title Tool Tool Options
Document Incident Response : NIST SP

19.1 Procedures Policy/Process 800-61

Assign Job Titles and Duties for

19.2 Incident Response Policy/Process
Designate Management Personnel to .

193 Support Incident Handling Policy/Process

19.4 Devise Organization-wide Standards Policy/Process

for Reporting Incidents
Maintain Contact Information For

195 Reporting Security Incidents Policy/Process
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Primary Secondary Other

CSC Sub-Control Title Tool Tool Options

Publish Information Regarding
19.6  Reporting Computer Anomalies and  Policy/Process
Incidents

10.7 Conduct Periodic Incident Scenario Policv/Process
' Sessions for Personnel y

Create Incident Scoring and

19.8 Prioritization Schema

Policy/Process

CSC 19.1: Document Incident Response Procedures

This sub-control can be implemented by having a procedure defining the roles needed to
handle the incident along with a guideline to identify the incident handling phase. An organization
can use NIST Computer Security Incident Handling Guide as a guideline to implement this sub-
control.[154]

CSC 19.2: Assign Job Titles and Duties for Incident Response

In an event of an incident, organizations can hit the ground running by having a policy that
identifies the key personnel to handle and address the incident. The policy or procedure can also
specify the tasks assigned to each person. This sub-control can be covered by implementing the
policy mentioned.

CSC 19.3: Designate Management Personnel to Support Incident Handling

Organizations can implement this sub-control using a process to identify the management
personnel responsible to make decisions when handling an incident and including this personnel

in the incident handling procedure.

CSC 19.4: Devise Organization-wide Standards for Reporting Incidents

Organizations can implement this sub-control by ensuring the procedures to report

incidents by any organization’s employee is included in the incident handling procedures.
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CSC 19.5: Maintain Contact Information for Reporting Security Incidents
Organizations can implement this sub-control by including contact information for helpful
third-party like law enforcement or vendors in the incident handling procedures.

CSC 19.6: Publish Information Regarding Reporting Computer Anomalies and

Incidents
This sub-control follows CSC 19.4. Organizations can use a policy to involve all the
organization’s employees to be part of the incident response process to detect and report abnormal
activities as they happen.
CSC 19.7: Conduct Periodic Incident Scenario Sessions for Personnel
Organizations can implement this sub-control by having a routinely table-top exercise to
identify weak points and potential improvements for the overall security posture.
CSC 19.8: Create Incident Scoring and Prioritization Schema

This sub-control can be implemented by using a scoring system to prioritize the
organization’s efforts when handling multiple incidents at the same time. The procedure can also
include how often an update should be provided to upper management based on the incident’s

threat-level and impact.

CSC 20: Penetration Tests and Red Team Exercises

The last control focuses on identifying vulnerabilities and weaknesses before the attackers
do. It covers testing different elements by following the malicious attacker thought-process. This

CIS control has eight sub-controls shown in Table 22.
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Table 22: CSC 20 coverage per sub-control

. Primary Secondary Other
CSC Sub-Control Title Tool Tool Options
20.1 Establish aFI?enetratlon Testing Policy/Process
rogram

Conduct Regular External and
Internal Penetration Tests
20.3  Perform Periodic Red Team Exercises Policy/Process Kali Linux

Include Tests for Presence of
20.4  Unprotected System Information and ~ Policy/Process
Aurtifacts
Create Test Bed for Elements Not

Typically Tested in Production

Use Vulnerability Scanning and
Penetration Testing Tools in Concert
Ensure Results from Penetration Test
20.7 are Documented Using Open, Policy/Process SCAPTimony

Machine-readable Standards

Control and Monitor Accounts

Associated with Penetration Testing

20.2 Policy/Process Kali Linux

20.5 Policy/Process

20.6 OpenVAS

20.8 Policy/Process

CSC 20.1: Establish a Penetration Testing Program

This sub-control can be implemented by starting a process to build the organization’s
penetration testing program. The plan can include which areas or technologies to be tested and

accounts for full or partial coverage based on the testing scope.

CSC 20.2: Conduct Regular External and Internal Penetration Tests

Organizations can implement this sub-control by performing internal and external
penetration tests. While these tests might require extra bodies or expertise, there are many tools
with a wide range of tutorials on how to get started. Organizations can utilize Kali Linux

distribution’s tools to perform these tests.[155]
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CSC 20.3: Perform Periodic Red Team Exercises
Organizations can implement this sub-control by performing red team exercises regularly
to test the blue team ability to detect and respond to attacks. This sub-control is a blend of a policy,

process and tools. Kali Linux can also be used to conduct red team exercises.
CSC 20.4: Include Tests for Presence of Unprotected System Information and

Artifacts

If an organization implemented CSC 13.1 successfully, then this control can be
implemented by having a policy and a process to search for sensitive information identified in CSC
13.1 in un-secure systems. This can include unencrypted password files, network diagrams, and

configuration files to name a few.

CSC 20.5: Create Test Bed for Elements Not Typically Tested in Production

Many authorized and approved penetration tests can result in production systems
downtime. Organizations can duplicate the production systems in a separate environment for
testing these systems without affecting the business. This sub-control can also be covered by a

process.

CSC 20.6: Use Vulnerability Scanning and Penetration Testing Tools in Concert

Organizations can implement this sub-control by using the results of a vulnerability scan
as a starting point for penetration testing. This process will aid on focusing the penetration testing

efforts on the obvious weaknesses. This sub-control can also be covered by a process.
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CSC 20.7: Ensure Results from Penetration Test are Documented Using Open,

Machine-readable Standards

Organizations can implement this sub-control by using the same format for all penetration
testing results. This way the organization can have the ability to go back and compare the results.
If an organization is utilizing SCAP standards, SCAPTimony can be used to store SCAP results in

a database.[156]

CSC 20.8: Control and Monitor Accounts Associated with Penetration Testing

Organizations can implement this sub-control by having a policy to track user accounts
used during penetration tests as well as a procedure to remove these accounts after the engagement

is over.

The Missing Control — Secure Network Engineering

CIS has dropped control 19 “Secure Network Engineering” from version 6 and replaced it
with CSC 7 in version 7 “Email and Web Browser Protections”. CIS did not bring back “Secure
Network Engineering” in version 7. However, since the aim of control 19 in version 5 “Secure
Network Engineering” has been embedded throughout version 7. An initial analysis of “Secure
Network Engineering” sub-controls indicated that the missing sub-controls overlap with some of
the sub-controls indicated in version 7. So, by implementing version 7, organizations can indirectly

have coverage for the missing control “Secure Network Engineering”.
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Coverage Matrix

As shown above, different tools can cover multiple sub-controls. To better understand the
effectiveness of the proposed solution, a statistical analysis of each tool was conducted to calculate
the percentage of each tool’s coverage. The total coverage for the proposed solution was then
calculated as well as the total coverage with additional OSSS which were listed under other

options. Then, the average coverage for each category (Basic, Foundational, Organizational).

Basic Controls Coverage Matrix

As mentioned above, the first six controls are the “basic” controls and have the highest
implementation priority. As shown in Table 23, using the proposed solution, the data shows a
97.9% coverage average for the first 6 controls. Organizations can achieve %100 coverage by
utilizing one additional OSSS. The results show that implementing the proposed solution can
provide organizations with a high coverage for the basic controls.

Table 23: Proposed solution coverage for each basic control.

CSC1 CSC2 C(CSC3 C(CSC4 CSC5 C(CSCo Avg

Security Onion 12.5% 22.2% 25.0%
OpenVAS 12.5% 14.3%
Wazuh 20.0%
Kolide Fleet 25.0%  40.0%
pfSense 5.0%

Windows Tools 125% 30.0%  28.6%  16.7% 20.0%  6.3%
Policy/Process 25.0% 25.0%  57.1% 61.1% 60.0%  68.8%

Proposed Solution
Coverage 87.5% 100.0% 100.0% 100.0% 100.0% 100.0% 97.9%

Additional OSSS 12.5%
Total Coverage  100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%
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Foundational Controls Coverage Matrix

The foundation controls are the controls that focus on the technical aspects of securing an organization. The foundational controls

are from CSC 7 to CSC 16. As shown in Table 24, using the proposed solution; 90.1% coverage average for the 10 controls can be

achieved. Organizations can achieve %100 coverage by utilizing additional OSSS. The analysis for this category also showed a high

coverage percentage for the proposed solution.

Table 24: Proposed solution coverage for each foundational control.

Security Onion
OpenVAS
Wazuh
Kolide Fleet
pfSense
Windows Tools

Policy/Process

Proposed Solution
Coverage

Additional OSSS

Total Coverage

CSC7 CSC8
50%  6.3%
25.0%
50.0%  6.3%
30.0%  56.3%
6.3%
85.0% 100.0%
15.0%
100.0% 100.0%

CSC9

40.0%

20.0%

20.0%
20.0%

100.0%

100.0%

CSC10 CSC11 CSC12 CSC13

333% 11.1%
12.5%
4.2%
333%  11.1%
50.0% 14.3%  4.2% @ 27.8%
50.0% 71.4%  4.2%  38.9%
100.0% 85.7% 91.7%  88.9%
143% 83%  11.1%
100.0% 100.0% 100.0% 100.0%

CSC14 CSC15 CSC16

11.1%

22.2%
16.7%
27.8%

77.8%

22.2%
100.0%

20.0%
60.0%

80.0%

20.0%
100.0%

15.4%

3.8%

19.2%
53.8%

92.3%

7.7%
100.0%

Avg

90.1%

100.0%
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Organizational Controls Coverage Matrix

As discusses before, organizational controls focus more on policies and procedures and
that has clearly reflected in the statistics’ results. The organizational controls are from CSC 17 to
CSC 20. As shown in Table 25, using the proposed solution, the data shows a 95.5% coverage
average for the four controls. Organizations can achieve %100 coverage by utilizing one additional
OSSS. Organizations can achieve over 70% coverage just by implementing the right policies and
processes.

Table 25: Proposed solution coverage for each organizational control.

CSC 17 CSC 18 CSC 19 CSC 20 Avg
Security Onion
OpenVAS 12.5%
Wazuh
Kolide Fleet
pfSense 9.1%
Windows Tools 4.5%
Policy/Process 94.4% 86.4% 100.0% 75.0%
PrOpCOSEd S0 LBl 94.4% 100.0%  100.0%  87.5% 95.5%
overage
Additional OSSS 5.6% 12.5%
Total Coverage 100.0% 100.0% 100.0% 100.0% 100.0%

As the field of information security develops, different solutions and tools may become
more feasible to implement with the release of new features. On the other hand, other solutions
and tools may become obsolete; developers might stop supporting the project and move on to other
projects. If one of the proposed tools or solutions became obsolete or needed to be replaced with
a better solution or tool, an organization can use Tables 23, 24 and 25 to determine which control

has been affected by the replacement of the tool or the solution.
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Discussion and Conclusion

This research was started to identify the potential of utilizing OSSS to cover CIS 20 CSC
in order to help SMBs be more secure using cost-effective tools, software, and distributions.
Understanding each sub-control and the purpose it is trying to serve; has helped to map the right
tool, software or add-on needed to cover the sub-control. Breaking down each sub-control
coverage per solution provided a more accurate result than just trying to cover the control at a high
level. Even though the coverage for each control varied, the results show that a high percentage of
CIS CSC can be implemented using five OSSS along with windows built-in tools.

The research has also revealed that implementing policies or processes can cover the majority
of some controls and a significant portion of other controls. Policies and processes can be a quick
win for some organizations or a good starting point to start implementing the CIS controls.
Especially when an organization has some tools or software already implemented, applying the
missing policies can lead to a total control coverage. The results also show that there is always a
cost-effective tool or procedure to ensure coverage. However, these additional tools and
procedures will require more efforts and additional resources to be utilized in order implement
properly.

Researching the discussed tools and distributions showed that most of these tools and
distributions require understanding the organization’s needs and gaps. It also requires
organizations to research the associated cost with implementing such tools. While commercial
solutions provide feature-rich tools and software as well as the ability to automate some tasks or
processes; OSSS can deliver the same core functionality at the potential cost of human resources,
minimal support, more time to implement and integrate as well as potentially higher maintenance

costs. Organizations might need additional hardware or storage to utilize these tools. Organizations
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might also be able to utilize legacy systems for initial deployment, testing or even production use.
A thorough research and testing must be conducted for each potential solution before deploying
into production. The testing process can include testing the core functionality as well as the
integrations with other existing or potential solutions.

While implementing all the proposed solutions to cover all the CIS controls might seem a
tedious and impossible task for SMBs, organizations can take baby steps towards securing their
environment by adopting one policy, process or proposed solution at a time. An organization can
plan each implementation as part of the overall security roadmap to ensure enough testing and
integration time is given for each implementation.

A limited financial budget should not stop any SMB from improving their security posture.
Complicated and expensive security solutions can be substituted with simple cost-effective and
ready to be deployed solutions to get the organization on the right security track. Even
implementing the right policy or process can improve an organization’s security posture

tremendously.

Research Limitations

This thesis has the following assumptions and limitation:
e The results of this thesis are based on the current edition of the CIS 20 CSC version 7.
Although the CIS 20 CSC contains well-defined, actionable security control. The CIS 20
CSC are updated frequently and organizations should continue to update their security
measures accordingly.
e Implementing the proposed tools and controls do not guarantee that the organization will

be breach-free nor that it will be %100 secure. However, the proposed tools and controls
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will provide some level of security and help companies improve their overall security
posture.

e This research focused primarily on Microsoft Windows as the primary type of operating
system utilized across the organization. Other operating systems were not the focus of this
research. However, the research included some solutions that inherently support multiple
operating systems.

e Although OSS is mostly free to use, tool or distribution utilization may require an
acquisition of additional hardware such as servers, storage space, peripherals, as well as
hiring additional staff to manage and monitor the implemented solutions. So, there might
be some costs associated with implementing these tools and controls.

e This research did not test the proposed solutions in a production environment. Integration
ability as well solutions’ collision should be accounted for while implementing the
proposed solutions in a production environment.

e Most of the open source software suggested in this thesis provide free support through
community forums and groups. Enterprise support is usually available at an additional cost.

e The proposed solutions suggested in this thesis may require the presence of a staff member
who is familiar with the information security field to successfully implement the proposed
solution. Getting the maximum benefit of a suggested solution might require a person with

an extensive knowledge and experience in the information security field.

Future Research

This research has proposed potential low-cost solutions that can cover most of the CIS

controls. Future research in this area could focus on the following questions:
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What is the estimated cost associated with additional hardware or staffing needed to
implement the proposed solutions?

What level of expertise is needed to successfully implement the proposed solution?
What is the effectiveness of the proposed solutions in a Linux or macOS environment?
How much of other security frameworks such as NIST 800-53 can be covered by
implementing the proposed solution?

What other features or capabilities does each proposed OSSS or distribution provide?
What are the technical steps needed to implement each proposed solution?

Will all the proposed solutions integrate well together?
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1.5

1.6

1.7

1.8

Appendix 1

The CIS Controls Version 7 Controls, Sub-Controls and Sensors

Title

Utilize an Active
Discovery Tool

Use a Passive Asset
Discovery Tool

Use DHCP Logging to
Update Asset Inventory

Maintain Detailed Asset
Inventory

Maintain Asset Inventory
Information

Address Unauthorized
Assets

Deploy Port Level Access
Control

Utilize Client Certificates
to Authenticate Hardware
Assets

Description
Inventory and Control of Hardware Assets
Utilize an active discovery tool to identify devices connected to the
organization's network and update the hardware asset inventory.
Utilize a passive discovery tool to identify devices connected to the
organization's network and automatically update the organization's
hardware asset inventory.

Use Dynamic Host Configuration Protocol (DHCP) logging on all DHCP
servers or IP address management tools to update the organization's
hardware asset inventory.

Maintain an accurate and up-to-date inventory of all technology assets
with the potential to store or process information. This inventory shall
include all hardware assets, whether connected to the organization's
network or not.

Ensure that the hardware asset inventory records the network address,
hardware address, machine name, data asset owner, and department for
each asset and whether the hardware asset has been approved to connect
to the network.

Ensure that unauthorized assets are either removed from the network,
quarantined or the inventory is updated in a timely manner.
Utilize port level access control, following 802.1x standards, to control
which devices can authenticate to the network. The authentication system
shall be tied into the hardware asset inventory data to ensure only
authorized devices can connect to the network.

Use client certificates to authenticate hardware assets connecting to the
organization's trusted network.

Sensor

Active Device
Discovery System

Passive Device
Discovery System

Log Management
System / SIEM

Asset Inventory
System

Asset Inventory
System

Asset Inventory
System

Network Level
Authentication
(NLA)

Public Key
Infrastructure
(PKI)
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2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

2.9

2.10

Title

Maintain Inventory of
Authorized Software

Ensure Software is
Supported by Vendor

Utilize Software
Inventory Tools

Track Software Inventory
Information

Integrate Software and
Hardware Asset
Inventories

Address unapproved
software

Utilize Application
Whitelisting

Implement Application
Whitelisting of Libraries

Implement Application
Whitelisting of Scripts

Physically or Logically
Segregate High Risk
Applications

Description

Inventory and Control of Software Assets

Maintain an up-to-date list of all authorized software that is required in
the enterprise for any business purpose on any business system.

Ensure that only software applications or operating systems currently
supported by the software's vendor are added to the organization's
authorized software inventory. Unsupported software should be tagged as
unsupported in the inventory system.

Utilize software inventory tools throughout the organization to automate
the documentation of all software on business systems.

The software inventory system should track the name, version, publisher,
and install date for all software, including operating systems authorized

by the organization.

The software inventory system should be tied into the hardware asset
inventory so all devices and associated software are tracked from a single

location.

Ensure that unauthorized software is either removed or the inventory is
updated in a timely manner.

Utilize application whitelisting technology on all assets to ensure that only
authorized software executes and all unauthorized software is blocked

from executing on assets.

The organization's application whitelisting software must ensure that only
authorized software libraries (such as *.dll, *.ocx, *.so, etc) are allowed to

load into a system process.

The organization's application whitelisting software must ensure that only
authorized, digitally signed scripts (such as *.ps1, *.py, macros, etc) are

allowed to run on a system.

Physically or logically segregated systems should be used to isolate and

run software that is required for business operations but incur higher risk

for the organization.

Sensor

Software
Application
Inventory

Software
Application
Inventory

Software
Application
Inventory
Software
Application
Inventory
Software
Application
Inventory
Software
Application
Inventory
Software
Whitelisting
System
Software
Whitelisting
System
Software
Whitelisting
System

System

Network Firewall /
Access Control
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3.1

3.2

3.3

3.4

3.5

3.6

3.7

4.1

Title

Run Automated
Vulnerability Scanning
Tools

Perform Authenticated
Vulnerability Scanning

Protect Dedicated
Assessment Accounts

Deploy Automated
Operating System Patch
Management Tools
Deploy Automated
Software Patch
Management Tools

Compare Back-to-back

Vulnerability Scans

Utilize a Risk-rating
Process

Maintain Inventory of
Administrative Accounts

Description
Continuous Vulnerability Management
Utilize an up-to-date SCAP-compliant vulnerability scanning tool to
automatically scan all systems on the network on a weekly or more
frequent basis to identify all potential vulnerabilities on the organization's
systems.

Perform authenticated vulnerability scanning with agents running locally
on each system or with remote scanners that are configured with elevated
rights on the system being tested.

Use a dedicated account for authenticated vulnerability scans, which
should not be used for any other administrative activities and should be
tied to specific machines at specific IP addresses.

Deploy automated software update tools in order to ensure that the
operating systems are running the most recent security updates provided
by the software vendor.

Deploy automated software update tools in order to ensure that third-party
software on all systems is running the most recent security updates
provided by the software vendor.

Regularly compare the results from back-to-back vulnerability scans to
verify that vulnerabilities have been remediated in a timely manner.

Utilize a risk-rating process to prioritize the remediation of discovered
vulnerabilities.

Controlled Use of Administrative Privileges

Use automated tools to inventory all administrative accounts, including
domain and local accounts, to ensure that only authorized individuals
have elevated privileges.

Sensor

SCAP Based
Vulnerability
Management
System
SCAP Based
Vulnerability
Management
System
SCAP Based
Vulnerability
Management
System

System

System

SCAP Based
Vulnerability
Management
System
SCAP Based
Vulnerability
Management
System

Privileged
Account
Management
System

Patch Management

Patch Management
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4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

Title

Change Default
Passwords

Ensure the Use of
Dedicated Administrative
Accounts

Use Unique Passwords

Use Multifactor
Authentication For All
Administrative Access

Use of Dedicated
Machines For All
Administrative Tasks

Limit Access to Script
Tools

Log and Alert on Changes
to Administrative Group
Membership

Log and Alert on
Unsuccessful
Administrative Account
Login

Description

Before deploying any new asset, change all default passwords to have
values consistent with administrative level accounts.

Ensure that all users with administrative account access use a dedicated or
secondary account for elevated activities. This account should only be
used for administrative activities and not internet browsing, email, or
similar activities.

Where multi-factor authentication is not supported (such as local
administrator, root, or service accounts), accounts will use passwords that
are unique to that system.

Use multi-factor authentication and encrypted channels for all
administrative account access.

Ensure administrators use a dedicated machine for all administrative tasks
or tasks requiring administrative access. This machine will be segmented
from the organization's primary network and not be allowed Internet
access. This machine will not be used for reading e-mail, composing
documents, or browsing the Internet.

Limit access to scripting tools (such as Microsoft PowerShell and Python)
to only administrative or development users with the need to access those
capabilities.

Configure systems to issue a log entry and alert when an account is added
to or removed from any group assigned administrative privileges.

Configure systems to issue a log entry and alert on unsuccessful logins to
an administrative account.

Sensor
Privileged
Account
Management
System
Privileged
Account
Management
System
Privileged
Account
Management
System
Multi-Factor
Authentication
System

Dedicated
Administration
Systems

Software
Whitelisting
System

Log Management
System / SIEM

Log Management
System / SIEM
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5.1

5.2

5.3

5.4

5.5

6.1

6.2

6.3

6.4

Title

Description

Sensor

Secure Configuration for Hardware and Software on Mobile Devices, Laptops, Workstations and Servers

Establish Secure
Configurations

Maintain Secure Images

Securely Store Master
Images

Deploy System
Configuration
Management Tools

Implement Automated
Configuration Monitoring
Systems

Utilize Three
Synchronized Time
Sources

Activate audit logging
Enable Detailed Logging

Ensure adequate storage
for logs

Maintain documented, standard security configuration standards for all
authorized operating systems and software.

Maintain secure images or templates for all systems in the enterprise
based on the organization's approved configuration standards. Any new
system deployment or existing system that becomes compromised should
be imaged using one of those images or templates.

Store the master images and templates on securely configured servers,
validated with integrity monitoring tools, to ensure that only authorized
changes to the images are possible.

Deploy system configuration management tools that will automatically
enforce and redeploy configuration settings to systems at regularly
scheduled intervals.

Utilize a Security Content Automation Protocol (SCAP) compliant
configuration monitoring system to verify all security configuration
elements, catalog approved exceptions, and alert when unauthorized

changes occur.
Maintenance, Monitoring and Analysis of Audit Logs
Use at least three synchronized time sources from which all servers and
network devices retrieve time information on a regular basis so that
timestamps in logs are consistent.
Ensure that local logging has been enabled on all systems and networking
devices.

Enable system logging to include detailed information such as a event
source, date, user, timestamp, source addresses, destination addresses, and
other useful elements.

Ensure that all systems that store logs have adequate storage space for the
logs generated.

System
Configuration
Baselines &
Images
System
Configuration
Baselines &
Images
System
Configuration
Baselines &
Images
System
Configuration
Enforcement
System
SCAP Based
Vulnerability
Management
System

Network Time
Protocol (NTP)
Systems
Log Management
System / SIEM

Log Management
System / SIEM

Log Management
System / SIEM
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6.5

6.6

6.7

6.8

7.1

7.2

7.3

7.4

7.5

7.6

7.7

Title
Central Log Management

Deploy SIEM or Log
Analytic tool

Regularly Review Logs

Regularly Tune SIEM

Ensure Use of Only Fully
Supported Browsers and
Email Clients
Disable Unnecessary or
Unauthorized Browser or
Email Client Plugins
Limit Use of Scripting
Languages in Web
Browsers and Email
Clients

Maintain and Enforce
Network-Based URL
Filters

Subscribe to URL-
Categorization service

Log all URL requests

Use of DNS Filtering
Services

Description
Ensure that appropriate logs are being aggregated to a central log
management system for analysis and review.
Deploy Security Information and Event Management (SIEM) or log
analytic tool for log correlation and analysis.

On a regular basis, review logs to identify anomalies or abnormal events.

On a regular basis, tune your SIEM system to better identify actionable
events and decrease event noise.
Email and Web Browser Protections
Ensure that only fully supported web browsers and email clients are
allowed to execute in the organization, ideally only using the latest
version of the browsers and email clients provided by the vendor.

Uninstall or disable any unauthorized browser or email client plugins or
add-on applications.

Ensure that only authorized scripting languages are able to run in all web
browsers and email clients.

Enforce network-based URL filters that limit a system's ability to connect
to websites not approved by the organization. This filtering shall be
enforced for each of the organization's systems, whether they are
physically at an organization's facilities or not.

Subscribe to URL categorization services to ensure that they are up-to-
date with the most recent website category definitions available.
Uncategorized sites shall be blocked by default.

Log all URL requests from each of the organization's systems, whether
onsite or a mobile device, in order to identify potentially malicious
activity and assist incident handlers with identifying potentially
compromised systems.

Use DNS filtering services to help block access to known malicious
domains.

Sensor
Log Management
System / SIEM
Log Management
System / SIEM
Log Management
System / SIEM
Log Management
System / SIEM

Software
Whitelisting
System
Software
Whitelisting
System
System
Configuration
Enforcement
System

Network URL
Filtering System

Network URL
Filtering System

Log Management
System / SIEM

DNS Domain
Filtering System
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7.8

7.9

7.10

8.1

8.2

8.3

8.4

8.5

8.6

8.7

Title

Implement DMARC and
Enable Receiver-Side
Verification

Block Unnecessary File
Types
Sandbox All Email
Attachments

Utilize Centrally
Managed Anti-malware
Software
Ensure Anti-Malware
Software and Signatures
are Updated

Enable Operating System
Anti-Exploitation
Features/ Deploy Anti-
Exploit Technologies

Configure Anti-Malware
Scanning of Removable
Devices

Configure Devices Not
To Auto-run Content

Centralize Anti-malware
Logging
Enable DNS Query
Logging

Description
To lower the chance of spoofed or modified emails from valid domains,
implement Domain-based Message Authentication, Reporting and
Conformance (DMARC) policy and verification, starting by
implementing the Sender Policy Framework (SPF) and the DomainKeys
Identified Mail(DKIM) standards.
Block all e-mail attachments entering the organization's e-mail gateway if
the file types are unnecessary for the organization's business.
Use sandboxing to analyze and block inbound email attachments with
malicious behavior.
Malware Defenses

Utilize centrally managed anti-malware software to continuously monitor
and defend each of the organization's workstations and servers.

Ensure that the organization's anti-malware software updates its scanning
engine and signature database on a regular basis.

Enable anti-exploitation features such as Data Execution Prevention
(DEP) or Address Space Layout Randomization (ASLR) that are available
in an operating system or deploy appropriate toolkits that can be
configured to apply protection to a broader set of applications and
executables.

Configure devices so that they automatically conduct an anti-malware
scan of removable media when inserted or connected.

Configure devices to not auto-run content from removable media.

Send all malware detection events to enterprise anti-malware
administration tools and event log servers for analysis and alerting.
Enable Domain Name System (DNS) query logging to detect hostname
lookups for known malicious domains.

Sensor

Anti-Spam
Gateway

Anti-Spam
Gateway
Anti-Spam
Gateway

Endpoint
Protection System

Endpoint
Protection System

System
Configuration
Enforcement

System

Endpoint
Protection System

System
Configuration
Enforcement
System
Endpoint
Protection System
DNS Domain
Filtering System
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8.8

9.1

9.2

9.3

9.4

9.5

10
10.1

10.2

10.3

10.4

Title Description
Enable Command-line Enable command-line audit logging for command shells, such as
Audit Logging Microsoft Powershell and Bash.

Limitation and Control of Network Ports, Protocols, and Services

Associate Active Ports,
Services and Protocols to
Asset Inventory

Associate active ports, services and protocols to the hardware assets in the
asset inventory.

Ensure Only Approved
Ports, Protocols and
Services Are Running

Ensure that only network ports, protocols, and services listening on a
system with validated business needs, are running on each system.

Perform Regular Perform automated port scans on a regular basis against all systems and
Automated Port Scans alert if unauthorized ports are detected on a system.

Apply host-based firewalls or port filtering tools on end systems, with a
default-deny rule that drops all traffic except those services and ports that
are explicitly allowed.

Place application firewalls in front of any critical servers to verify and
validate the traffic going to the server. Any unauthorized traffic should be
blocked and logged.

Data Recovery Capabilities

Apply Host-based
Firewalls or Port Filtering

Implement Application
Firewalls

Auiﬁg{g deggchILaLps Ensure that all system data is automatically backed up on regular basis.
Ensure that each of the organization's key systems are backed up as a
complete system, through processes such as imaging, to enable the quick
recovery of an entire system.

Test Data on Backup Test data integrity on backup media on a regular basis by performing a

Media data restoration process to ensure that the backup is properly working.
Ensure that backups are properly protected via physical security or
encryption when they are stored, as well as when they are moved across
the network. This includes remote backups and cloud services.

Perform Complete
System Backups

Ensure Protection of
Backups

Sensor
Log Management
System / SIEM

SCAP Based
Vulnerability
Management
System
SCAP Based
Vulnerability
Management
System
SCAP Based
Vulnerability
Management
System

Host Based
Firewall

Application Aware
Firewall

Backup / Recovery
System

Backup / Recovery
System

Backup / Recovery
System

Backup / Recovery
System
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10.5

11

111

11.2

11.3

11.4

115

11.6

11.7

Title
Ensure Backups Have At
least One Non-
Continuously
Addressable Destination

Secure Configuration for Network Devices, such as Firewalls, Routers and Switches

Maintain Standard
Security Configurations
for Network Devices

Document Traffic
Configuration Rules

Use Automated Tools to
Verify Standard Device
Configurations and Detect
Changes
Install the Latest Stable
Version of Any Security-
related Updates on All
Network Devices
Manage Network Devices
Using Multi-Factor
Authentication and
Encrypted Sessions

Use Dedicated Machines
For All Network
Administrative Tasks

Manage Network
Infrastructure Through a
Dedicated Network

Description

Ensure that all backups have at least one backup destination that is not
continuously addressable through operating system calls.

Maintain standard, documented security configuration standards for all
authorized network devices.

All configuration rules that allow traffic to flow through network devices
should be documented in a configuration management system with a
specific business reason for each rule, a specific individual’s name
responsible for that business need, and an expected duration of the need.

Compare all network device configuration against approved security
configurations defined for each network device in use and alert when any
deviations are discovered.

Install the latest stable version of any security-related updates on all
network devices.

Manage all network devices using multi-factor authentication and
encrypted sessions.

Ensure network engineers use a dedicated machine for all administrative
tasks or tasks requiring elevated access. This machine shall be segmented
from the organization's primary network and not be allowed Internet
access. This machine shall not be used for reading e-mail, composing
documents, or surfing the Internet.

Manage the network infrastructure across network connections that are
separated from the business use of that network, relying on separate

Sensor

Backup / Recovery

System

Network Device
Management
System

Network Device
Management
System

Network Device
Management
System

Network Device
Management
System

Multi-Factor
Authentication
System

Dedicated
Administration
Systems

Dedicated

Administration
Systems
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12

121

12.2

12.3

12.4

12.5

12.6

12.7

12.8

Title

Maintain an Inventory of
Network Boundaries

Scan for Unauthorized
Connections across
Trusted Network
Boundaries
Deny Communications
with Known Malicious IP
Addresses

Deny Communication
over Unauthorized Ports

Configure Monitoring
Systems to Record
Network Packets

Deploy Network-based
IDS Sensor

Deploy Network-Based
Intrusion Prevention
Systems

Deploy NetFlow
Collection on Networking
Boundary Devices

Description
VLAN:Ss or, preferably, on entirely different physical connectivity for
management sessions for network devices.
Boundary Defense

Maintain an up-to-date inventory of all of the organization's network
boundaries.

Perform regular scans from outside each trusted network boundary to
detect any unauthorized connections which are accessible across the
boundary.

Deny communications with known malicious or unused Internet IP
addresses and limit access only to trusted and necessary IP address ranges
at each of the organization's network boundaries,.

Deny communication over unauthorized TCP or UDP ports or application
traffic to ensure that only authorized protocols are allowed to cross the
network boundary in or out of the network at each of the organization's
network boundaries.

Configure monitoring systems to record network packets passing through
the boundary at each of the organization's network boundaries.

Deploy network-based Intrusion Detection Systems (IDS) sensors to look
for unusual attack mechanisms and detect compromise of these systems at
each of the organization's network boundaries.

Deploy network-based Intrusion Prevention Systems (IPS) to block
malicious network traffic at each of the organization's network
boundaries.

Enable the collection of NetFlow and logging data on all network
boundary devices.

Sensor

Network Firewall /

Access Contro
System
System

Configuration
Enforcement
System

Network Firewall /

Access Contro
System

Network Firewall /

Access Contro
System

Network Packet
Capture System

Network Based

Intrusion

Detection System

(NIDS)

Network Based

Intrusion

Prevention System

(IPS)

Network Device

Management
System
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Deploy Application Layer

129 Filtering Proxy Server
12.10 Decrypt Network Traffic
at Proxy

Require All Remote
12.11 Login to Use Multi-factor
Authentication

Manage All Devices

12.12  Remotely Logging into
Internal Network
13
Maintain an Inventory
13.1 L )
Sensitive Information
Remove Sensitive Data or
13.2  Systems Not Regularly
Accessed by Organization
Monitor and Block
13.3 Unauthorized Network
Traffic
Only Allow Access to
13.4  Authorized Cloud Storage

or Email Providers

Description
Ensure that all network traffic to or from the Internet passes through an
authenticated application layer proxy that is configured to filter
unauthorized connections.

Decrypt all encrypted network traffic at the boundary proxy prior to
analyzing the content. However, the organization may use whitelists of
allowed sites that can be accessed through the proxy without decrypting

the traffic.

Require all remote login access to the organization's network to encrypt
data in transit and use multi-factor authentication.

Scan all enterprise devices remotely logging into the organization's
network prior to accessing the network to ensure that each of the
organization's security policies has been enforced in the same manner as
local network devices.

Data Protection
Maintain an inventory of all sensitive information stored, processed, or
transmitted by the organization's technology systems, including those
located onsite or at a remote service provider.

Remove sensitive data or systems not regularly accessed by the
organization from the network. These systems shall only be used as stand
alone systems (disconnected from the network) by the business unit
needing to occasionally use the system or completely virtualized and
powered off until needed.

Deploy an automated tool on network perimeters that monitors for
unauthorized transfer of sensitive information and blocks such transfers
while alerting information security professionals.

Only allow access to authorized cloud storage or email providers.

Sensor
Network Firewall /
Access Control
System

Network Firewall /
Access Control
System

Multi-Factor
Authentication
System
System
Configuration
Enforcement
System

Data Inventory /
Classification
System

Data Inventory /
Classification
System

Network Based
Data Loss
Prevention (DLP)
System
Network Firewall /
Access Control
System
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135

13.6

13.7

13.8

13.9
14

141

14.2

14.3

14.4

145

Title Description

Monitor and Detect Any
Unauthorized Use of
Encryption

Monitor all traffic leaving the organization and detect any unauthorized
use of encryption.

Encrypt the Hard Drive of  Utilize approved whole disk encryption software to encrypt the hard drive
All Mobile Devices. of all mobile devices.
If USB storage devices are required, enterprise software should be used
that can configure systems to allow the use of specific devices. An
inventory of such devices should be maintained.

Manage USB Devices

Manage System's
External Removable
Media's Read/write

Configurations
Encrypt Data on USB
Storage Devices

Configure systems not to write data to external removable media, if there
is no business need for supporting such devices.

If USB storage devices are required, all data stored on such devices must
be encrypted while at rest.
Controlled Access Based on the Need to Know
Segment the network based on the label or classification level of the
information stored on the servers, locate all sensitive information on
separated Virtual Local Area Networks (VLANS).

Enable firewall filtering between VLANS to ensure that only authorized
systems are able to communicate with other systems necessary to fulfill

Segment the Network
Based on Sensitivity

Enable Firewall Filtering

Between VLANS . - e
their specific responsibilities.
Disable Workstation to Disable all workstation to workstation communication to limit an
Workstation attacker's ability to move laterally and compromise neighboring systems,

Communication through technologies such as Private VLANS or microsegmentation.
Encrypt A" Sensitive Encrypt all sensitive information in transit.
Information in Transit
Utilize an Active
Discovery Tool to
Identify Sensitive Data

Utilize an active discovery tool to identify all sensitive information stored,
processed, or transmitted by the organization's technology systems,

Sensor
Network Based
Data Loss
Prevention (DLP)
System
Whole Disk
Encryption System

Endpoint
Protection System

Endpoint
Protection System

Endpoint
Protection System

Network Firewall /
Access Control
System
Network Firewall /
Access Control
System
Network Firewall /
Access Control
System
System
Configuration
Enforcement
System
Data Inventory /
Classification
System
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14.6

14.7

14.8

14.9

15

15.1

15.2

15.3

154

Title

Protect Information
through Access Control
Lists

Enforce Access Control
to Data through
Automated Tools

Encrypt Sensitive
Information at Rest

Enforce Detail Logging
for Access or Changes to
Sensitive Data

Maintain an Inventory of
Authorized Wireless
Access Points

Detect Wireless Access
Points Connected to the
Wired Network

Use a Wireless Intrusion
Detection System

Disable Wireless Access
on Devices if Not
Required

Description
including those located onsite or at a remote service provider and update
the organization's sensitive information inventory.

Protect all information stored on systems with file system, network share,
claims, application, or database specific access control lists. These
controls will enforce the principle that only authorized individuals should
have access to the information based on their need to access the
information as a part of their responsibilities.

Use an automated tool, such as host-based Data Loss Prevention, to
enforce access controls to data even when data is copied off a system.

Encrypt all sensitive information at rest using a tool that requires a
secondary authentication mechanism not integrated into the operating
system, in order to access the information.

Enforce detailed audit logging for access to sensitive data or changes to
sensitive data (utilizing tools such as File Integrity Monitoring or Security
Information and Event Monitoring).

Wireless Access Control

Maintain an inventory of authorized wireless access points connected to
the wired network.

Configure network vulnerability scanning tools to detect and alert on
unauthorized wireless access points connected to the wired network.

Use a wireless intrusion detection system (WIDS) to detect and alert on
unauthorized wireless access points connected to the network.

Disable wireless access on devices that do not have a business purpose for
wireless access.

Sensor

System
Configuration
Enforcement

System

Host Based Data
Loss Prevention
(DLP) System
Host Based Data
Loss Prevention
(DLP) System

Log Management
System / SIEM

Network Device
Management
System
SCAP Based
Vulnerability
Management
System
Wireless Intrusion
Detection System
(WIDS)
System
Configuration
Enforcement
System
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155

15.6

15.7

15.8

15.9

15.10

16

16.1

16.2

Title

Limit Wireless Access on
Client Devices

Disable Peer-to-peer
Wireless Network
Capabilities on Wireless
Clients
Leverage the Advanced
Encryption Standard
(AES) to Encrypt
Wireless Data
Use Wireless
Authentication Protocols
that Require Mutual,
Multi-Factor
Authentication

Disable Wireless
Peripheral Access of
Devices

Create Separate Wireless
Network for Personal and
Untrusted Devices

Maintain an Inventory of
Authentication Systems

Configure Centralized
Point of Authentication

Description

Configure wireless access on client machines that do have an essential
wireless business purpose, to allow access only to authorized wireless
networks and to restrict access to other wireless networks.

Disable peer-to-peer (adhoc) wireless network capabilities on wireless
clients.

Leverage the Advanced Encryption Standard (AES) to encrypt wireless
data in transit.

Ensure that wireless networks use authentication protocols such as
Extensible Authentication Protocol-Transport Layer Security (EAP/TLS),
that requires mutual, multi-factor authentication.

Disable wireless peripheral access of devices (such as Bluetooth and
NFC), unless such access is required for a business purpose.

Create a separate wireless network for personal or untrusted devices.
Enterprise access from this network should be treated as untrusted and
filtered and audited accordingly.

Account Monitoring and Control

Maintain an inventory of each of the organization's authentication
systems, including those located onsite or at a remote service provider.

Configure access for all accounts through as few centralized points of
authentication as possible, including network, security, and cloud systems.

Sensor
System
Configuration
Enforcement
System
System
Configuration
Enforcement
System

Network Device
Management
System

Network Device
Management
System

System
Configuration
Enforcement
System
Network Device
Management
System

Identity & Access
Management
System
Identity & Access
Management
System
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16.3

16.4

16.5

16.6

16.7

16.8

16.9

16.10

16.11

16.12

Title

Require Multi-factor
Authentication

Encrypt or Hash all
Authentication
Credentials
Encrypt Transmittal of
Username and
Authentication
Credentials

Maintain an Inventory of
Accounts

Establish Process for
Revoking Access

Disable Any
Unassociated Accounts

Disable Dormant
Accounts

Ensure All Accounts
Have An Expiration Date

Lock Workstation
Sessions After Inactivity

Monitor Attempts to
Access Deactivated
Accounts

Description

Require multi-factor authentication for all user accounts, on all systems,
whether managed onsite or by a third-party provider.

Encrypt or hash with a salt all authentication credentials when stored.

Ensure that all account usernames and authentication credentials are
transmitted across networks using encrypted channels.

Maintain an inventory of all accounts organized by authentication system.

Establish and follow an automated process for revoking system access by
disabling accounts immediately upon termination or change of
responsibilities of an employee or contractor . Disabling these accounts,
instead of deleting accounts, allows preservation of audit trails.

Disable any account that cannot be associated with a business process or
business owner.

Automatically disable dormant accounts after a set period of inactivity.

Ensure that all accounts have an expiration date that is monitored and
enforced.

Automatically lock workstation sessions after a standard period of
inactivity.

Monitor attempts to access deactivated accounts through audit logging.

Sensor
Multi-Factor
Authentication
System
Identity & Access
Management
System

Identity & Access
Management
System

Identity & Access
Management
System

Identity & Access
Management
System

Identity & Access
Management
System
Identity & Access
Management
System
Identity & Access
Management
System
Identity & Access
Management
System

Log Management
System / SIEM
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16.13
17

17.1

17.2

17.3

17.4

17.5

17.6

17.7

17.8

17.9

Title
Alert on Account Login
Behavior Deviation

Perform a Skills Gap
Analysis

Deliver Training to Fill
the Skills Gap

Implement a Security
Awareness Program

Update Awareness
Content Frequently

Train Workforce on
Secure Authentication

Train Workforce on
Identifying Social
Engineering Attacks

Train Workforce on
Sensitive Data Handling

Train Workforce on
Causes of Unintentional
Data Exposure
Train Workforce
Members on Identifying
and Reporting Incidents

Description
Alert when users deviate from normal login behavior, such as time-of-
day, workstation location and duration.
Implement a Security Awareness and Training Program
Perform a skills gap analysis to understand the skills and behaviors
workforce members are not adhering to, using this information to build a
baseline education roadmap.

Deliver training to address the skills gap identified to positively impact
workforce members' security behavior.

Create a security awareness program for all workforce members to
complete on a regular basis to ensure they understand and exhibit the
necessary behaviors and skills to help ensure the security of the
organization. The organization's security awareness program should be
communicated in a continuous and engaging manner.

Ensure that the organization's security awareness program is updated
frequently (at least annually) to address new technologies, threats,
standards and business requirements.

Train workforce members on the importance of enabling and utilizing
secure authentication.

Train the workforce on how to identify different forms of social
engineering attacks, such as phishing, phone scams and impersonation
calls.

Train workforce on how to identify and properly store, transfer, archive
and destroy sensitive information.

Train workforce members to be aware of causes for unintentional data
exposures, such as losing their mobile devices or emailing the wrong
person due to autocomplete in email.

Train employees to be able to identify the most common indicators of an
incident and be able to report such an incident.

Sensor
Log Management
System / SIEM

Training /
Awareness
Education Plans
Training /
Awareness
Education Plans

Training /
Awareness
Education Plans

Training /
Awareness
Education Plans
Training /
Awareness
Education Plans
Training /
Awareness
Education Plans
Training /
Awareness
Education Plans
Training /
Awareness
Education Plans
Training /
Awareness
Education Plans
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18

18.1

18.2

18.3

18.4

185

18.6

18.7

18.8

18.9

Title

Establish Secure Coding
Practices
Ensure Explicit Error
Checking is Performed
for All In-house
Developed Software
Verify That Acquired
Software is Still
Supported
Only Use Up-to-date And
Trusted Third-Party
Components
Use Only Standardized
and Extensively
Reviewed Encryption
Algorithms
Ensure Software
Development Personnel
are Trained in Secure
Coding
Apply Static and
Dynamic Code Analysis
Tools
Establish a Process to
Accept and Address
Reports of Software
Vulnerabilities

Separate Production and
Non-Production Systems

Description

Application Software Security
Establish secure coding practices appropriate to the programming
language and development environment being used.

For in-house developed software, ensure that explicit error checking is
performed and documented for all input, including for size, data type, and
acceptable ranges or formats.

Verify that the version of all software acquired from outside your
organization is still supported by the developer or appropriately hardened
based on developer security recommendations.

Only use up-to-date and trusted third-party components for the software
developed by the organization.

Use only standardized and extensively reviewed encryption algorithms.

Ensure that all software development personnel receive training in writing
secure code for their specific development environment and

responsibilities.

Apply static and dynamic analysis tools to verify that secure coding
practices are being adhered to for internally developed software.

Establish a process to accept and address reports of software
vulnerabilities, including providing a means for external entities to contact

your security group.

Maintain separate environments for production and nonproduction
systems. Developers should not have unmonitored access to production

environments.

Sensor

Secure Coding
Standards

Secure Coding
Standards

Secure Coding
Standards

Secure Coding
Standards

Secure Coding
Standards

Training /
Awareness
Education Plans

Software
Vulnerability
Scanning Tool

Software
Vulnerability
Scanning Tool

Secure Coding
Standards
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Deploy Web Application

18.10 Firewalls (WAFs)

Use Standard Hardening
18.11 Configuration Templates
for Databases

19
Document Incident
19.1
Response Procedures
Assign Job Titles and
19.2 Duties for Incident
Response
Designate Management
19.3 Personnel to Support
Incident Handling
Devise Organization-wide
19.4  Standards for Reporting
Incidents
Maintain Contact
195 Inforr_nation Fo_r
' Reporting Security
Incidents
196 Publish Information

Regarding Reporting

Description
Protect web applications by deploying web application firewalls (WAFs)
that inspect all traffic flowing to the web application for common web
application attacks. For applications that are not web-based, specific
application firewalls should be deployed if such tools are available for the
given application type. If the traffic is encrypted, the device should either
sit behind the encryption or be capable of decrypting the traffic prior to
analysis. If neither option is appropriate, a host-based web application
firewall should be deployed.

For applications that rely on a database, use standard hardening
configuration templates. All systems that are part of critical business
processes should also be tested.

Incident Response and Management
Ensure that there are written incident response plans that defines roles of
personnel as well as phases of incident handling/management.
Assign job titles and duties for handling computer and network incidents
to specific individuals and ensure tracking and documentation throughout
the incident through resolution.

Designate management personnel, as well as backups, who will support
the incident handling process by acting in key decision-making roles.

Devise organization-wide standards for the time required for system
administrators and other workforce members to report anomalous events
to the incident handling team, the mechanisms for such reporting, and the

kind of information that should be included in the incident notification.

Assemble and maintain information on third-party contact information to
be used to report a security incident, such as Law Enforcement, relevant
government departments, vendors, and ISAC partners.

Publish information for all workforce members, regarding reporting
computer anomalies and incidents to the incident handling team. Such
information should be included in routine employee awareness activities.

Sensor

Web Application
Firewall (WAF)

System
Configuration
Enforcement

System

Incident
Management Plans
Incident
Management Plans

Incident
Management Plans

Incident
Management Plans

Incident
Management Plans

Incident
Management Plans
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19.7

19.8

20

20.1

20.2

20.3

20.4

20.5

20.6

20.7

Title
Computer Anomalies and
Incidents

Conduct Periodic Incident
Scenario Sessions for
Personnel

Create Incident Scoring
and Prioritization Schema

Establish a Penetration
Testing Program

Conduct Regular External
and Internal Penetration
Tests
Perform Periodic Red
Team Exercises
Include Tests for
Presence of Unprotected
System Information and
Acrtifacts

Create Test Bed for
Elements Not Typically
Tested in Production

Use Vulnerability
Scanning and Penetration
Testing Tools in Concert

Ensure Results from
Penetration Test are

Description

Plan and conduct routine incident response exercises and scenarios for the

workforce involved in the incident response to maintain awareness and
comfort in responding to real world threats. Exercises should test
communication channels, decision making, and incident responders
technical capabilities using tools and data available to them.
Create incident scoring and prioritization schema based on known or

potential impact to your organization. Utilize score to define frequency of

status updates and escalation procedures.
Penetration Tests and Red Team Exercises
Establish a program for penetration tests that includes a full scope of
blended attacks, such as wireless, client-based, and web application
attacks.

Conduct regular external and internal penetration tests to identify
vulnerabilities and attack vectors that can be used to exploit enterprise
systems successfully.

Perform periodic Red Team exercises to test organizational readiness to
identify and stop attacks or to respond quickly and effectively.
Include tests for the presence of unprotected system information and
artifacts that would be useful to attackers, including network diagrams,
configuration files, older penetration test reports, e-mails or documents
containing passwords or other information critical to system operation.
Create a test bed that mimics a production environment for specific
penetration tests and Red Team attacks against elements that are not
typically tested in production, such as attacks against supervisory control
and data acquisition and other control systems.

Use vulnerability scanning and penetration testing tools in concert. The
results of vulnerability scanning assessments should be used as a starting
point to guide and focus penetration testing efforts.

Wherever possible, ensure that Red Teams results are documented using
open, machine-readable standards (e.g., SCAP). Devise a scoring method

Sensor

Incident

Incident

Penetration
Testing Plans

Penetration
Testing Plans
Penetration
Testing Plans

Penetration
Testing Plans

Penetration
Testing Plans

Penetration
Testing Plans

Penetration
Testing Plans

Management Plans

Management Plans
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Documented Using Open,
Machine-readable
Standards

Control and Monitor
20.8 Accounts Associated with
Penetration Testing

Description
for determining the results of Red Team exercises so that results can be
compared over time.

Any user or system accounts used to perform penetration testing should
be controlled and monitored to make sure they are only being used for
legitimate purposes, and are removed or restored to normal function after
testing is over.

Sensor

Penetration
Testing Plans
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