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ABSTRACT Information security is of paramount importance yet significant challenge for wireless
communications. In this paper, we investigate the power-efficient transmissions with security concerns
in the presence of a full-duplex (FD) active eavesdropper. With FD capability, the eavesdropper can
launch jamming attacks while eavesdropping, which affects the legitimate transmissions, such that the
legitimate power allocation becomes more favorable for eavesdropping. However, the jamming attacks
require additional power consumption and result in self-interference at the eavesdropper itself. The legitimate
user intends for a power-efficient manner to effectively guarantee the secure transmissions to defend against
the simultaneous eavesdropping and jamming attacks. We formulate the problem within a Stackelberg game
framework, where the eavesdropper takes action first as the leader and the legitimate user acts as the follower.
We analyze the security game model for both single-channel and multi-channel cases. Furthermore, by
exploring the properties of the game equilibrium, we propose the optimal transmission strategy and jamming
strategy for the legitimate transmission and eavesdropping, respectively. Finally, we provide extensive
simulation results to corroborate our theoretical analysis and evaluate the security performance.

INDEX TERMS Physical layer security, full-duplex, active eavesdropper, Stackelberg game, equilibrium.

I. INTRODUCTION
The rapid development of wireless technology in recent
years has empowered the significant advancement of wireless
industry [1]. Along with the emergence of numerous wireless
devices and various wireless services, there have raised grow-
ing concerns on wireless security [2]. However, the wireless
signal, which is transmitted in the open and shared wireless
medium, can be easily intercepted by the unintended third
parties. In this respect, physical layer security has emerged as
a promising solution to safeguard wireless informations secu-
rity, which complements the conventional encryption-based
approaches implemented at the higher protocol layers [3].
The physical layer security techniques exploit the intrinsic
randomness of wireless medium for security, which can be

easily implemented and have the capability to quickly adapt
to different wireless scenarios [4].

On the other hand, the full-duplex (FD) technology is
widely regarded as one of the essentials for future wireless
networks. The FD technology enables simultaneous transmis-
sions and receptions, which thus has the potential to double
the spectral efficiency [5]. With the recently reported results
to effectively suppress the self-interference by novel cancel-
lation techniques, we can expect the wide applications of FD
communications in the near future [6], [7].

In the literature, most of the existing works on phys-
ical layer security are based on the assumption of half-
duplex (HD) transmission at the legitimate side as well as
its adversary [8]. In the HD scenario, the adversary may
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remain passive as an eavesdropper to overhear the legiti-
mate transmission, or launch jamming attacks to degrade
the legitimate reception. For the threat from an eavesdrop-
per, the multiple-antenna transmission technique [9]–[17]
or cooperative security mechanism [18]–[20] are usually
adopted to defend against eavesdropping. While to miti-
gate jamming attacks, there are also different countermea-
sures proposed, such as frequency hopping [21], power
control [22], reactive transmission [23], and so forth.
Recently, there have also emerged the research works
that consider the secure transmission under the FD sce-
nario [24]. For these research efforts, most of them have
been devoted to the FD-enabled security enhancement strat-
egy, such as the FD transmitter [25], FD receiver [26], [27],
FD relay [28], [29].

Although FD capability can be exploited to enhance the
wireless security, it may also be potentially applied at the
adversary to induce serious security challenges [30]–[32].
These issues, however, have not been sufficiently addressed
among the existing research works. Particularly, with FD
capability, the eavesdropper can actively launch jamming
attacks while performing the passive eavesdropping, and
thus known as an active eavesdropper. Facing with an
active eavesdropper, the legitimate transmissions are directly
degraded due to the jamming attacks, apart from the wiretap-
ping threats. While for the eavesdropper, the active jamming
results in self-interference at its own receiver, which nega-
tively affects the eavesdropping as well. Besides the more
complicated security threats, the modeling of the security
problem has been fundamentally changed when the eaves-
dropper becomes active. Specifically, a passive eavesdropper
generally stays silent without any explicit actions, which
allows us to concentrate on the analysis regarding the strategy
on the legitimate side. In contrast, when the eavesdropper
becomes active with explicit jamming actions, the modeling
of jamming actions must be considered in parallel with the
investigation on security countermeasures. Further, we need
to analyze the interactions between the legitimate transmis-
sion behavior and actions by the active eavesdropper. In this
respect, game theory is an effective tool to explore such
interest-conflicting scenarios. Within the game-theoretical
framework, the interactions between the legitimate user and
active eavesdropper can be tracked through the game playing.
Moreover, the equilibrium reveals the steady states of the
playing between them and allows to evaluate the security
performance.

Meanwhile, most of the research works on physical layer
security intend to optimize the secure transmissions, typi-
cally, to maximize of secrecy rate. However, since the eaves-
dropping usually has evident side effect over the legitimate
transmissions, and thus the secure wireless transmissions
can be significantly power-consuming. Those approaches,
although effective in protecting wireless security, may not
be as appropriate for the energy-sensitive wireless scenarios.
In this respect, we need to instead consider the power-
efficient secure transmissions. While on the other hand, since

the active eavesdropper requires additional power consump-
tion to conduct jamming attacks, as compared with a con-
ventional passive eavesdropper, we also need to consider
the power consumption issue at the active eavesdropper to
investigate the security problem.

Targeting at the aforementioned issues for the power-
efficient secure transmissions against a FD active eavesdrop-
per, we investigate this problem by employing game theory.
We consider a novel FD active eavesdropper1 model that
the eavesdropper with FD capability intends to improve its
wiretap rate by launching jamming attacks, which is differ-
ent from the conventional active eavesdropper model that
attempts to minimize the secrecy rate [31], [32]. With FD
empowered jamming attacks conducted simultaneously with
eavesdropping, it stimulates the legitimate user to change its
transmitting behavior to the desired pattern for the eavesdrop-
ping. Meanwhile, the active jamming also results in residual
self-interference at the eavesdropper itself and is also charged
with a price for jamming power consumption. In particular,
the main contribution of this paper can be summarized as
follows.
• We investigate the power-efficient secure transmission
issue to defend against the active eavesdropping. Spe-
cially, we consider a novel jamming-assisted eavesdrop-
ping model that the eavesdropper launches the jamming
attacks to affect the legitimate transmissions so as to
facilitate the eavesdropping. The legitimate user aims at
the secure transmission with efficient power utilization
while defending against the simultaneously conducted
eavesdropping and jamming attacks.

• We consider the single-channel case and formulate the
interactions between the legitimate user and eavesdrop-
per as a Stackelberg game where the eavesdropper takes
action first as the leader while the eavesdropper is the
follower. We analyze the properties of the equilibrium
for the game and derive the optimal legitimate transmis-
sion strategy and jamming strategy with the closed-form
expressions.

• We further extend the Stackelberg game model to the
multi-channel scenario. Despite the lack of the closed-
form expression, we propose effective algorithms to
determine the strategies for the legitimate transmissions
as well as jamming attacks.

The remainder of this paper is organized as follows.
In Sec. II, we review the related works. In Sec. III, we provide
the systemmodel with the FD active eavesdropper. In Sec. IV,
we focus on the single-channel scenario, while in Sec. V,
we deals with the multi-channel problem. In Sec. VI, the
simulation results are provided, and this paper is concluded
in Sec. VII.

II. RELATED WORKS
The conventional research works on physical layer security
are mostly based on the HD assumption [8]. Under this

1For the rest of this paper, we will refer the ‘‘FD active eavesdropper’’ as
‘‘active eavesdropper’’ or ‘‘eavesdropper’’ for simplicity.
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assumption, the secure transmission can only be challenged
by one single type of attack at each time, i.e., either eaves-
dropping or jamming. To cope with eavesdropping, one com-
mon approach is to adopt the multiple-antenna techniques to
perform security-oriented beamforming. In this respect, the
legitimate transmission can be directly improved through sig-
nal beamforming, or indirected benefited through the artifi-
cial noise to confuse the eavesdropper [9]. In [10], the authors
consider the secure multiple-input-single-output (MISO)
transmission in a multi-cell scenario with extensive perfor-
mance analysis. In [11], the authors investigate the MISO
transmission with imperfect channel state information and
propose the robust secure beamforming strategy. In [12],
the distributed beamforming strategy is proposed for MISO
simultaneous wireless information and power transmission
system. In [13], the physical layer security issue is addressed
for multi-input multi-output (MIMO) systems. Besides the
signal beamforming, the artificial-noise based methods are
also widely applied [14]. In [15], the authors investigate
the artificial noise assisted secure transmission in small cell
networks with stochastic geometry based performance anal-
ysis. In [16], the security issue is jointly considered with
energy efficient wireless transmission, where the utilization
of artificial noise is evaluated for both security and energy
concerns. The authors of [17] propose to jointly apply the
artificial noise and feedback to enhance the wireless security
in the absence of eavesdropper’s channel state information.
Meanwhile, secure transmission can also be guaranteed with
the cooperation from external nodes [18]. In [19], the cooper-
ative beamforming is proposed with multiple relay nodes to
achieve secure wireless communications. In [20], the cooper-
ative security issue is jointly investigated with signal and jam-
ming under multiple relaying transmissions. Moreover, there
also exist some signal processing based security enhancement
mechanisms, such as Fountain coding [33] and constellation
rotation [34].

While more recently, there has been more research inter-
est on physical layer security issue for FD transmissions.
In [25], the secure transmission strategy at the FD base
station is investigated by the joint beamforming over infor-
mation signals and jamming signals. In [26], the receiver
is enabled with FD capability, and thus transmit jamming
noise towards the eavesdropper while performing legitimate
reception, which improves the secure transmissions. Also, the
hybrid HD/FD model receiver assisted secure transmission
is investigated for a two-tire decentralized network in [27].
In [28], the wireless security is safeguarded by the FD relay,
which demonstrates substantial security performance gain on
condition of sufficiently suppressed self-interference. In [29],
the FD relay node sends jamming signal to the eavesdropping
while relaying the legitimate signal to improve the security.
Compared with the blooming researches on employing FD
techniques to improve security, the studies on the threats
along with FD techniques at the adversary are relatively
less. In [31], authors investigate the security problem for a
FD eavesdropper who performs eavesdropping and jamming

simultaneously to degrade the secrecy performance. In [32],
the security degree of freedom is analyzed for the secure
transmission in the presence of eavesdropping and jamming
attacks.

FIGURE 1. System Model.

III. SYSTEM MODEL
We consider a wireless network that consists of a legitimate
transmission pair as well as an eavesdropper. We denote
the legitimate source node as S, legitimate destination node
as D, and the eavesdropper as E , as shown in Fig. 1. For
the legitimate nodes S and D, they can only perform HD
transmission and reception, respectively. While for the eaves-
dropper, we assume that it has FD capability, which enables
it to perform the simultaneous eavesdropping and jamming
attacks. For the legitimate transmission, we assume that the
transmit power is PS which is constrained by the maximum
transmit power Pmax

S . Also, the legitimate link gain from the
legitimate source to destination is hSD. In the meantime, the
legitimate transmissions are overheard by the eavesdropper,
for which we assume the wiretap link gain is hSE . For the
eavesdropper, who exploits its FD capability to conduct jam-
ming attacks while eavesdropping, we assume the jamming
power is PE , which is constrained by the maximum allowed
power Pmax

E . For the jamming signal, it affects the legitimate
receptions with link gain denoted by hED. Also, since the
jamming and eavesdropping are conducted at the same time
at the eavesdropper, the former also negatively influences the
latter, known as self-interference, where we denote the self-
interference link gain as hEE . Due to the hardware limits,
the self-interference cannot be canceled completely. In this
respect, we describe the residual self-interference with the
self-interference link hEE and a linear coefficient ρ.

We assume the legitimate signal and jamming signal are
given by s andw, respectively. Both s andw are of normalized
power, i.e., |s|2 = 1 and |w|2 = 1. Then the received signal at
the legitimate destination and eavesdropper can be written as

xD =
√
PShSD · s+

√
PEhED · w+ zD, (1)

and

xE =
√
PShSE · s+

√
ρPEhEE · w+ zE , (2)

respectively, where zD and zE denote the noise at the
legitimate destination and eavesdropper. Then for the

24634 VOLUME 5, 2017



X. Tang et al.: Power-Efficient Secure Transmission Against FD Active Eavesdropper: Game-Theoretic Framework

legitimate link and wiretap link, the corresponding signal-to-
interference-plus-noise ratio (SINR) are given as2,

γD =
PS |hSD|2

PE |hED|2 + σ 2
0

, (3)

and

γE =
PS |hSE |2

ρPE |hEE |2 + σ 2
0

, (4)

respectively, where σ 2
0 denotes the noise power and we

assume the same noise power at D and E . For notation
simplicity, we define αXY

1
=
|hXY |2

σ 20
, X ∈ {S,E} , Y ∈ {E,D} ,

as the channel-to-noise ratio. As such, the previously obtained
SINRs can be then rewritten as γD =

PSαSD
PEαED+1

and γE =
PSαSE

ρPEαEE+1
. Following the discussions above, we can obtain

the transmission rate for the legitimate communication and
eavesdropping as

RD = log2 (1+ γD) (5)

and

RE = log2 (1+ γE ) , (6)

respectively. Here we assume the channel is of unit band-
width. Then the secrecy rate for the legitimate transmissions
can be obtained as

RS = (RD − RE )+

=

(
log2

1+ γD
1+ γE

)+
, (7)

where the operator ( · )+ is equivalent to max ( · , 0).

IV. SINGLE-CHANNEL GAME
In this section, we consider the power-efficient secure com-
munication issue for the single-channel wireless scenario.
Then, we formulate the competition between the legitimate
user and eavesdropper as a Stackelberg game and derive the
equilibrium with the closed-form expressions.

A. GAME MODEL FORMULATION
For the legitimate user, it concerns the secure wireless com-
munication as well as the power consumption. To this end,
it specifies a target secrecy rate, denoted by R0, based on its
evaluation on the security requirement. Then, it seeks for the
most power-efficient way to achieve such a target, and the
problem formulation can thus be given as

min PS (8a)

s. t. RS ≥ R0, (8b)

0 ≤ PS ≤ Pmax
S . (8c)

2Here we adopt the assumption that the legitimate user and active eaves-
dropper both have the knowledge on the legitimate link and wiretap link.
This can be interpreted as the practical scenario that both the legitimate user
and eavesdropper belong to the same wireless system. Moreover, as we in
this paper emphasize on the competition and interaction among the them,
the information availability issue is beyond our main focus.

Meanwhile, the eavesdropper intends for the maximum wire-
tap rate. To this end, it imposes a jamming signal over the
legitimate receiver to affect legitimate transmission in order
to facilitate the eavesdropping, which also induces residual
self-interference at its own receiver. Moreover, the jamming
attack requires additional power consumption as compared
with a conventional passive eavesdropper, which is taken into
consideration in the form of a linear power price. Therefore,
the problem at the eavesdropper can be given as

max UE = RE − θEPE (9a)
s. t. 0 ≤ PE ≤ Pmax

E , (9b)
where UE is the utility function of the eavesdropper and
θE is the coefficient for power price. The utility function
incorporates the wiretap rate as the gain and the allocated
jamming power as cost. Note when PE = 0, the active eaves-
dropper reduces to the passive one, and the utility function
corresponds to the wiretap rate. Thus our active eavesdropper
model here is naturally compatible with the conventional
model.

Now we have established the problem for the legitimate
user as well as the eavesdropper. We know that in such a
communication diagram, the legitimate user needs to adapt to
the jamming attacks to achieve the security. Meanwhile, the
eavesdropper can only improve its eavesdropping by affect-
ing the legitimate transmission through jamming. Thus, it has
to take into account the potential reaction of the legitimate
user to determine its strategy. In this regard, the Stackelberg
game [35] is perfectly suitable to model such a hierarchi-
cal decision-making process. In particular, the eavesdropper
takes action first as the leader in the game model and the
legitimate user acts as the follower. The follower only needs
to react to the action by the leader while the leader needs
to consider the follower’s action to determine its strategy.
The game model is mathematically expressed with problems
in (8) and (9). However, we cannot solve these two problems
separately, as the behavior of the legitimate user and eaves-
dropper mutually affects each other, or mathematically, the
two problems are coupled. In the following, wewill derive the
equilibrium of the game, based on which the optimal strategy
for the both sides can be derived.

B. THE EQUILIBRIUM
Due to the leader-follower’s sequential playing in the Stack-
elberg game model, we here adopt the backward induction
method to solve for the equilibrium.

The backward induction begins with the follower’s prob-
lem, assuming that the leader’s strategy is fixed. Specially
for our problem, with fixed jamming power PE , consider-
ing the monotonic relationship between the secrecy rate and
legitimate power, the minimum legitimate power is readily
obtained by letting the secrecy rate equal the target, i.e.,
RS = R0. We can then derive the legitimate power as

P̄S =

[
1− γ0

γ0αSE
ρPEαEE+1

−
αSD

PEαED+1

]Pmax
S

0

, (10)
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PthE =
−
(
(1− γ0)

(
αED + ραEE + Pmax

S αSDραEE − Pmax
S γ0αSEαED

))
−
√
11

2ραEEαED (1− γ0)
(13)

11 =
(
(1− γ0)

(
αED + ραEE + Pmax

S αSDραEE − γ0Pmax
S αSEαED

))2
− 4ραEEαED (1− γ0)

(
1− γ0 + Pmax

S αSD − γ0Pmax
S αSE

)
(14)

∂UE
∂PE

=
1

log 2
·

ξ (1− γ0) (ραEE − αED)
((PEαED + 1)− ξ (ρPEαEE + 1)) · (γ0 (PEαED + 1)− ξ (ρPEαEE + 1))

− θE (17)

∂2UE
∂P2E

= −
1

log 2
·

ξ2 (1− γ0)2 (ραEE − αED)2

((PEαED + 1)− ξ (ρPEαEE + 1))2 · (γ0 (PEαED + 1)− ξ (ρPEαEE + 1))2
(18)

P̃E =
− (1− ξ) (γ0αED − ξραEE )− (γ0 − ξ) (αED − ξραEE )+

√
12

2 (αED − ξραEE ) (γ0αED − ξραEE )
(21)

12 = [(1− ξ) (γ0αED − ξραEE )− (γ0 − ξ) (αED − ξραEE )]2

+
4 ξ

θE log 2
(αED − ξραEE ) (γ0αED − ξραEE ) (1− γ0) (ραEE − αED) (22)

where γ0
1
= 2R0 and ( · )ba = min (max ( · , a) , b). Obviously,

γ0 > 1 needs to be satisfied for a positive secrecy rate, which
then yields that the following condition has to hold for a
feasible legitimate power allocation

PEαED + 1
ρPEαEE + 1

<
αSD

γ0αSE
. (11)

For the condition above, we can see that due to the
monotonous relationship between the left-hand side expres-
sion and jamming power PE , we then obtain the sufficient
condition for (11), given as{

γ0 < ξ,
γ0
ξ
αED < ραEE ,

(12)

where we define ξ 1
=

αSD
αSE

for notation simplicity. The condi-
tion in (12) is obtained by considering that (11) holds for the
extreme cases corresponding to PE = 0 and PE →∞. Then
we know that (12) guarantees that (11) holds for any jamming
power. Also, from (10), we can see that the threshold jamming
power to let the legitimate transmit power exactly equals its
maximum is PthE , given by (13), shown at the top of this
page.3 Obviously, the jamming power should not exceed PthE ,
otherwise, the secrecy target is no longer achievable, which
further results in the legitimate user ceasing its transmissions
and thus the eavesdropper has nothing to wiretap. Then we
know that the jamming power should be bounded by

PboundE = min
{
PthE ,P

max
E

}
. (15)

Furthermore, if PthE < 0, it implies that even the eavesdropper
remains passive, the target secrecy rate is unachievable for
the legitimate user under current channel conditions, then

3Generally, letting PS (PE ) = Pmax
S results in two roots, denoted by

P+E,1 and P−E,1 with the latter smaller than the former, and we can prove

that the latter must be negative. Then the former is selected, given by PthE .
The mathematical details are omitted here for space limitation.

both the legitimate user and eavesdropper will terminate their
activities.

With the derived optimal power allocation for the legiti-
mate user with respect to a fixed leader’s strategy, we can
then take such reactions into the leader’s problem to deter-
mine its strategy. Specifically, by substituting (10) into the
eavesdropper’s utility function, we then obtain that

UE = log2

(
1+

1− γ0
γ0 − ξ

ρPEαEE+1
PEαED+1

)
− θEPE . (16)

For the eavesdropper’s utility function appearing in the form
given above, we have the following proposition.
Proposition 1: The eavesdropper’s utility function UE ,

given by (16), is concave with respect to its jamming
power PE .

Proof: We can easily obtain the first and second deriva-
tive of UE against PE , given by (17) and (18), shown at the
top of this page, respectively. Obviously, we can see that
∂2UE
∂P2E

< 0, which guarantees that UE (PE ) is concave.

To derive the optimal jamming power, we first explore
some special cases. First, we consider zero jamming power
cost, i.e., θE = 0. In this case, we can easily prove that the
utility function is monotonously increasing with PE when
ραEE < αED, and otherwise, monotonously decreasing.
Then, obviously, the optimal jamming strategy will be P̄E =
Pmax
E , if ραEE < αED, and P̄E = 0, otherwise. This con-

clusion can be interpreted as follows. Without the jamming
power cost, there only remains the residual self-interference.
In this regard, when ραEE < αED, which implies that
jamming affects the legitimate receiver more than the eaves-
dropper itself, full jamming power will be used. Otherwise,
the jamming negatively influences the eavesdropper itself
even more, and thus it is optimal to cease the jamming
attacks. Moreover, we inspect the highest jamming price the
eavesdropper can afford. To this end, we notice that ∂UE

∂PE
is

decreasing because of the concavity of the utility function,
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from which we have
∂UE
∂PE
≤
∂UE
∂PE

∣∣∣∣
PE=0

. (19)

Thus, to ensure the existence of positive extreme point for
UE , i.e., zero point of ∂UE

∂PE
, we need ∂UE

∂PE

∣∣∣
PE=0

> 0, which

implies that

θE ≤
1

log 2
·
ξ (1− γ0) (ραEE − αED)

(1− ξ) (γ0 − ξ)
. (20)

We denote the right-hand side of (20) as θ thE . Then, if the
jamming power price exceeds θ thE , it becomes too high for
the eavesdropper to launch jamming attacks. In this case,
the eavesdropper will stay silent as a passive eavesdropper.
When the jamming price is reasonable as 0 ≤ θE ≤ θ thE , by
letting ∂UE

∂PE
= 0, we obtain the extreme point of UE given

in (21), shown at the top of the previous page,4 where 12 is
represented by (22), shown at the top of the previous page.

Based on the discussions above for different situations, we
obtain the optimal jamming power of the active eavesdropper,
which is given by

P̄E =



Pmax
E , if θE = 0 and ραEE < αED;(
P̃E
)PboundE

0
, if 0 < θE < θ thE and

γ0
ξ
αED < ραEE < αED;

0, otherwise,

(23)

where the power allocation P̃E , naturally, is bounded by the
maximum allowed power PboundE . Here, we can see that the
jamming power price should be sufficiently low so as to
launch jamming attacks. While for the self-interference, we
can see that, on one hand, the existence of certain level self-
interference helps guarantee the reachability of the target
secrecy rate, as suggested by condition (12). While on the
other hand, if the self-interference is too high, exceeding a
certain threshold, the jamming has more significant negative
effects on the eavesdropper itself as compared with that on
the legitimate user. Consequently, the self-interference is both
upper-bounded and lower-bounded conditioned for the eaves-
dropper to launch jamming attacks.

On obtaining the optimal strategy of the jamming power,
we can then substitute it into the legitimate user’s optimal
strategy, given by (10), whose expression is given on con-
dition of fixed jamming power. Then the optimal legitimate
power is derived as P̄S

(
P̄E
)
. Here, we omit the complicated

mathematical expression for P̄S
(
P̄E
)
to economize the space.

Based on our previous discussions to solve for the optimal
strategies for both the legitimate user and eavesdropper, we
can have the following conclusion.
Proposition 2: The single-channel Stackelberg game

between the legitimate user and active eavesdropper has the
unique equilibrium, given by

(
P̄S
(
P̄E
)
, P̄E

)
.

4Generally, solving ∂UE
∂PE
= 0 implies too roots, denoted by P+E,2 and P

−

E,2
with P+E,2 > P−E,2. We can then easily prove that P−E,2 must be negative,

and thus the P+E,2 is the only possible solution. When θE ≤ θ thE , P+E,2 ≥
0 is guaranteed, represented by (21), and is the optimal. The mathematical
derivations are omitted here for space limitation.

Proof: For the Stackelberg game model, we know
from [36] that the equilibrium exists on condition that the
follower’s best-response strategy with respect to any fixed
leader’s action is unique. Then, for our formulated game
model, we can see that the legitimate user, as the follower, has
the unique reaction given in (10) against the eavesdropper’s
jamming attacks. As such, we can assure the existence of the
equilibrium for the game.

While for the leader, we can see that the optimal jam-
ming power, taking the reaction of the follower into consid-
eration, given by (23), is also uniquely determined. There-
fore, the equilibrium of the game is thus unique, as given
by
(
P̄S
(
P̄E
)
, P̄E

)
.

V. MULTI-CHANNEL GAME
We now focus on the wireless scenario where there are multi-
ple channels available to users. Similar to the single-channel
case, we will investigate the security problem against the
FD active eavesdropper, who employs jamming attacks to
improve eavesdropping. Similarly, we analyze their behav-
ior and track their interactions within the Stackelberg game
framework.

A. GAME MODEL FORMULATION
As we consider the multi-channel scenario, we denote the
channel set asN , where |N | = N . The notations used in this
section have the same interpretationwith those in the previous
section, while we use a superscript-n ∈ N to distinguish the
metrics corresponding to different channels.

Similar to the single-channel case, we model the interac-
tions between the interest-conflicting sides as a Stackelberg
game where the eavesdropper takes actions first and acts as
the leader while the legitimate user is the follower. For the
eavesdropper, who intends to maximize its wiretap rate while
is confronted with residual self-interference and jamming
power price, the problem can be summarized as

max
PE

UE =
∑
n∈N

R(n)E − θE
∑
n∈N

P(n)E (24a)

s. t. P(n)E ≥ 0, ∀ n ∈ N , (24b)∑
n∈N

P(n)E ≤ P
max
E , (24c)

where PE
1
=

[
P(n)E

]
n∈N

. The eavesdropper needs to optimize

the utility function in the multi-channel environment while
facing with the maximum jamming power constraint. For
the legitimate user, it attempts to minimize the power con-
sumption over all channels while subject to the target secrecy
rate constraint, for which the problem can be mathematically
given as

min
PS

∑
n∈N

P(n)S (25a)

s. t. RS ≥ R0, (25b)
P(n)S ≥ 0, ∀ n ∈ N , (25c)∑
n∈N

P(n)S ≤ P
max
S , (25d)
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where PS
1
=

[
P(n)S

]
n∈N

and RS =
∑

n∈N R(n)S . Note the

target secrecy rate is constrained on the sum secrecy rate
over all channels, rather than at each single channel. In the
game, the eavesdropper and legitimate user, respectively, are
faced with the problem in (24) and (26). Also, they follow
the sequential decision-making process that the eavesdropper
takes action first, followed by the legitimate user. However,
similar to the single-channel case, we cannot solve those two
problems solely as they are coupled, i.e., the determination
of jamming power allocation needs to consider the legitimate
power allocation as the reaction over different channels, while
in turn, the jamming power affects the legitimate power dis-
tribution over the channels, as well.

B. THE EQUILIBRIUM
To solve for the equilibrium of the game under multi-channel
transmission, we resort to the backward inductionmethod due
to the sequential game structure. First, we fix the strategy of
the leader and solve for the optimal strategy for the follower,
i.e., to solve (25a) on condition of fixed jamming power.

However, before solving the optimization given in (25a),
we first need to check its feasibility, i.e., to determine whether
the feasible region jointly defined by (25b), (25c), and (25d)
is empty. To this end, we consider the problem

max
PS

RS =
∑
n∈N

R(n)S (26a)

s. t. P(n)S ≥ 0, ∀ n ∈ N , (26b)∑
n∈N

P(n)S ≤ P
max
S , (26c)

to evaluate the maximum secrecy rate under the given power
constraint. To facilitate our discussion, we rewrite the prob-
lem above as

max
PS

RS =
∑
n∈N

log2
1+ P(n)S · a

(n)
D

1+ P(n)S · b
(n)
E

(27a)

s. t. P(n)S ≥ 0, ∀ n ∈ N , (27b)∑
n∈N

P(n)S ≤ P
max
S , (27c)

where

a(n)D
1
=

α
(n)
SD

P(n)E α
(n)
ED + 1

and b(n)E
1
=

α
(n)
SE

ρP(n)E α
(n)
EE + 1

(28)

can be regarded as the functions with respect to the fixed
jamming power P(n)E .

Obviously, in order to achieve positive secrecy rate over
a certain channel-n, it requires a(n)D > b(n)E . Without loss
of generality, we assume this condition holds for all chan-
nels. Otherwise, we can exclude the channels that violate
this condition from the power allocation. For the remaining
channels, the following derivations still apply. Then, we can
easily verify the inequalities given by

∂RS

∂P(n)S
=

∑
n∈N

1
log 2

·
a(n)D − b

(n)
E(

1+ P(n)S a(n)D
) (

1+ P(n)S b(n)E
) > 0

(29)
∂2RS

∂P(n)S ∂P(n
′)

S

= 0

(30)

and (31), shown at the bottom of this page, which prove that
the utility function is increasing and concave with respect to
the legitimate power allocation.

On the other hand, the constraints of problem in (27) are
obviously convex, which then confirms that the optimization
in (27) is a concave problem.

Thanks to the concavity of the optimization (27), we can
thus adopt the Lagrange multiplier method [37]. Specially,
the Lagrange function can be constructed as

L (PS , λ,µ) =
∑
n∈N

log2
1+ P(n)S · a

(n)
D

1+ P(n)S · b
(n)
E

− λ

(∑
n∈N

P(n)S −P
max
S

)
+

∑
n∈N

µ(n)P(n)S , (32)

where λ and µ =
[
µ(n)

]
n∈N are the multipliers associated

with the sum power constraint and the power constraint over
each channel. Then, the optimal solution is required to satisfy
the Karush-Kuhn-Tucker condition, specified as

0 ≤ P(n)S ⊥ λ−
∂RS

∂P(n)S
≥ 0, ∀ n ∈ N ,

0 ≤ λ ⊥ Pmax
S −

∑
n∈N

P(n)S ≥ 0,
(33)

where 0 ≤ x⊥y ≥ 0 indicates that x ≥ 0, y ≥ 0, and x ·y = 0.
From the upper equation in (33), we equivalently have

a(n)D b(n)E
(
P(n)S

)2
+

(
a(n)D + b

(n)
E

)
P(n)S =

a(n)D − b
(n)
E

λ log 2
− 1.

(34)

∂2RS

∂
(
P(n)S

)2 = −∑
n∈N

1
log 2

·

(
a(n)D − b

(n)
E

)(
2a(n)D b(n)E

(
P(n)S

)2
+

(
a(n)D + b

(n)
E

)
P(n)S

)
(
1+ P(n)S a(n)D

) (
1+ P(n)S b(n)E

) < 0 (31)

P̄(n)S =

[
1

2a(n)D b(n)E

[
−

(
a(n)D + b

(n)
E

)
+

√(
a(n)D − b

(n)
E

)2
+

4
λ log 2

a(n)D b(n)E
(
a(n)D − b

(n)
E

)]]+
(36)
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We can then derive that the equation in (34) has too roots,
which are denoted as P(n)S+ and P(n)S−, with P(n)S+ ≥ P(n)S−.
Through basic algebraic operations [38], we can derive that

P(n)S+ + P
(n)
S− = −

a(n)D +b
(n)
E

a(n)D b(n)E
< 0, which implies that P(n)S− must

be negative. Meanwhile, we have P(n)S+ · P
(n)
S− = 1− a(n)D −b

(n)
E

λ log 2 ,

which indicates that the condition for P(n)S+ > 0 is that

1− a(n)D −b
(n)
E

λ log 2 < 0, or equivalently,

a(n)D > b(n)E + λ log 2. (35)

The inequality above can be regarded as the sufficient and
necessary condition to determine whether or not to transmit
over a channel. Denote the channel set satisfying the above
condition by N ′ for given λ, then the transmit power for
legitimate link n ∈ N ′ is derived as (36), shown at the bottom
of the previous page, by solving (34). While for n ∈ N \N ′,
we have P(n)S = 0. Due to the fact that utility function
is increasing with legitimate transmit power, the Lagrange
multiplier λ must satisfy∑

n∈N ′
P̄(n)S = Pmax

S . (37)

Although we cannot derive the closed-form expression for λ,
we can apply numeric method such as the bi-direction search
to efficiently find the solution.

Upon obtaining the optimal legitimate transmit power
allocation based on (36) and (37), we can then calculate
the highest secrecy rate, denoted by R̄S under the power
constraints (25c) and (25d). Then, we compare R̄S and R0.
Obviously, if the former is larger than the latter, then the target
secrecy rate R0 is achievable, and thus the problem in (26) is
feasible. Otherwise, the target secrecy rateR0 is unachievable.
We then consider the case that the problem in (26) is

feasible and revisit the original problem in (25a) to investi-
gate the optimal transmission strategy for the legitimate user.
By utilizing the results above regarding problem in (26),
we know that the optimal power allocation to maximize the
secrecy rate with respect to the power constraint is given
by (36) and (37). Then, it indicates that the most power-
efficient way to achieve certain secrecy rate also follows the
power allocation pattern in (36) with a different multiplier λ
that satisfies a certain constraint. On the other hand, we know
that the most power-efficient transmission for the problem
in (25a) is achieved when the constraint in (25b) is satisfied
with equality. Therefore, based on the discussions above that
the power allocation pattern satisfies (36) and the constraint
in (25c) is satisfied with equality, we know that the optimal
power allocation can also be given as (36) with λ replaced by
λ̄ which satisfies∑

n∈N ′′
R(n)S

(
P̄(n)S

)
= Pmax

S , (38)

where N ′′ includes the channels that satisfies

a(n)D > b(n)E + λ̄ log 2. (39)

Based on the discussions above on the follower’s problem,
we then have the following proposition regarding the equilib-
rium of the game.
Proposition 3: The equilibrium of the Stackelberg secu-

rity game under multi-channel transmission scenario always
exists.

Proof: Obviously, we can see that the power alloca-
tion in (36) is monotonous with respect to λ (also λ̄), and
then we can obtain the unique root for λ̄ by solving (38).
As such, we know that the optimal power allocation strategy
for the power-efficient secure transmission problem in (25a)
at the legitimate user is unique. Then, similar to the proof
of Proposition 2, we know that the follower’s strategy being
unique guarantees the existence of equilibrium for the game.
Therefore, we can assure the existence of equilibrium for the
multi-channel game model.
Despite the power allocation appears in the closed-form

in (36), we cannot calculate it directly due to the lack of
closed-form expression for the multiplier λ (also λ̄). Then,
to obtain the optimal transmission strategy for the legitimate
transmission, we can adopt the numeric method. In particular,
based on the monotonous relation between power allocation
and the multiplier, we can apply the bi-direction search to
obtain the desired multiplier λ̄, following which the power
allocation can be obtained efficiently. This process can be
summarized below in Algorithm 1.

Algorithm 1 Legitimate Transmission Strategy

1 Initialization: select appropriate minimum and
maximum value for λ̄, given as as λ̄l and λ̄r ; define a
sufficiently small threshold σ ; calculate a(n)D and b(n)E for
all channels based on given PE ;

2 repeat
3 λ̄←

(
λ̄l + λ̄r

)
/2;

4 Determine the temporary transmission strategy
based on (36) with λ = λ̄;

5 for ∀ n ∈ N do
6 if (39) fails for channel-n then
7 P̄(n)S ← 0;

8 if
∑

n∈N R(n)S
(
P̄(n)S

)
= Pmax

S then

9 λ̄r ← λ̄;

10 else
11 λ̄l ← λ̄;

12 until
∣∣λ̄r − λ̄l ∣∣ / ∣∣λ̄r ∣∣ < σ ;

13 Finalize the legitimate transmission strategy according
to (36) with λ = λ̄.

For the leader’s problem, we then need to substitute the
follower’s optimal strategy into the leader’s problem and
solve for the optimal. Specifically, we substitute P̄S (PE )
given by (36) into the eavesdropper’s objective function
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and have

UE =
∑
n∈N

log2

1+
P̄(n)S

(
P(n)E

)
α
(n)
SE

ρP(n)E α
(n)
EE + 1

− θE ∑
n∈N

P(n)E .

(40)

Now we need to maximize UE given by (40) subject to the
constraints (24b) and (24c). Unfortunately, we cannot obtain a
well-defined expression for utility function in (40) because of
the lack of closed-form expression of λ̄ in (36). Consequently,
we can then only resort to the numeric method searching
for the optimal. Similar to some other works [39], we here
apply the simulated annealing method, which is specified as
Algorithm 2.

Algorithm 2 Jamming Strategy

1 Initialization: setting T , τ , τ th, κ , and δ, randomly
generating the power vector PE and regarding it as the
optimal P̄E ← PE ;

2 repeat
3 for t = 1 to T do
4 Generate P ′E according to Neighbor (PE , δ);
5 Randomly generate χ from the interval (0, 1);
6 if UE

(
P ′E
)
> UE (PE ) or

χ < exp
((
UE

(
P ′E
)
− UE (PE )

)
/τ
)
then

7 PE ← P ′E ;
8 if UE (PE ) > UE

(
P̄E
)
then

9 P̄E ← PE ;

10 τ ← κ · τ ;
11 until τ < τ th;

Due to space limitation, we here do not penetrate into
the details of the simulated annealing algorithm, but briefly
explain Algorithm 2 below. In the algorithm, T is the maxi-
mum iteration times for each temperature and τ represents the
temperature. After each round of iteration, the temperature is
dropped by factor κ . The temperature has a threshold, given
by τ th, which claims the termination of the algorithm. In each
iteration, we apply the function Neighbor (·) to select an
adjacent power vector with parameter δ. If negative power
is allocated for a certain channel (violating constraint (24b)),
it is forced to zero. If the sum of jamming power exceeds
the maximum power (violating constraint (24c)), we simply
adjust the power for each channel by scaling it by factor
Pmax
E /

∣∣P ′E ∣∣, where | · | is the sum of all elements for its
vector argument. Note from Line 6 of Algorithm 2, we can
see that even if the newly selected power vector is not as
good as the current one, it is still of positive probability to
replace current power vector. This is the key for the algorithm
not to be trapped by local optimal which thus enables it to
reach the global optimal. Based on [40], we know that the
simulated annealing method converges to the global optimal
with probability 1, when the time of iteration is sufficiently
large.

Now that we have obtained the optimal strategy for
the leader, i.e., the jamming power allocation P̄E , based
on Algorithm 2. Then, we substitute P̄E into PS

(
P̄E
)
as

specified by (36) along with (38), the legitimate trans-
mission strategy P̄S

(
P̄E
)

can be then derived accord-
ingly. Finally,

(
P̄S
(
P̄E
)
, P̄E

)
constitutes the equilibrium

for the Stackelberg security game under the multi-channel
scenario.

VI. SIMULATION RESULTS
In this section, we evaluate the security performance with
respect to a FD active eavesdropper. We consider the sys-
tem as illustrated by Fig. 1. The coordinates of legitimate
transmitter are (0, 0), while the coordinates of the destination
node are (100, 0) (distance in meter). We will consider the
cases that the eavesdropper locates at different positions.
For the transmission links, we assume the power attenuation
exponent is 4 and the transmission experiences Rayleigh flat
fading. For the self-interference link at the eavesdropper, we
assume the expectation of the link gain is normalized. Also,
the background noise power is −100 dBm. The other simu-
lation settings and results will then be specified, respectively,
for the single-channel case and multi-channel case.

A. SINGLE-CHANNEL CASE
We first inspect the performance while the eavesdropper
locates at different positions with different secrecy targets
of the legitimate user. We assume the eavesdropper moves
along the straight line from (0,−150) to (100,−150) and we
consider the target is γ0 = 3.5 or γ0 = 4.0 (corresponding
to the secrecy rate 1.8 and 2). Meanwhile, we assume the
coefficient of residual self-interference is ρ = 1× 10−9 and
the power price coefficient is 1. Also, the maximum transmit
power at the legitimate user and maximum jamming power at
the eavesdropper is 1 W.

FIGURE 2. Power allocation of legitimate user and eavesdropper when
the eavesdropper locates at different positions.

The results are depicted in Figs. 2, 3, and 4. As we
can see from Figs. 2 and 3, when secrecy target is 3.5, it
can be achieved regardless of the eavesdropper’s position.
Specially, when the eavesdropper locates near the center
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FIGURE 3. The legitimate user’s secrecy rate and eavesdropper’s wiretap
rate when the eavesdropper locates at different positions.

FIGURE 4. The wiretap rate and legitimate power allocation with a
passive eavesdropper locating at different positions.

area, it will use relatively high jamming power to obtain a
higher wiretap rate. Correspondingly, the legitimate transmit
power is also relatively high so as to achieve the secrecy
target. This is because that at these positions, the wiretap
channel and jamming channel are both in relatively favorable
conditions. In contrast, when the eavesdropper is near the
boundary, either the eavesdropping link or the jamming link is
poor, which limits the effectiveness of improving eavesdrop-
ping through jamming. In particular, we notice that, when
the secrecy target is 4, there generally requires relatively
higher legitimate power to achieve the target. Also, we can
see that when the eavesdropper locates from (25,−150) to
(35,−150) and from (65,−150) to (75,−150), the eaves-
dropper can adjust the jamming power such that the legitimate
user has to transmit with its maximum power. While the
eavesdropper locates around the center area, from (40,−150)
to (60,−150), the target secrecy rate cannot be guaranteed
with jamming attacks. Then the eavesdropper ceases the jam-
ming attacks and becomes a passive eavesdropper.

In order to more clearly demonstrate the security threats
coming from the FD active eavesdropper, in Fig. 4, we present
the wiretap rate and the required legitimate transmit power
in the presence of a passive eavesdropper. Naturally, the

jamming power in this case is zero and the secrecy target is
achieved, and these twometrics are thus omitted in the figure.
Comparing the results in Fig. 4 and those in Figs. 2 and 3,
we can see that the required transmit power will be much
lower for the legitimate user to achieve the target facingwith a
passive eavesdropper. Also, the attainable wiretap rate of the
eavesdropper in this case is much lower. Moreover, with the
passive eavesdropper moving from left to right, i.e., farther
from the legitimate transmitter, the wiretap rate decreases
monotonously. While in comparison, the active eavesdropper
has chances to even improve the eavesdropping with the
assistance from jammingwhen it moves in the same direction.

FIGURE 5. Jamming power against coefficients of residual
self-interference and jamming power price.

Then, we emphasize the influence of the coefficients of
residual self-interference and power price on the performance
of the eavesdropper. The basic simulation settings are iden-
tical with those we have introduced before, while here we
locate the eavesdropper at (50,−150) and set the legitimate
user’s target as γ0 = 3. The results are presented in Figs. 5
and 6. Generally, the behavior of the eavesdropper can be
categorized into three types, corresponding to the three areas
noted in Figs. 5 and 6. TheArea-1 corresponds to the situation
that there is no jamming attack from the eavesdropper, i.e.,
the passive eavesdropper mode. The legitimate transmission
will be suspended if there occur jamming attacks. The eaves-
dropper, consequently, stays passive to maintain a certain
wiretap rate. When it comes to Area-2, the jamming attack
will be launched as it improves the eavesdropping without
causing outage at the legitimate link. We can see from Fig. 6
that the wiretap rate can be significantly increased with the
aid of jamming. For Area-3, the self-interference is too high
that the eavesdropper has to return to the passive mode. The
legitimate link needs to be protected from jamming in Area-1
while the performance of eavesdropper needs protection in
Area-3. Note that in Fig. 5, we notice the jamming power first
increases with the coefficient of residual self-interference and
then decreases. This is due to the fact that the jamming power
affects the eavesdropper’s utility function indirectly, which
takes effect through changing the legitimate transmit power.
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FIGURE 6. Wiretap rate against coefficients of residual self-interference
and jamming power price.

FIGURE 7. Jamming power allocation with respect to the coefficients of
self-interference and power price.

B. MULTI-CHANNEL CASE
For the multi-channel wireless scenario, the basic simulation
parameters are the same with those in single-channel cases.
Here we consider there are 5 channels available, each is
of unit bandwidth. The maximum transmit power for the
transmitter and eavesdropper is 2.5W. The target secrecy rate
of the legitimate user is 5 bps.

We first consider the case that the eavesdropper is located
with the coordinates (50,−150), and evaluate the security
performance with different coefficients of self-interference
and power price coefficients. The results are shown in
Figs. 7, 8, and 9. In Fig. 7, we show the allocated jamming
power at the eavesdropper. Obviously, we can see that when
the power price grows higher, the jamming power allocation
becomes lower, which is as expected as the price negatively
affects the jamming attacks. In particular, when the coeffi-
cient of price is relatively high, i.e., θE = 0.5 and θE = 1.0,
the jamming power allocation monotonously decreases as
the coefficient of self-interference becomes larger. This is
also as expected as the jamming attacks become more
conservative when the self-interference is higher. Note the
jamming power does not change much when the coefficient

FIGURE 8. Achieved wiretap rate with respect to the coefficients of
self-interference and power price.

FIGURE 9. Legitimate power allocation with respect to the coefficients of
self-interference and power price.

of self-interference is sufficiently small, because under these
cases, the self-interference has insignificant influence. The
similar phenomenon can be observed when the coefficient of
self-interference is sufficiently high, which is for the reason
that the self-interference now becomes the dominant negative
factor for the active eavesdropping. On the other hand, for
the cases that the coefficient of power price is sufficiently
small, i.e., θE = 0 and θE = 0.1, we can observe an
evident increment of jamming power as the coefficient of
self-interference becomes larger. The reason is that, when the
self-interference is small, it allows for higher jamming power
at the eavesdropper. However, if the eavesdropper follows
such actions, it will induce outage at the legitimate user, i.e.,
the target secrecy rate cannot be achieved. In this case, the
eavesdropper has nothing to wiretap, which is against its goal
to maximize the wiretap rate. As such, it will elaborately
determine its jamming power such that it can achieve the
highest wiretap rate with the target secrecy rate at the legiti-
mate user being guaranteed.

The achieved wiretap rate and legitimate transmit power
with different coefficients of self-interference and power
price at the eavesdropper is shown in Figs. 8 and 9, respec-
tively. As we can see in these two figures, the achieved
wiretap rate and the legitimate transmit power decreases
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as the coefficients of self-interference and power price
increases. This can be explained that, with higher self-
interference and power price, the jamming attacks become
more conservative as the effectiveness of jamming-aided
eavesdropping becomes weaker. Moreover, when the self-
interference and power price are higher, the side effect of
jamming attacks at the eavesdropper becomes more signif-
icant. Then, the achieved wiretap rate can only be smaller
and correspondingly, the legitimate power consumption for
the target secrecy rate can be lower.

Then, we show the security performance when the eaves-
dropper locates at different positions and compare the secu-
rity performance under different schemes. Specifically, we
consider the position of the eavesdropper moves from the
coordinates (0,−150) to (100,−150). Note that when the
eavesdropper locates at (0,−150), it is near the legitimate
transmitter while far way from the legitimate receiver, and
the thus the wiretap links are in relatively favorable condi-
tions while the jamming links are in poor conditions. The
contrary situation holds when the eavesdropper is with the
coordinate (100,−150). We fix the coefficient of jamming
power price at 0.5. We compare the performance that the
active eavesdropper experience the self-interference with the
corresponding coefficient being 1× 10−9 as well as the case
that the self-interference is perfectly canceled. Also, we con-
sider the case that the eavesdropper stays silent without any
jamming attacks, i.e., as a passive eavesdropper. Moreover,
we consider the legitimate user allocates its power accord-
ing to the water-filling algorithm. The results are shown
in Figs 10, 11, 12, and 13.

In Fig. 10, we show the jamming power allocation. For
the active eavesdropper without self-interference, we can see
that the jamming power slightly increases when it locates
near the legitimate receiver. This is as expected as the jam-
ming attacks can be more effectively conducted when it is
near the legitimate receiver on condition that the side effect
of self-interference is perfectly eliminated. When the active
eavesdropper experiences the self-interference, we can see
that the jamming power first increases and then decreases
as the eavesdropper moves from the left end to the right
end. In this case, although the jamming attack improves
the eavesdropping, the self-interference also degrades the
eavesdropping. As such, the eavesdropper has to trade off
these factors, and thus allocates the highest jamming power
near the center area. When the eavesdropper stays passive,
the jamming power is naturally zero. For the case that the
legitimate user follows the water-filling approach, which has
deviated from its optimal strategy, we will discuss the results
by jointly consider Figs. 10, 11, 12, and 13, given at the end
of this section.

In Fig. 11, we show the achieved wiretap rate at the eaves-
dropper. As we can see, for the cases with active eaves-
dropping, the achieved wiretap rate first increases and then
decreases as the eavesdropper moves from the left end to
the right end. As such, we know that for our considered
jamming-aided eavesdropping, the wiretap links and jam-

FIGURE 10. Jamming power allocation with respect to the position of the
eavesdropper under different schemes.

FIGURE 11. Achieved wiretap rate with respect to the position of the
eavesdropper under different schemes.

ming links have to be well balanced to obtain the optimal
performance. Moreover, the achieved wiretap rate at the left
end is higher than that at the right end, which suggests that
the quality of wiretap links being favorable is more important
than the jamming links being in good condition. The reason is
that, the better wiretap link quality benefits the eavesdropping
directly, while the jamming attacks can only improve the
eavesdropping in an indirect manner. For the passive eaves-
dropper, naturally, the wiretap rate can only be decreased
when eavesdropper moves from the left end to the right end,
which only induces worse wiretap links.

Fig. 12 shows the legitimate transmit power allocation.
We first notice that the legitimate transmit power also first
increases and then decreases as the eavesdropper moves from
left to right, which is of the same trend with the jamming
power and the wiretap rate. As we have analyzed before,
when the eavesdropper locates near the center area, the
jamming-aided eavesdropping is the most effective. There-
fore, the legitimate user, which is facedwith the target secrecy
rate, can only improve the legitimate transmit power as the
countermeasure to defend the same target. While for the
case with a passive eavesdropper, the target secrecy rate can
be easily guaranteed with relatively low legitimate transmit
power.
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FIGURE 12. Legitimate power allocation with respect to the position of
the eavesdropper under different schemes.

FIGURE 13. Achieved secrecy rate with respect to the position of the
eavesdropper under different schemes.

The achieved secrecy rate is shown in Fig. 13. As the
legitimate user is with the target secrecy rate, the achieved
secrecy rate is thus near the target as long as the legitimate
user follows the power allocation in our proposal, regardless
of the different situations of the eavesdropper. For the cases
the achieved secrecy rate is slightly lower than the target when
the eavesdropper is near the left end, it is due to the potential
cases that legitimate links are so poor that the target cannot be
achieved with the maximum legitimate transmit power, and
the results shown in Fig. 13 have to be averaged over such
cases.

Now we discuss the case when the legitimate user fol-
lows the water-filling approach. Based on our previous anal-
ysis regarding Fig. 13, we know that the evidently lower
secrecy rate under the water-filling approach is due to the
fact that target secrecy rate is often unachievable. For those
cases, the legitimate user will cease its transmission and the
eavesdropper will stay passive. As the achieved secrecy rate
is quit low, we can safely estimate there occur many such
simulation trails. Then, revisiting the previous results, we
notice that the lower jamming power shown in Fig. 10, and
lower wiretap rate shown in Fig. 11, are also due to the
numerous simulation trails that the legitimate transmission
is canceled and the eavesdropper has nothing to wiretap.

However, in Fig. 12, we can see that the legitimate transmit
power is relatively high, in spite of themany simulations trials
that the legitimate transmission is ceased. It is then implied
that, for the cases that legitimate transmissions are conducted,
the legitimate transmit power must be quit high. Therefore,
the water-filling approach cannot effectively guarantee the
security, and cannot achieve power-efficient transmission,
neither.

VII. CONCLUSIONS
In this paper, we investigate the power-efficient secure wire-
less communication in the presence of a FD active eaves-
dropper. We consider a novel eavesdropping model that the
eavesdropper is capable to launch jamming attacks to affect
the legitimate transmission so as to improve the eavesdrop-
ping. While the eavesdropper also faces the challenges from
self-interference and jamming power price. We employ the
Stackelberg game problem formulation tomodel their compe-
tition. We analyze the game for the single-channel and multi-
channel scenarios. The simulation results demonstrate that,
our proposal can effectively guarantee the wireless security
with efficient power utilization. Meanwhile, with sufficiently
suppressed the self-interference and moderate power price,
the jamming attacks can also effectively improve the eaves-
dropping, which thus presents significant security challenge
as compared with the conventional passive eavesdropper
model.
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